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51-001:/ SR —R D A¢vE—OHF AT XM

¢ o @ examplejp/51/

5.1 583

1. 51-001 JERT—POAVETZ—IH LTI - ’
2. 51-002: B804 1 >
3. 51-010: 04975 MR OO 1 B\

phpinfo
—=AICES

- example.jp/51/51-001.php

< c @

@ examplejp/51/51-001.php

(& ‘@' O] view-sourcethttpy//examplejp/51/
<html>
<head><titlerh.1 EHEE<At it le>/head>
<body>
h.1 ¥R
<lir<a href=g51-001.phpp51-001:0 i 20— FO A wtz—UH A0 2 2 Faxd i
<li><a href="51-U07. phprautologinzon">01-002: BEHO & 1 </a>d/ 1>

<lir<a href="51-010.phe™>51-010: O &7 72 FEESEGIZ OO 4 L BEE/ax/ | i
<ol

<a href="phpinfo.phe >pheinfol/ax<br>

<a href="/">iF—LIZES/a>

</bodv>

</html>

]

string(64) "ad4812a099b402e49f felbdbchde 740321 8542009badelbd 1 7ThAT70d4f fachdh”
string(64) "cclc?6c9a22d73161482d99e8915c6861559aded8ed df 3dabiideh 1 cTead 763897
string(64) "3fcadaabbf TbfJed?acBbhdbcle?2cl48e7e23a137c49777721e9269902571c8”



[H—/%: 51/51-001.php ]

[ fvarfenwnn/html/51/51-001.php - wasbook@example,jp - TF4F - WinSCP
] @ @gesie =r-Ue-& @
kpre>
<?php
// FIXEDSALTIZ Y A MEICEEL T (IEE WL

define( FIXEDSALT', ‘bc578d1503b4602a590d88ceda8e634a55bectd");
define('STRETCHCOUNT', 1600);

/S EEERT S
function get_salt($id) {

return $id . pack('H*', FIXEDSALT); // Z—FIDLEEXFF=EE
¥

function get_password_hash($id, $pwd) {
$salt = get salt($id);
$hash = "'; // /v i- a2 MINEEE
for ($1 = @; $i < STRETCHCOUNT; $i++) {
$hash = hash('sha256", $hash . $pwd . $salt); //
L

return $hash;
¥
fl FRUELE
var_dump(get_password_hash( userl®, *passl®));
var_dump(get_password_hash( userl®, ‘pass2'));
var_dump(get_password_hash( user2’, ‘passl®));



[F59HF—>H—/: YHITRF 51/51-001php — LARUR ]

W S=9vay - 20190109-100259 - OWASP ZAP 2.7.0

I7-Il WE B RUZ— LR—b Y=l ATA ~LT

BEE—K JSEEEe A8 o@o o0E &8 v

Seh)OXNERE ©6 |

@1t [éﬁbfwa&—hT#Uﬁﬂhm

= AR A

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;9=0.8
|| Accept-Language: ja,en-US;q=0.7,en;9=0.3

Accept-Enceding: gzip, deflate

Referer: http://example.jp/51/

DNT: 1

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Host: example.jp

» [ http:/fexa
» | http://api.ex

[ T |

@ LEIE \F7aubea— v OO FIALNE- || B0

MEEt :FXE | |GET http:/fexample.jp/51/51-001.php HTTP/1.1 HTTP/1.1 200 OK L‘\
O BEIT+4 User-Agent: Mozilla/s.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 | |Server: nginx/1.10.3

v @ H1b Firefox/64.0 Date: Wed, 09 Jan 2019 13:41:52 GMT

|| Content-Length: 240

Content-Type: text/html; charset=UTF-8

Cennection: keep-alive
Vary: Accept-Encoding
X-UA-Compatible: IE=edge

<pre>
string(64) "a44812a099b40ee49ffe2bd6c5de7403a18542009bade2b417b9770d4ffacs4b"
string(64) "cc2c26c9a22d7318f48ed99:8915c68615509ade08e4df3dab64e51c7ead76389"
string(64) "3fcadaab6f7bfded2ac855dbcle22c148.7223a137c4977772120260902571c8" .

jam]%milﬁya—h]g?awwm

® @ [T 2ra:A7 @ THAR—

1d |uc-11r~En€r |><v... |URL

/51-001.php 200 OK

AF—&Z3.. | AT—&Z3—F...| ST>F |-u\y7"9...| 1/1;1‘1:/1;1??«(%..“%5:?5... |)

|'9’)’
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51-002: 587 1>

- 51 2E

c @

x
@ examplejp/51/
5.1 5850
1. 51-001:/)§2T— P AW
2. 51-002:B#0T 1>
3. 51-010: 00725 FEED SOOI A V8

— AT A

phpinfo
I—=ALICES

example,jp/51/51-002.phpTautolc

<« c @ @ example,jp/51/51-002.php?autologin=on

login successfulnext

example.jp/51/51-003.php

<« C @

(@ examplejp/51/51-003

yamadastring(6) "yamada" int(604800) int(1547646656)

http://example,jp/51/

<

(& ‘@' O] view-sourcethttpy//examplejp/51/
<html>
<head><titlerh.1 EHEE<At it le>/head>
<bodw>
1 S8:
Zol>»

<lir<a href =500 pher20] 001/ A3 — K A vz =0 840 2 Z R i
<li><a href=51-002.ch D("'autologm 0n|>51 002:B&hO -1 sad i

<li><a href="5%1-010.php > FRESEG OO S A L EESad i
<ol

<a href="phpinfo.phe >pheinfol/ax<br>
<a href="/">iF—LIZES/a>

</bodv>

</html>

example,jp/51/51-002.phpfautol:

http:/fexample.jp/51/51-002.phpi- X

c o (@ view-source:http://examplejp/51/51-002.php?autologin=on
<body>
login successful<a href="51-003.php > rext</a>
</body>

example,jp/51/51-003.php

http:/fexamplejp/51/51-003.php X

c o (D view-source:http://examplejp/51/51-003.php
<body>
vamadastring(6) “vamada”
int (604800}
int (1547646656)

</body>



[H—/%: 51/51-002.php ]

[ fvarfwww/html/51/51-002.php - wasbook@examplejp - IT74F - WinSCP
£ @ D¢ @& E xFr-Je-8 @

k2php
fautologin = (@%_GET[ autologin'] === “on");
$timeout = 38 * 60;
if ($autologin) {
$timeout = 7 * 24 * 6B * £0;
session_set cookie_params($timeout);
3
session_start();
session_regenerate_id(true);
$ SESSION['id'] = 'yamada'; // O A »EEALWLDT yamada TREE
$_SESSION[ 'timeout'] = $timeout;
$_SESSION[ "expires'] = time() + $timeout;
25
<body>
login successful<a href="51-803.php">next</a>
</body>

tyiaroaEEE 1ERIC
9% —MExpires Bt

AEY—ATIEOS Mo ha1—F DYk
BA LT R
A4 LT AR

[+#—/X: 51/51-003.php ]

[ fvarfwww/html/51/51-003.php - wasbook@examplejp - I74F - WinSCP
= @ D¢ |EesE x-r-0e- &8¢

k2php
session_start();
function islogin() {
if (! isset($_SESSION['id'])) {
return false;

DAY RS TLVEWNMES

3

if ($_SESSION[expires'] < time()) { 945‘{’7I~L’CL\6§%
session_destroy(); vl aBE
return false;

}

$_SESSION[ "expires'] = time() + $_SESSION[ timeout']; B4 LTONBHEES

return true;
¥
if (islogin()) {
$id = $_SESSION['id"];
T else {
$id = "22?3°;
T
£
<body>
<?php echo htmlspecialchars{$id, ENT_NOQUOTES, 'UTF-8'); 2»
<?php
var_dump($_SESSION['id"]);
var_dump($_SESSION[ “timeout’]);
var_dump($_SESSION[ "expires’]);
2>
</body>



[F59HF—->H—/: YHITRF 51/51-002php — LARUR ]

W E=9v3Y - 20190108-100259 - OWASP ZAP 2.7.0 — O X

7l BE R AUz — LiAi-b Y-l ASSA> AT

|EEE-F FloEEEp S SR 008 O0E 48 0 2P P 0} @Em
@b |7 o1v5 25— [ uozah ] 4 & LAY

@ LEO (Zoarea— o) @O @D@

M=Ear GET http://example.jp/51/51-002.php?autclogin=on HTTP/1.1 HTTP/1.1 200 OK Li\
@ BEI>THFA User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:64.0) Gecko/20100101 | |Server: nginx/1.10.3
v @ o1h Firefox/64.0 Date: Wed, 09 Jan 2019 13:49:58 GMT
» [ http://exa Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;0=0.8 Content-Type: text/html; charset=UTF-8
|| Accept-Language: ja,en-US;q=0.7,en;q=0.3 \|Cennection: keep-alive
> [ http:/fapi.ex; || pcent-Encoding: gzip, deflate Set-Cookie: PHPSESSID=su089mctbObsifsSthcd0t3301; expires=Wed, 16-Jan-2019
Referer: http://example.jp/s1/ 13:49:58 GMT; Max-Age=604800; path=/
DNT: 1 Expires: Thu, 19 Nov 1981 08:52:00 GMT
Connection: keep-alive Cache-Control: no-store, no-cache, must-revalidate
Upgrade-Insecure-Requests: 1 Pragma: no-cache
Host: example.jp Set-Cookie: PHPSESSID=3u2keijb53cheBuiblrllbjusl; expires=Wed, 16-Jan-2019
13:49:38 GMT; Max-Age=604800; path=/
H-UA-Compatible: IE=edge
S T z

1E ARG RN TN
@ @ [ 2ql2:A7 @ THAR—
|Id |u5-11r~En% |;<v... |URL AF—HA0.. | AT—FA3-F.|FTEF h'J\37’9...|ukﬁ)l;ﬁ?«rﬁ...“ﬁﬂﬂ?i.. |) |9b‘ |F'§

200 OK 61 bytes ™ Medium

19 19/01/09 22:5... GET http://example.jp/51/51-003.php 200 OK 12 ms 68 bytes o Medium v
FS—F M0 R1 3 mo WIEDAF+ w0 B0 D0 @0 #o 0 #o




[F59HF—->H—/: YHITRF 51/51-003php — LARUR ]

W S ty3Y - 20190109-100359 - OWASP ZAP 2.7.0 — O x
IrAL BE BR AU~ Lfi—b Yl AYSA AT

(Ee-Ff pocEsRE JE8 008 000 &Y <P ) oXERE
@ b 4 [ 7 o4v5 25— [ uozRh ] 4 = LAY

@583  (oaurea g 50 onmiea— g EID)

G

MEES jFRh_ _| |GET http://example.jp/51/51-003.php HTTP/1.1 HTTP/1.1 200 OK L;
[ eI T+ User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Server: nginx/1.10.3
v @tk Accept: text/html application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 Date: Wed, 09 Jan 2019 13:50:56 GMT
» [/ http://exa Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
X ) Accept-Enceding: gzip, deflate Connection: keep-alive
» [ http://api.ex; Referer: http://example.jp/51/51-002.php?autclogin=on ||Expires: Thu, 19 Mov 1981 08:52:00 GMT
DNT: 1 Cache-Control: no-store, no-cache, must-revalidate
Connection: keep-alive Pragma: no-cache
Cookie: PHPSESSID=3u2keijb53che8uiblri1bjuso X-UA-Compatible: IE=edge
Upgrade-Insecure-Requests: 1
Host: example.jp <body=
yamadastring(6) "yamada"
int(604800)
int(1547646656)
< body=
<\ J > 3
jEEET@\&ﬁIHPE—h Tgmw‘w +
@ @ ¥ o4l @ THAR—~
Id |USIZABEE | AY.. |URL | AF—%23... | AF—HRI—F... | ZOXFbUTE.. | LARZ AT 5. | BT 5. | S |5 B
18 19/01/09 22:4... GET http:/fexample.jp/31/51-002.php?autol... 200 OK 7 ms 61 bytes Fu Medium SetCookie L
19 19/01/09 22:5... G http:, '51/51-003.php 200| OK 2ms M Medium

FS—t RO B1 R3 RO AEOAF+2 w0 $o Do @o #o s0 Ho




51-010:A45 7o MERD =6 DO 4B

c @ @ examplejp/51/
5.1 &5

1. 51-001:)§RT—PoOAVT—SH AT A |-
2. 51-002:E8IO0F 1>
3. 51-010:00 7% FESED SOOI A VBIH ’

phpinfo
I—=ALICES

&« ¢ o (i) examplejp/51/51-010.php

047+ > LELIz(id=yamada)
next

- example.jp/51/51-011.php

< (I A

<

@ example.jp/51/51-011.php

id = yamada
OJFI -

login

¢ @ ® view-source:http://examplejp/51/
<html>
<head><title>h.1 G title></head>
<body>
b1 Sl
Lol>»

<lir<a href="51-001.php™>51-001: i 20— KA v 2= F 430 2 2 Faxd i
<lix<a href=i.51-w sehelautologinzon™>51-002: BEO & 1 </ax<d/ | i>

<li><a href=ghl-010, phel>51-010: 0 772 HESROI OO 7+ VBEES 2>/ >
<ol

<a href="phpinfo.phe >pheinfol/ax<br>

<a href="/">iF—LIZES/a>

</bodv>

</html>

example.jp/51/51-010.php

http:/fexamplejp/51/51-010.php X

c @ (@ view-source:http://example,jp/51/51-010.php
<{body>

a4 LFE Liz(id=vamada)<br>
<a href="51-011.php" > next </a>

{body>

Cc @ (D) view-source:http://examplejp/51/51-011.php e

example,jp/51/51-011.php

<body>

id = vamada<br>

<form action="51-012.phe" method="FO5T">

I— LEITFIECSRFEFIERE F—2 2 —>

<input type="hidden” name="token” value="cTh70127:251d4f46b73460159292551b932207581c0a7a1 7>
<{input type="submit” value="O0 %5 72+

{Horm>

<a href="51-010.phe"> logind/a>

{/body>



- examplejp/51/51-012.php

<« ¢ @
Oo7 g LELE
back

<

@ examplejp/51/51-012.php

- example.jp/51/51-011.php

&« ¢ o
id =
odFo -
login

- E

(i) examplejp/51/51-011.php

- example,jp/51/51-010.php

< c @

< E

(@ examplejp/51/51-010.php

04 > LEL=(id=yamada)

next

http:/fexample,)p/51/51-012.php X

C @ (D view-source:http://examplejp/51/51-012.php

example,jp/51/51-012.php

<body>

AdrF2 - LELTz<br

<a href="51-011.phe">back</a>
</body>

c @ @ view-source:http://examplejp/51/51-011.php e

example,jp/51/51-011.php

<body>

id = <br>

<form action="51-012.phr" method="POST">

I— LUFIECSRFIFIEE F—2 > —>

<input twpe="hidden” name="token” value="f5392d2=71974de3d3b03721630dd491 819 bBLT 76773025
<input tvpez"submit” value="O0% 77 7>

</form>

<a href="51-010.php"> login</a>

</body>
http:/fexample,jp/51/51-010.php X

¢ @ (D view-source:http://examplejp/51/51-010.php

example,jp/51/51-010.php

<body>

05 LFE L (id=vamadal<br>
<a href="51-011.php " >next</a>
</body>



[H—/%: 51/51-010.php ]

E’ Svarfwww/html/51/51-010.php - wasbook@

= @ 9 f

k2php
session_start();
$_SESSION['id'] = ‘yamada';
»
<body>»
074 > L& L7=(id=yamada)<br>
<a href="51-811.php"»next</a>
</body>

[H—/8: 51/51-011.php ]

[H—/%: 51/51-012.php ]

[ /varfwww/html/51/51-011.php - wasbook@examplejp - TF45 - WinSCP
2 @|DC Be&HEE xFf-Oe-

k?php
session_start();
$id = $_SESSION['id'];
if (empty($_SESSION[ "token*])) {
$token = bin2hex(openssl_random_pseudo_bytes(24));
%_SESSIOM[ 'token'] = $token;
T else {
$token = $_SESSION[ "token'];
¥
2>
<body>
id = <?php echo htmlspecialchars($id); ?><br>
<form action="51-812.php" method="POST"»
<l-- LUFIFCSRFBALRA F—7 > --»
<input type="hidden" name="token" value="<?php echo
htmlspecialchars($token); 2>">
<input type="submit" value="O% 77 k">
< /form>
<a href="51-818.php">login</a>
</body>»

[ fvarfwww/html/51/51-012.php - wasbook@examplejp - TF445 - WinSCP
= @9 C|# e a8 xF-F-

k2php
session_start();
$p_token = filter input(INPUT_POST, 'token');
$s_token = @$ SESSION[ token'];
if (empty($p_token) || $p_token !== %s_token) {
die('BF T 7 FFREYH SR FT o FLTREELY);
T
$_SESSION = array();
session_destroy();
2> <body>
o777 kLELT<brs
<a href="51-811.php"»*back</a>
</body>»
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GET http://example.jp/51/51-010.php HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:64.0) Gecko/20100101 Firefox/64.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*,9=0.8

Accept-Language: ja,en-US;q=0.7,en;9=0.2

Accept-Encoding: gzip, deflate
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(DNT: 1

Cennection: keep-alive

Cookie: PHPSESSID=3u2keijb53chesuiblri1bjuso
Upgrade-Insecure-Requests: 1

Host: example.jp

\|Expires: Thu, 19 Nov 1981 08:52:00 GMT

HTTP/1.1 200 OK

Server: nginx/1.10.3

Date: Wed, 09 Jan 2018 14:00:13 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 85

Connection: keep-alive

Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Vary: Accept-Encoeding

X-UA-Compatible: IE=edge

= body>
04 = LZELIz(id=yamada)<br=
<a href="51-011.php">next</a=

=/body=
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» 19/01/09 23: ://example.jp/51/51-010.php 0 10 ms 85 bytes M Medi...
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24 19/01/09 23:... POST  http://example.jp/51/51-012.php 200 OK 8 ms 77 bytes Fu Medi...
25 19/01/09 23:... GET http://example.jp/51/51-011.php 200 OK 6 ms 287 bytes o Medi... Form, Hidde...
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v 5 2XFFAN GET http://example.jp/51/51-011.php HTTP/1.1
EIBEIZTFAN | yser-agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0
vy @Yk Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
» [ P http://exam Accept-Language: ja,en-US;q=0.7,en;9=0.2
Accept-Encoding: gzip, deflate
» [ http://api.exar Referer: http://example.jp/51/51-010.php
DMNT: 1
Cennection: keep-alive
.| Cookie: PHPSESSID=3u2keijb53cheBuiblri1bjuso
Upgrade-Insecure-Requests: 1
Host: example.jp

HTTP/1.1 200 OK L;
Server: nginx/1.10.3

Date: Wed, 09 Jan 2019 14:01:04 GMT

Content-Type: text/html; charset=UTF-8

Centent-Length: 293

Connection: keep-alive

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

.|Pragma: no-cache

Vary: Accept-Encoding
X-UA-Compatible: IE=edge

<body=

id = yamada=br=

<form action="51-012.php" method="POST">

<l-- LT ICSRABIER R —4 2 >

<input type="hidden" name="token" value=
"c7b70127c251d4f46b7846b159208a55fb9322b7581c0a7al ">
<input type="submit" value="04 72 k">

< form=

<a href="51-010.php"=>login=</a>
ik TS </body=> %
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19/01/09 23:0... GET http://example.jp/51/51-010.php 200 OK 10 ms 85 bytes [ Medium A
. /51-011.php y M Medium Form, Hidden,...
24 19/01/09 23:0... POST  http://example.jp/51/51-012.php 200 OK 8ms 77 bytes o Medium
25 19/01/09 23:0... GET http://example.jp/51/51-011.php 200 OK 6 ms 287 bytes Fu Medium Form, Hidden,...
26 19/01/09 23:0... GET http://example.jp/51/51-010.php 200 OK 6 ms 85 bytes o Medium F/
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M=E i POST http://example.jp/51/51-012.php HTTP/1.1
EBEIZTFAN | yser-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; rv:64.0) Gecko/20100101 Firefox/64.0
v @ Uarh Accept: text/html application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
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Content-Type: application/x-www-form-urlencoded
Content-Length: 54
DNT: 1
Connection: keep-alive
Cookie: PHPSESSID=3u2keijb53cheBuiblrilbjuso
Upgrade-Insecure-Requests: 1
Host: example.jp

token=c7b70127c251d4f46b7846b159e9a55fb9322b7581c0a7al
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HTTR/1.1 200 OK

Server: nginx/1.10.3

Date: Wed, 09 Jan 2019 14:03:47 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 77

|Connection: keep-alive

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Vary: Accept-Enceding

¥-UA-Compatible: [E=edge

<body=
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<@ href="51-011.php">back</a>
=/body=
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22 19/01/09 23:0... GET http://example.jp/51/51-010.php 200 OK 10 ms
GET http://example.jp/51/51-011.php 200 OK 7 ms
09 . @ /51-012.php 200 8 ms
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Accept-Encoding: gzip, deflate

Referer: http://example.jp/51/51-012.php

DNT: 1

Connection: keep-alive

| Cookie: PHPSESSID=23u2keijb53che8uiblr11bjug0
Upgrade-Insecure-Requests: 1

Host: example.jp

» [ | http://exam
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EIBEIZTFAN yser-Agent: Mozilla/s.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0

HTTP/1.1 200 OK L;
Server: nginx/1.10.3

Date: Wed, 09 Jan 2019 14:04:30 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 287

Connection: keep-alive

Expires: Thu, 19 Mov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
|Pragma: ne-cache

Vary: Accept-Encoding

¥-UA-Compatible: IE=edge

<body=

id = <br>

<form action="51-012_php" method="POST">

<I-- BUFZCSRABER b —02 =

<input type="hidden" name="token" value=
"f5992d2e71974de3d3b03721635dd491815fb6bf76773b25" >
<input type="submit” value="04 72 ">

< [form=
<@ href="51-010.php"=login</a>
e T < /body= -
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23 19/01/09 23:0... GET http:/fexample.jp/51/51-011.php 200 OK 7 ms 293 bytes o Medium Form, Hidden,...
24 19/01/09 23:0... POST  http://example.jp/51/51-012.php 200 OK 8 ms 77 byt o Medium

19/01, hit ampi /51/51-011.php 200
26 19/01/09 23:0... GET http://fexample.jp/51/51-010.php 200 OK
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Connection: keep-alive Cache-Control: no-store, no-cache, must-revalidate
Cookie: PHPSESSID=23u2keijb53cheBuiblri1bjus0 Pragma: no-cache
Upgrade-Insecure-Requests: 1 Wary: Accept-Encoding
Host: example.jp K-UA-Compatible: IE=edge
<body=
O8> LELTE(id=yamada)<br=
<@ href="51-011.php">next</a>
@ T «/body= E
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