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h!fusrfbin/perl
use utfg;
use strict;
use CGI qw/-no_xhtml :standard/;

my $cgi = new CGI;
my $url = $cgi-»param(‘url’);
# URLOD % HEFTA—FTUTA L7 aE
if ($url =~ fAhttp:\/\/example\.jp\//) {
print “"Location: $urlinyn";
exit @;

1
# RLATEDBEOIZ —Avt—
print <<END_OF_HTML;

Content-Type: text/html; charset=UTF-8

<body>
Bad URL
</body>
END_OF_HTML
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= ZI‘/?:FR?‘; GET http://example.jp/47/47-020.cgi?url=http:/fexample.jp/47/47-003.php HTTPR/1.1 HTTP/1.1 302 Found l;
G REIFFAL User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Server: ngink/1.10.3
» Mt Accept: text/html,application/xhtml+xml,application/xml;q=0.2,%/*;9=0.8 Date: Tue, 25 Dec 2018 04:29:14 GMT
Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=is0-8859-1
Accept-Encoding: gzip, deflate Content-Length: 291
Referer: http://example.ip/47/ Connection: keep-alive
|DNT: 1 |Location: http://example.jp/47/47-003.php
Connection: keep-alive
Upgrade-Insecure-Requests: 1 < |DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
Host: example.jp <html><head=>

< title= 302 Found=/title>

</head=<body>

«<hl=Found</hi=

<p=The document has moved <a href="http:/fexample.jp/47/47-003.php">here</a=.
</p=

<hr>

<address=Apache/2.4.25 (Debian) Server at example.jp Port 88< /addresss=

</body= < /html= E
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d |USTRAGAR | XUyE [URL | AF7—#R3—F | RF -8R0 F#l | 5OX FhUw TS L | LARCZRTAYAZ | Rib7S5— b | /= | 84
115 18/12/2513: GET http://example.jp/47/47-020.cgi?url=http://... 302 | Found 76 ms 291 bytes

117 18/12/2513:29:13 GET http://example.ip/47/47-003.php 200 OK 20 ms 96 bytes o Medium
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Accept-Language: ja,en-US;q=0.7,en;q=0.3
Accept-Encoding: gzip, deflate

Referer: http://example.ip/47/

DNT: 1

Connection: keep-alive
Upgrade-Insecure-Requests: 1

Host: example.jp

Content-Type: text/html; charset=UTF-8
Content-Length: 96

Connection: keep-alive

X-Powered-By: PHP/5.3.3

Vary: Accept-Encoding

H-UA-Compatible: IE=edge

<html>

«<head> <title> FZEEREY < /title> < /head>
<body>

O LELE

</body=>

< /html=

M=l :FXE GET http://example.jp/47/47-003.php HTTP/1.1 HTTP/1.1 200 OK LA\
G REIZFFAL User-Agent: Mozilla/s.0 (Windows NT 10.0; Win4; x64; rv:64.0) Gecko/20100101 Firefox/64.0 | | Server: ngimx/1.10.3
» 4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;9=0.8 Date: Tue, 25 Dec 2018 04:29:14 GMT
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_ . — | 3 Fa = <li><a href="4/-070. cai?url=http://exam /47-005. phe: - 1=, CGICd&B U HA L b (5w F—587F; SESSID-ABCD123) </a> <a href="javascript:docunent.cockie; > 7 v F—Fr/a></1i>
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12. 47-021a:CGlc LB wF -3 (EER)
_ . — v 7w AR (EE <lir<a href="47-020a. cg i %ur | =http: /Jexanp e. p/47/47-003.php >47-020a: CB1 C & B 1) 54 L 7 MIERAR (ERT) </a></1i>
13. 47-021a:COll. Loy F Ty T\ﬂﬁh‘ﬁ {RIEIE) <li><a href="47-020a.cgi?url=http://exanp |e. jp/#00%0ALocat ion: +http: //t rap.example.com/47/47-900. php? >47-020a: CGLIZ £ 5 1) 54 L 7 MR (BT A H OB <ax/1i>
14, 47-030:PHPIC LB US A L7 FaisElE (FEFR) <li><a href="47-020a. s fur | http: //exanp e p/41/41 -003 .phpHIDU0ASet -Cook ie: +SESSID=ABCOT23 > 47-0202: CBLIZ KB 1) 511 L 27 FH33RAR (77 v F—5808) /1>

15. 47-030:PHPI_ L5 DA A L0 HHFER (EH - HCER)

<li><a href="47-021a.cai?paged=P123">47-021a:CGI (C £ & 7 v F —HEHR (EFRH) /11>

16. 47-030:PHPIC LD U'g‘r Lo T\;T?ﬁmﬁ (Dw _ERE) <li><a href="47-021a. cai?paseid-PHODEOAMIDH0 AR B T H80Ha22 1 H0bAe0%a bR 0R0Ra | Bocke3Ht | Kaf Aol ¥aldbdfe %94 159783881 2beledbl 129743801201 "47-021a: COIIZ £ 2 7 v F—1 v MR (BEM) </a></1i>

hpinf <li><a href="47-030. pho2ur | =http://examp . ip/47/47-003.phe">47-030: PHPIZ £ B ) 0 L 7 FdsRhR (EFF) </a></1i>
bhpinio <li><a href="47-030. php2ur | =http://examp|e. jpA47/47-003. phe#0D¥0ALocat {on:+htte: /74 rap. exam le. com/47/47-000 . phe">47-030: PHPIZ £ & ) 5 A L 7 FIISERR (BY A + IDEIB) /a1
= AICES <li><a href="47-030. phplur | =http://examp|e. ipA47/47-003. phe@0D¥0A+Set -Cook ie: +aaa=hbb>47-030: PHPIZ £ B 1) H4 L 7 FHERR (0 v F—57E) <ax</1i>

<fol>
[H—sX: 47/47-020.cgi ] [H—s3: 47/47-900.0hp ] [H—sX: 47/47-901.php ]
[ ivarrwwew/himil/47/47-020.c gi - wasbook@examplejp - TT4 - [ fvarfwana/html/47/47-900.php - wasbook@example.jp - TF5 - WinSt [ fvarfww/html/47/47-901.php - wasbook@example.jp - T35 - WinSCP
= BXE DT B&EEx = @D ¢ |# ¢ E 8| xF-F El @D e E xFr-Oe- @ @
l#1 fusr/bin/perl khtml> k?php
use utfs; <head><title» 0% 4 ¥ T 5 —¢/titles</head> $id = @ _POST["id"];
use strict; $pwd = @%_POST["pwd'];
X X <body>
use CGI qu/-no_xhtml :standard/; e s pgm e i 2>
IDE/IAT— FAEndd, EFSIELTIRE L, <html>
my $cgi = new CGI; <form action="47-901.php" method="POST"> <head>
my $url = $cgi-»param(‘url’); 7 — g E<input type="text" name="id"><BR> <meta HTTP-EQUIV="Refresh" COMTENT="5; URL=http://example.jp/47/47-803.php">
</head>
. . . ViZ 7 — F<input type="password" name="pwd"><BR>

# RLOET—BRTCH— 7> ) XA L5 A7 o put Type=® . F <body>
if ($url =~ /Ahttp:\/\/example\.ip\//) { FryonFES <input type="submit” walue="H027 A >"> INEFTERICESLTLWETY, BEEOKUETIE, TAGTTREEEA. <br>

print "Location: $urlin\n"; </form> IEAT—FZINELE Lz <br>

exit @; </body> " o
1 </html> SHIThttp: //example. jp/47/47-003 phpll BB L £ T . <br>
# RLA T EOEAEDIS — A v —F idé(?ghg E(hﬁ h;r:lipe(i.?lih;rs(%;d)é)?>:br‘;

e 3 fx<br>

print <<END_OF_HTML; 2‘}'bud PhR Scha hSspectatcharsiip)s "
Content-Type: text/html; charset=UTF-8 (,fhtm?l’:v
<body>
Bad URL
</body>

END_OF_HTML
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M= GET HTTP/1.1 302 Found [;
S BEDTFAN http://example.jp/47/47-020.cgi?url=http://example.jp/%0D%0ALocation: + http://trap.example | [Server: nginx/1.10.3
> .COM/47/47-900.php HTTP/1.1 Date: Tue, 25 Dec 2018 05:08:59 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Content-Type: text/html; charset=is0-8859-1
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;9=0.8 Content-Length: 297
Accept-Language: ja,en-Us;gq=0.7,en;q=0.3 Connection: keep-alive
.|Accept-Encoding: gzip, deflate . |Location: http://trap.example.com/47/47-300.php
Referer: http://example.ip/47/
DNT: 1 < IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
Connection: keep-alive <html= <head>
Upgrade-Insecure-Requests: 1 <title=302 Found=/title=
Host: example.jp </head=<body>

<hl=Found=/hi=

<p=The document has moved <a href="http://trap.example.com/47/47-900.php" = here
=fax.a/p>

<hr=

<address=Apache/2.4.25 (Debian) Server at example.jp Port 88</address>
</body=</html= =

jaﬁﬁ]@gsﬁ[ﬁifﬁ—h[lj?ahjwm

@ & VoraAz @ THRM—

d |USTRNEE | AV E |URL AF—HAI—F | A7 —H20—FH | ST RPUYTEA L | LARSART A 5AZ | BEFS—b | /b | 57
25 14:( 0 302 Found
132 18/12/25 14:08: GET http://trap.example.com/47/47-900.php 350 bytes [ Medium
135 18/12/25 14:09:14 POST http://trap.example.com/47/47-901.php 200 OK 22 ms 381 bytes Fu Medium
136 18/12/2514:09:19 GET http://example.jp/47/47-003.php 200 OK 25 ms 96 bytes Fu Medium

Form, Password

FI—F Wm0 1 w2 mo RAEOA*+ W0 o Do @o #o o0 WMo

T%0D%0A | (B4T) ZFALT=T= (=

Location: http://examle.jp/

Location: http://trap.example.com/47/47-000.php
D 21T DLocation~Ny & HH hidh .,

Apache DB THITEDAVT DHHBERICE-T-
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W EZ|ruay - 20181224-105112 - OWASP ZAP 27.0 —
J7f)l B/E TR RUZ— Li—bk Y-l A5 ~LT

(E=trF plieEeEEg 2B c@o ofbd4a v <P roahm o

@H1h | 4 [# 516 25— [ uszri] + ] = LARZA

@LEE (Foantea— -] @O Foanrea— o] @0

DR/ (R0 [FRUET. BERIUT Ui,
<form action="47-901.php" method
32— <input type="text" name="id"> <BR>

|
|
J{AD— F<input type="password" name="pwd"><BR> |
|
|

M ﬁ AZTFEAN GET http://trap.example.com/47/47-200.php HTTF/1.1 HTTP/1.1 200 OK L‘\
EEEILTFAL User-Agent: Mozilla/5.0 (Windows NT 10.0; Wine4; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Server: nginx/1.10.3
> Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/*;0=0.8 Date: Tue, 25 Dec 2018 05:08:59 GMT
Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate Content-Length: 350
Referer: http://example.jp/47/ Cennection: keep-alive
DNT: 1 X-Powered-By: PHP/5.3.3
Connection: keep-alive Vary: Accept-Encoding
'|Upgrade-Insecure-Requests: 1 || ¥-UA-Compatible: IE=edge
Host: trap.example.com
<html=
<head>=<title>04 4 > T Z—=/title></head=>
<body>

jEEET@\&%]’H,Tfﬁ—FIL]Tﬁhj’WI\m

@ @ ¥V oAz @ TR

d |USIRBEE | AV E |URL | AF—4$A0—F | AF—SR0— [ | ST RbUwTEAL | LARSART U | BFS—b | /—b | 55 [E
130 18/12/2514:08:58 GET http://example.jp/47/47-020.cgi?ur =http://... 302 Found 77 ms 207 bytes []
18/12/25 14:08:58 rap.example.com) .php 200 | OK 30 ms 350 bytes M Medium
135 18/12/25 14:09:14 POST http://trap.example.com/47/47-901.php 200 OK 22 ms 381 bytes o Medium
136 18/12/2514:09:19 GET http://example.jp/47/47-003.php 200 OK 25 ms 96 bytes [ Medium v

Fo—F R0 1 2 RO BEOA£eL 00 o 2o @0 #o 0 o
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Jr-fil #E Fr RUS— Li—b Y—l ANST AT

(EE=F pleSEEis 2B 00 00D day >«ProXEhE 6

@91 4 [# stvs 25—+ ]= Uaﬂhm = LR

eLEd [Zzanbea—f @O FoaLbEa— x| B0

IDEJIRD—FREELF L. <br=

id:httphedl<br=
pwd:httphedl<br=

M ﬂ ITHEI POST http://trap.example.com,/47/47-801.php HTTP/1.1 HTTR/1.1 200 OK L‘\
(G BEIZTFAL User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Server: nginx/1.10.3
[ p Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/*;0=0.8 Date: Tue, 25 Dec 2018 05:09:15 GMT
Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate Content-Length: 381
Referer: http://trap.example.com/47/47-900.php Connection: keep-alive
Content-Type: application/s-www-form-urlencoded X-Powered-By: PHP/5.3.3
Content-Length: 24 Vary: Accept-Encoding
DNT: 1 ®-UA-Compatible: IE=edge
Connection: keep-alive
Upgrade-Insecure-Requests: 1 <html=
Host: trap.example.com <head=
<meta HTTP-EQUIV="Refresh" CONTENT="5; URL=http://example.jp/47/47-003.php">
< /head=
< body=

INRFERICZSLTVETH. ZBONETR. CABERFEERA. <br=

SHR(Chttp://example.jp/47/47-003.phplc B LET. <br=

</body=
</html=
_[EEETQ.&%TFFS—F [G7orTvr [ 4
@ @ V¥ ouaAs @ IO
4 |USTARER | AVwE |URL | AF—#R3—F | AF—HRI— K&l | SOYRPUYTEIML | LARSARTA YA | BETS—F | /= |97 s
130 18/12/2514:08:58 GET http:/fexample.jp/47/47-020.cgizurl=http://... 302 Found 77 ms 297 bytes N
132 18/12/25 14:08:58 GET http:/ftrap.example.com/47/47-900.php 200 OK 30 ms 350 bytes Fu Medium
135 18/12/25 14:09:14 POST ht rap.example.c 7/47 .php 200 | OK 22 ms bytes ™ Medium
136 18/12/25 14:09:19 GET http://example.jp/47/47-003.php 200 OK 25 ms 96 bytes [ Mediurm
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GET http://example.jp/47/47-003.php HTTP/1.1

eoa3 [Fzanbea— 5] @O
v arTEAb
[EBREIZFTFRN

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: ja,en-US;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

DNT: 1

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Host: example.jp

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:64.0) Gecke/20100101 Firefox/64.0

HTTP/1.1 200 OK

Server: nginx/1.10.3

Date: Tue, 25 Dec 2018 05:09:20 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 96

Connection: keep-alive

X-Powered-By: PHP/5.3.3

Vary: Accept-Enceding

X-Ua-Compatible: IE=edge

<html>

<head:> «title> ZBIERH < /title> < /head>
<body>

oo LELE

</body=
< [heml= F

JEEETQ&%TF?E—hTL]?'jhjwhm
@ & Vo aAz @ THAR—~

I |USTZBER | AV | URL | AF—$20—F | AF—HZ0—F#l | SOZRMUVTEAL | LARSART A SAZ | BEFS—b | - |55 I
130 18/12/2514:08:58 GET http://example.jp/47/47-020.cgi?url=http://... 302 Found 77 ms 297 bytes i
132 18/12/25 14:08:58 GET http://trap.example.com/47/47-900.php 200 OK 30 ms 350 bytes o Medium Form, Password

135 18/12/2514:09:14 POST http://trap.example.com/47/47-901.php 200 OK 22 ms 381 bytes Fu Medium
6 18/12/25 14:( D 200 | OK :

<am 3.php
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@ & tre p.example.com/47/

- trap.example.com/47/47-801php. - X

< c @

CHETERCEILTVETH, EBOKRTCE. CAREREEERA.
D&)A FERELFELE,
S§B(Chttp://example.jp/47/47-003.php(c BB LFET.

id:httphed1

pwd: httpdhed1

1478

@ trap.example.com/47/47-901.php

<

@ examplejp/47/

- B

<« c ®

o9 > LELZ

http://trap.example.com/47/47-90° X

074I5-
(& ‘0 (@ view-sourceshttp://trap.example.com/47/47-900.php
<html> )
<head><title>A 7 I 5 —</title></head>
<bodv>

IDEIAT—FAENET, BESHIL TS,
<form action="47-901.php” method="POST™>

I —tFEinput type="text” name="id"><BR>
H1A T — Finput type="password” name="pwd > <BR>
<input type="submit” value="07% A "

< torm»

</body>

<html>

¢ @ @ view-source:http://trap.example.com/47/47-901.php

<html>
<head>

http://trap.example.com/47/47-90 X

<meta HTTP-EQUIY="Refresh™ CONTENT="5: LRL=http://exanple. in/d47/47-003.phe™>

</head>

<body>

CNEATFERICTALTLETH, FEOWETL., CAGERTLLIEEA. <br
D& 2D — FERELE LI, <br>

SR IZhtte: Aexamp e, ip/47/47-003. php (2 BFELET . <br>

id:httehedl<br>

pid: bt tBhed1<br>

</body>

</html>

http://example,jp/47/47-003.php X

C @ (@ view-sourceshttp://examplejp/47/47-003.php
<html>
<head><t it le>SHIRIA/t it le></head>
<body>
Od4 - LFE L
</body>

</html>



HTTPAYE L2013y 47-020:CGlICKBYF ALY (vF—E]E;SESSID=ABCD123) »v*—&K R

(F59%]

o HTTPAWA A 2T o33
3.47-020:CGLIc LB UAA LD (EEFR)

. 47-020:CGlIZ LB UFA LT (BEYA HIERE)

. 47-020:CGLC LB UAFA LD+ (Dwd—

S¥TESESSID=ABCD123) %7 \}’4:%

CLisHTTR o S i 2 2 3 /i
<ol start="3"

0

<lir<a href=_ 4020 aifus Labtdond exan be a0 DAL aea tobope thd o it ded e samad s cily' S/

L 47-020:CGL £ UAA L2 - (BEETR)

. 47-021:CGlIE £BTvF—Ty I (EER)

. 47-021:CClLIL B DwF—Tw I ((AEIE)

. 47-020a:CGIc £ B U+ L2 s (IEE%R)

10. 47-020a:CGLIC £ 2 U A L0 N (BY A HISER)
11. 47-020a:CGIC LB UA A L7 Mgk (FwF—8F)
12. 47-021a:CGl(c LB wF—HRM (IEE%R)

13. 47-021a:CGlIc L& TvF—T v ~IIFER (BEE)

14, 47-030:PHPIC £ B VA A L4 +3I5IE (IFEFR)

15. 47-030:PHP(C £ B A A L2 3188 (BY -1 H5EE)

[Te s« I A

16. 47-030:PHP(C £ 2 US A L2 SIFER (v F—3%F)

phpinfo
I=AhICESD

[H—/\: 47/47-020.cgi ]

[ ivarrwwew/himil/47/47-020.c gi - wasbook@examplejp - TT4 -

= BXE D2 @6 Ex
H!/usr/binfperl
use utf8;
use strict;
use CGI qu/-no_xhtml :standard/;

my $cgi = new CGI;
my $url = $cgi-»param(‘url’);

# RRLDEE—ERTH— T U H A L7 amE
if ($url =~ /*http:\/\/example\.jp\//) {
print “"Location: $urlyn\n";
exit @;

FryohFES

1
#H URLA T EDBED IS —A vk—1F
print <<END_OF_HTML;

Content-Type: text/html; charset=UTF-8

<body>
Bad URL
</body>
END_OF_HTML

<lir<a hret I47 020, caifurl=htte: /fexamsle. 10/47/4? 003 th%UD%UASet Uookje: +SESSID ABCD
<lir<a href= 7 : SDR0AT BADRAEL

<lir<a href="47-020.czi?url shttp: /fexanple. ip/47/47-003. b "> 47-020: CCHZ L& ) H4 L 2 F (EEFR) axd/li>

900.phe ">47-020:CGIZ L& L)
123 547-020:C0lIZ LB UHAL 5
oDACIRSARB0RES A1 ABCHESHS 1 AP

<lir<a href="47-021.cgi%pageid=F123">47-021:(GIIC LB F vF— v b (EFER Ja</1i>
<lir<a href="47-02

.cgi?pageid=PRODE0ARODR0AR 2RI TREb a2 BT EEbRe0RaR8 0 Rebal B8 ched¥E 1 Raf Re TRal ¥hd e 7 B4 Xa3Re 300 1297 Rel3}

<lir<a href="47-020a.cei?url=http: /Vexample. jp/47/47-008. php >4 7-020a: CRLIZ L S 1 51 L 7 FidshhE (EFEFR) </ax<d/1i>
<li*<a href="47-020a.czi?url=http: /Yexanple. ip/B00E0A ocat ion: +htte: /7t rap. examo| e, com/47/47-900. php? ">47-020a:CGIIC L2

<lir<a href="47-020a.cgi?url=http:/fexans |e. ip/47/47-003. phed0DHIASet -Cook i e: +8ESSID=ABODT 23 ">47-020a: CGLIC £ & U &1 L -

<lir<a href="47-021a.cgi?pazeid=P123">47-0212:CGIIZ L & 7 » F—3d88hR (ERF ar</lir

<lir<a href="47-021a.cgi?razei d=PEODH0ARODE0ARE? ¥A T 0L el KT ELY 018210 0 Kella 1 ¥OcH30 1 Hat ¥e7 ¥alibd e THO4 Xad¥ed B 110 7ile!

<lix<a href="47-030.php?url=htte: /fexame . ip/47/47-003 . php">47-030:PHP(Z £ & ) H 1 L2 FHERR (EREF a1
<lir<a href="47-030.php?url=http: /fexamp le. jp/47/47-003. phpR00R0AL ocat ion: +http: /7t rap. examp | e. com/47/47-900. php"»47-03(

<lix<a href="47-030. php?url =http: /Yexanp e, ip/47/47-003 . phpR00%04+5et -Cook i e: +aaa=bbh "> 47-030: PHPIZ £ & V) 1 L. 7 b 35R

<ol

[5—/X: 47/47-003.php ]

[ fvarfwww/html/47/47-003.php - wasbook@example.

[2 BN B -
khtml»
<head><title>EREEANT</title></head>
<body>
a4 LELT:
</body>
</html>



[F5 9% —=HY—iX: YJITRF 47/47-020cgi — LRKRUR ] CGUZ&LBVF ALY (Uv¥—ELTE;SESSID=ABCD123) Vv¥—FKR

| QO =\t - 20181224-105112 - OWASP ZAP 27.0 _ o %

1 IrEAIL BE BER MU~ Lii—b W—il AT AL

lzge—r P oEmEs SCEB 200008 &8V s+~ProxEamm o6 |
@+ [# 1w 25— [ uszab] 4 | [= LAz

esas [Fzaurea— ] 20O Foxrea— g B0

ar g avF+ar GET http://example.jp/47/47-020.cgi?url=http://example.jp/47/47-003.phplb0D%0ASet-Cookie: + SESSID=ABCD123 HTTP/1.1 302 Found L‘\
h O] BEED Y TFAN HTTP/1.1 Server: ngink/1.10.3
¢ R User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Date: Tue, 25 Dec 2018 05:34:24 GMT
; Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;0=0.8 Content-Type: text/html; charset=is0-8859-1
Accept-Language: ja,en-US;q=0.7,en;q=0.2 Content-Length: 291
Accept-Enceding: gzip, deflate Connection: keep-alive
\|Referer: http:/fexample.jp/47/ .|Set-Cookie: SESSID=ABCD123
DNT: 1 Location: http://example.jp/47/47-003.php
Connection: keep-alive
Upgrade-Insecure-Requests: 1 < !DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
Host: example.jp <html=<head=>
=<title=302 Found=/title=
< /head=<body=
<hi=Found</h1=
<« p=The document has moved =a href="http://example.jp/47/47-003.php" > here</a>.</p>
<hr=>
< address=Apache/2.4.25 (Debian) Server at example.jp Port 88 < /address=>
< /body= < /html= -

jEEET@\&%TN.?th L;J—«'m\:f‘w +
@ @ T oqa:47 @ THAR—H
1d | UpTA R | AYwE | URL AF—HA0—F AF—HA0—FiRA SUMFRIYTEA L | LARSARTAHZ | BETS—

™ Low

» |G

[example. 2urf . 302 | Found 74 ms 291 bytes
141 18/12/25 14:34:23 GET http://example.jp/47/47-003.php 200 OK 22 ms 96 bytes " Medium
[75-F mo m1 3 mo WEDRF+ w0 B0 20 @0 %0 S0 Ho
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I7IL BE R AU~

Lafi—b Y=l AZS1 AT

(B=—r WucEsRH o8 o0 000 d4@. <P P OoX@Bhm

e &

¥

@1 4

[ otvo 25— [ uozan] 4|

= AR

eEEaE

[7z7anrea— 3 @O

v HarFEan
BEITFA

FtbEa— v EH O

GET http://example.jp/47/47-003.php HTTR/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:64.0) Gecko/20100101 Firefox/64.0
Accept: text/html,application/xhtml+xml.application/xml;q=0.9,%/*;q=0.8
Accept-Language: ja,en-Us;q=0.7,en;q=0.3

Accept-Enceding: gzip, deflate

Referer: http://example.jp/47/

DNT: 1

Connection: keep-alive

Cookie: SESSID=ABCD123

Upgrade-Insecure-Requests: 1

Host: example.jp

HTTP/1.1 200 OK

Server: nginx/1.10.3

Date: Tue, 25 Dec 2018 05:34:24 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 96

Connection: keep-alive

®-Powered-By: PHP/5.3.3

Vary: Accept-Enceding

¥-UA-Compatible: IE=edge

<html=

<head> <title= SRS < /title> < /head >
=body=

Og4 2 LELE

</body=>

</html=

Jam{%&%[ﬂwaw[‘;mwwm

@ @ TV osaA7 @ THAR-

1d | VoI -EE

| AYwE  |URL | AF—#R0-F | AT—FA3-F#A

|57 BruyTedn  |LARS AT 81

139 18/12/25 14 http://example.jp/47/47-020.cgi?url=http://exa... 302 Found 74 ms 291 bytes
200 OK 96
TS—F R0 R1 3 mo WECAF+ 400 B0 D0 Q0 %o S0 #o
(F594]
- ZALALT x http://examplejp/47/47-003.php X
<« c @ @ examplejp/47/47-003.php c @ (@ view-source:http;//example jp/47/47-003.php
OJ41>LELRE <html> -
<head><tit|e>SHLAEII/ it le></head>
<body>
ot LELE
</body>
</html>

e HTTPAWA A T332
3.47-020:CGlLIE LB UFA LT+ (EER)

4, 47-020:CCLIL LB VA A LT+ (BYA HCERE)

5. 47-020:CGIIc £ B U L4 b (9w 3B ;SESSID=ABCD123) awa—a’Ea?’

6.47-020:CGlLIZ LB U A LT ({BEETFET)

- javascript:document.cookie;

<« c @ (D javascriptdocument.cookie;

SESSID=ABCDI123

-




HTTPAYS L1533y 41-021:CGlIZ&KBUSA ALY BEERT)

(F59%]

o HTTPAWA A 2T o33
3.47-020:CGLIc LB UAA LD (EEFR)

4. 47-020:CGLE £ B VA A LT (BYA HCFEHE)
5. 47-020:CGLC LB UFA LDt (2w —387F;SESSID=ABCD123) OvF—For
6. 47-020:CGI £ UA L2 ({AEETTR)
7.47-021:CGlc L2 OVF-—Tv | ([EFEH) CUSHTTPAw o W3 1 522 /1>
_021: - = SR NET <ol start="3">
8.47 021'CGULCK’:67\JZF 7w - figl_lﬁ)m <li><a href="47-020.cgi?url=http:/Vexample. jp/47/47-003. php>47-020:CGIIZ L2 U 1 L&~ (EFWF) <ax</li>
9. 47-020a:CGlIc £ B UL L2+ (IEE%) <liv<a href="47-020, czi?ur| =http: lexancle. |p/BI0R0A ocat ion: thite: /7t rap. example. com 47447 -900, php >47-020:COLIC LB U S L & b (BT 7 HISEE) </ar</li>
10. 47-020a:CGlLIC LB US A LI sk (BY 1 T‘I_Eﬁ) <: i><a Ereriﬂ*gﬂg-ﬁe") ’-Hn'-{ﬁdiaﬁh ﬁmﬁd“@ﬂ&rﬁv%@w&%&@ﬁlh&éﬁ%hﬂ %%‘ﬂiw ABEDL?H- ol St @b
. - = 4_ o <li><a href={47-020, caiiur|-hite: Vexamp|
| |
11. 47-0202:CGllc £ BV T A |27 MIARR (T F—357F) <liva href = 47-02] .cxitoaneidsP123"547-021 1 COlIE £ B % v F —L v b (ERT) <far/lis
12. 47-021a:CGlc £ 50 wF—HHEE (EER) <li><a href="47-021.c=i?paseid=PEODEOARODR0AR? BATHEbE? BT HObH=0R8a X80 ¥ebiial Ko ckadRE | Haf ReTRalMbd e TR ¥adHa3HE 1 ¥OTHe3RE 1 RbeRad k8 | ROTR3RG 1HOf ">47-021: Gl L L2 Z v F—T =
13. 47-021a:CGlc £ B OVF—Tw MITERIE ((SEIHE)
_ . - 1 o = <li><a href="47-020a.csi?url=http: Yexame|e. ip/47/47-003. phe " >47-020a: CGLIC L 2 ) 5 L &7 SRR (EHET) <ar</lir
14. 47-030:PHPICL B VT A LD r\gj‘fﬁ& (FEZR) <li><a href="47-020a.cs|?url| =http: Fexamc|e. jp/B00%0A ocat ion: +htte: A/t rap. examp | e. com/47/47-900. php? "> 47-020a: CGLIZ L& U S 1 L 7 F¥FeRhR (BT b I(03EFE) <Jar</li>
15. 47-030:PHPIC £ B A A L7 5 (BY - HOER) <li><a href="47-020a.czi ?ur | =http: /lexams le. /47747 -008 . pho#0DZ0ASet ~Cook i e: +SE5S1D=ABCD1 28 »47-020a: CGIIZ & & 1 5 L 27 F35kR (2w =+ —55) <a></1i>
16. 47-030:PHPIC £ & US A LD TR (&wF—357F)
<li><a href="47-021a.cs|?pageid=P123">47-021a:CGl (L L & & » F—dekhE (EEF) a1
hpinfo <lir<a href="47-021a.cgi?pageid=-PEODENAR0DH0AR2 ¥9 7 HEbY 2 807 ¥8bE=028a480 %eda ] BB chelRS | Haf Be 7 ¥alibd ¥e 7204 ¥a2ke008 | ¥0 7 2ed¥2 | Rbe¥e38 1 #9 7 Re0¥B 1801 >47-021a:CRIIC LS 7 » F—1
= AICES <li><a href="47-030.php?url=http: /Vexample. jp/47/47-008 . php">47-080:PHPIZ & & U & L &7 b ¥YBRRR (IEHFR) </a></1i>
- <lir<a href="47-030.php?url =http://example. jp/47/47-003. phe®0D#0ALocat ion: +http: /7t rap. examp |l e. com 47 /47-900. php “>47-030:PHPIZ L & 1) H-1 L &7 FIfERRR (B -7  IEBEB) <ax</1i
<lir<a href="47-030.php?url =http://example. jp 47/47-003. phpk0D#0A+Set -Cook ie: +aaa=bbb >47-030:PHPIZ L & U # L 7 F¥d86hR (7 » F—385E) ax</1ir
<lol>
[H—s8: 47/47-020.cgi ]
[ ivarrwwew/himil/47/47-020.c gi - wasbook@examplejp - TT4 -
= BXED9C B E | x
H#!/usr‘/binfper"l
use utf8;
use strict;
use CGI qu/-no_xhtml :standard/;
my $cgi = new CGI;
my $url = $cgi-»param(‘url’);
# RLDEE—IERTH— T U H A L7 anE
if (%ur‘l“ - ‘anr.ﬂ:tp:\f\fexamﬁle\.jp\/f') { FrusnTESL
print “"Location: $urlyn\n";
exit @;
H

# RLATEDBEDT S —Awk—
print <<END_OF_HTML;

Content-Type:

<body>

Bad URL
</body>
END_OF_HTML

text/html; charset=UTF-8
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7ML B/E FF RUS— L—b Y-l ALS12 LT

|BEgE-—F PFLoEERE A0 208 002 &8¢ =«P P @K@ Rm |

WTT] [# 5195 25—t [ usxaib ] + |
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FZaukea— o =3O

E8%A1%8C%E3%81%AF%ET%AD%BA%ET %94%A3%E3%81 %97%E3%81%BE%E3%81%97%E3%81%9F HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8

Accept-Language: ja,en-Us;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://example.jp/47/

DNT: 1

Connection: keep-alive

Upgrade-Insecure-Requests: 1

@RBEE (Frantea—| @@
A= 3/7'4:1'; GET K HTTP/1.1 500 Internal Server Error
[ BEIXTFAN http:/fexample.jp/47/47-020.cgi?url=http: //example.]p/%0D%0AStatUS: + 500%0D%0A%0D%0A%E2%097%8 B%E2%97%8B%E9%8A%80% Server: nginx/1.10.3

Date: Tue, 25 Dec 2018 05:55:50 GMT
Connection: keep-alive

Location: http://example.jp/
K-UA-Compatible: IE=edge

QOFTHEELELE

Host: example.jp _ v
jEﬁT%&ilﬁ?ﬁ—hILj?ﬁhjwhm
@ @ 7 a7z @ TRk
SOYRRIYTEAA LARZZRFA (X | BHPS—~ | /—b |55 =
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Id

| % | URL

| UZTAMER

WIEDAF+ 2

TS—b MO P11 RO

(F57+]
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OOIRTEWmEL T LI

@ examplejp/47/47-020.cgi?url=http://example,jp/%0D%0AS
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. 47-020:CGlc £ B UAFAI LD+ (B HCiER)

. 47-020:CClle LB VAIAL T (DwF—

SUTESESSID=ABCD123) Jv¥—For
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use strict;
use CGI gw/-no_xhtml :standard/; <bo?y> . o

74 LELT

my $cgi = new CGI; </body>
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exit @;
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my $cgi = new CGI;
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exit @;
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use utfs;
use strict;
use CGI qw/-no_xhtml :standard/;
use Encode qu(encode decode);

my $cgi = new CGIL;
my %pageid = decode('UTF-8", $cgi-»param( pageid’));

my %cookie = $cgi-»cookie(-name => 'PAGEID',
-value => $pageid);
print $cgi->header(-charset =» 'UTF-8", -cookie=»$cookie);
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print encode('UTF-8", <<END_OF_HTML);
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use utfs;
use strict;

use CGI qw/-no_xhtml :standard/;
use Encode qu(encode decode);

my $cgi = new CGIL;
my %pageid = decode('UTF-8", $cgi-»param( pageid’));

my %cookie = $cgi-»cookie(-name => 'PAGEID',
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print $cgi->header(-charset =» 'UTF-8", -cookie=»$cookie);
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print encode('UTF-8", <<END_OF_HTML);
<body>
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function redirect($url) {
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