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<head><titlerd.b ot 3 AEROTE it e></head>
1. 46-001:Referer® 517y 33 DS bod>
2. 46-010: 7w = 3 ~ IDOBEFAL(ESR) i'oit’ v 3 SEEOTR
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8. 46-010a: v =3 VIDOEFELIFM (IFER) <lir<a href="javascript :document . cookie=Zauot ;PHPSESSID=ABC; path=/;expires=Fri, 31-Dec-199
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12. P 9 23:59:59 GMTécuot; ;" " "D w3 w2 v F —DER/a> — <a href="/463/48-010a.php?PHPSESSID=ABC "> 48-010a: 12 » 2/ 3 v [DOETE{ EX Bk (T8 ) </a></ | i>

phpinfo(Refererh' 50t v = 5 VIDIEHR)
phpinfo({7v =3 > IDOEF1L)
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<li><a href="/463/46-015.php">46-015:12 » 2+ 3 VIDOEFEL F — 2 /(2 L DIERIREC 2/ | i>

<li><a href="javascript :document . cook je=hauot ;PHPSESSID=#BC; path=/texmires=Fri, 31-Dec-1999 23:58:59 GMT8auct:: " v 3 7 v F—DHRRS </ >
<li><a href="javascript idocunent . cookie™ &7 v F —DFET | i>

<ol

<a href="/462/phpirfo.che > rheinfolRefererm 2tz w2 3 IDR®)</a><br>

<a href="/483/phpinto.pho >phpinfol v & 3 1DGERE)</a><br>
<a href="/"F—LIZEA</a>
<bodv>
<html>
[H—/X: 462/46-001.php ] [H—/X: 462/46-002.php ]
[ vars fhtml/462/46-001.php - wasbook @ plejp - IF45 - Win [ vari fhtmil/a62/. php - wasbook@examplejp - TF(% - WinSCP
E] @ 9c el a ek 2 @oc @esda xmr-ie- 8
k2enp k2php
session_start(); session_start();
> »
<body> <a href="46-002.php">Next</a> </body> <body>
<a href="http://trap.example.com/462/46-908.cgi "> EH A4 F~?D U > T /as
</bady>

[H—/3: 462/46-900.cgi ]

[ fvar/vw/ html/462/46-900.cqi - wasbook@examplejp - TF15 - WinSCP

I#!/usr/hin/‘per*l

use utfs;

use strict;

use CGI qu/-no_xhtml :standard/;
use Encode qu/encode/;

iy $e_referer = escapeHTML(referer());

print encode('UTF-8", <<END_OF_HTML);
Content-Type: text/html; charset=UTF-8

<body>

Zhbbigty i s IDRET A b, RefereridblToiE Y <BR>
$e_referer

</body>

END_OF_HTML
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GET http://example.jp/462/46-001.php HTTP/1.1 HTTP/1.1 200 OK
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Geckof Server: nginx/1.10.3
20100101 Firefox/64.0 Date: Mon, 24 Dec 2018 01:51:15 GMT
Accept: text/html,appl html I applicatic 1;q=0.9,%/%;0=0.8 Content-Type: text/html; charset=UTF-8
Accept-Language: ja,en-Us;q=0.7,en;q=0.3 Content-Length: 82
| Accept-Enceding: gzip, deflate | Connection: keep-alive
Referer: http://example.jp/46/ X-Powered-By: PHP/5.3.3
DNT: 1 Expires: Thu, 19 Nov 1981 08:52:00 GMT
Connection: keep-alive Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Upgrade-Insecure-Requests: 1 Pragma: no-cache
Host: example.jp Vary: Accept-Encoding
X-UA-Compatible: IE=edge
<bedy> <a hraf:IiE-DUZ.phWPHPSESSID:lghuqk

jam]%&t[ﬁx]?a—h[.;?w?wH-}
@ & ¥ oqnzao @ THRAR-

‘ d |USTZRLER | AYyE [URL AT —HAI—F | RF—FRI—FHA | SOYFUYTEAL | LATSRART + H4X | BHFPS— 1 | /=t |59 |@
N
9 18/12/24 1:52:19  GET http://example.jp/462/46-002.php?PHPSESS. .. 200 OK 24 ms 101 bytes P Medium
10 18/12/24 1:53:31  GET http://trap.example.com/462/46-900.cgi 200 OK 101 ms 162 bytes s Medium v
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httpli'lexamp\e.jp/-lﬁzhﬁﬂo&;ﬁp?_mfs_ESEI_ = LehugkicOdoidr46n4jqq71vi7 | Server: nginx/1.10.3
HTTP/1.1 Date: Mon, 24 Dec 2018 01:52:20 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/ Content-Type: text/html; charset=UTF-8
20100101 Firefox/64.0 Content-Length: 101
| Accept: text/html,appl himl I, applicatic 1;9=0.8,*/*;q=0.8 | Connection: keep-alive
Accept-Language: ja,en-Us;q=0.7,en;q=0.3 X-Powered-By: PHP/5.3.3
Accept-Enceding: gzip, deflate Expires: Thu, 19 Mov 1981 08:52:00 GMT
Referer: http://example.jp/462/46-001.php Cache-Contrel: no-store, no-cache, must. post-check=0, pre-check
DNT: 1 Pragma: no-cache
Connection: keep-alive Vary: Accept-Encoding
Upgrade-Insecure-Requests: 1 X-UA-Compatible: IE=edge
Host: examplejp
AT bADU 2 D < a
</body> F
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7 18/12/241:51:14  GET http://example.jp/462/46-001.php 200 OK 23 ms P Medium
462/ php?P 200 OK 24 ms s v

GET http://trap.example.com/462/46-300.cgi 200 OK 101 ms 162 bytes P Medium
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GET http://trap.example.com/462/46-500.cgi HTTP/1.1 HTTP/1.1 200 OK
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/ Server: nginx/1.10.3
20100101 Firefox/64.0 Date: Mon, 24 Dec 2018 01:53:32 GMT
Accept: text/ 1/xhtml+xml,ap ml;q=0.9,%/*q=0.8 Content-Type: text/html; charset=UTF-8
Accept-Language: ja,en-Us;q=0.7,en;q=0.3 Content-Length: 162
_|Accept-Encoding: gzip, deflate Cennection: keep-alive
I|Referer: Vary: Accept-Enceding
1| http://example.jp/462/46-002.php?PHPSESSID=1ehugklcOdoidr46n4jqq71vi7 X-UA-Compatible: [E=edge
DNT: 1 N
Connection: keep-alive | <body>
Upgrade-Insecure-Requests: 1 | T55i3try 2= 2 IDIREH A . Refererl3 M T@ED <BR>
Host: trap.example.com || http://example.ip/462/46-002.php?PHPSESSID=1ehugklcdoidr46n4jqq71vi7
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7 18/12/24 1:51:14 GET http://example.ip/462/46-001.php 200 OK 23 ms 82 bytes  Medium
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4.6 by s BEEDME

1. 46-001:Refereri* 507w = 3 VIDRR

2. 46-010: v = 3 VIDOEIEIL(TEER)

3. Eve32OvE Ol - 46-010: v 33 VIDDEFEH(IEE)

4, 46-012: ¥ w2 3 VIDOEE(L(EROEHIH L)

5. 46-020: 074 VAIOT v =3 VIDOBEFEL(EER)

6. Tws 32 OwE Ol — 46-020:041 > EIoTY S 3 S IDOEFL(KE)

7. 46-020: 091 LEIDT v 25 VIDDEEL(EROEME L. BT SOYTHERT S &SN 0PTLY)
8. 46-010a: v =3 VIDOEFELIFER(EHR)
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phpinfo(Referer5mt7w =3 VIDIFR
phpinfo(t7w =3~ IDOEE(L)

A EROTRE Bl http://192.168.56.101/46/ x e - o
¢ o @ view-source:http://192.168.56.101/46/ - W% m o B
<htm|>
<head><titlerd.b v 3 /EBOTRE/ it le></head>
<body>
4.6 v i3 VERONME
<ol>

<lixa href="/d62/46-001 pho 24R00L; Befararh s Ot o, clDRiE/ax</ 1 ix

<lix<a href= l/463/46 010, phe >46-010: 12 » 2 3V IDOEIE(E(EREF /2> 1>

<li><a href="javascri [ocument . cook = koot ; SSI0=ABC path=/;expires=Fri, 31-Dec-199

9 23:59:59 GMTéauct:; " "> wy 347 v F—DFf</a> — <a href="/463/46-010.php?PHPSESSID=AEC">46-010: 12 » 2/ 3 IDDEIE{ L (HEE) </a</ | i>

<lix<a href="/463/46-012.che?PHPSESSID=ABC">46-012: € » 2 3 L IDOEIEIR (BB EHE L 1</ ax </ i>

<lix<a href="/463/46-020.che ">46-020: O - VAIOE » 2 3 I DOEFEILESRTRI</ax</ | i>

<li><a href="javascript :document . cook i e=4auot ; PHPSESS1D=ABT; path=/;expires=Fri, 31-Dec-194

9 23:59:59 GNTdauot:; "> w23 0w —DHERa> — <a href="/463/46-020. php?PHPSESSID=ABC">46-020: O 2/ LRI » 2/ 2 L [DDBESE(L (B /ax</ 1 i>
<liv<a href ="/453/46-020. ehe?PHPSESS1D=ABC">46-020: O 4/ -1 BIOT v & 3 VIDCEFELUIEROESE L. BI7 S0 TRET S EahuaT0dax</1 i
<li><a href="/463/48-010a.phe ">46-010a: 12 » 3 3 L IDOEFE SRR ERR) </ i>

<li><a href="javascript:document . cookie=fauct ;PHPSESSID=ABC;path=/;expires=Fri, 31-Dec-198

9 23:59:59 GMTécuct:; " "D v 3 7 v F—Dffd/a> — <a href="/463/46-010a.php?PHPSESSID=ABC "> 46-010a: 12 » 2/ 3 W IDDEITE L sRhE (B ) </ /1>
<li><a href="/463/46-015.phe >46-015:12 » 3 3 VIDDEFEL F — & (2 L D HdERhRG/a></ | i>

<li><a href="javascript:document . cookie=fauot ;PHPSESSID=ABC; path=/expires=Fri, 31-Dec-1999 23:59:58 GMTicuotss’ 2w v 3 22 w F—OHER/a> </ 1i>
<li><a hret="javascript :document . cookie > 7w F —DFTa></ | i>

<fol>

m=hiEES <a href="/462/phoinfo.che >eheinfo(Referertn &Mtz v o 3 /IDE®)</a><br>
<a href 3/phpinfo.php>phe info(£2 o 2 3 W IDOEERI/a><br>
<a href F—LILESV/a
</body>
</html>

[H—/X: 463/45-010.php ] [H—/X: 463/45-011.php ] [H—sX: 463/45-012.php ]

[ Avarfwww/html/463/46-010.php - wasbook@examplejp - I745

) D B e e | s [2F 1 /html/463/46-011.php - wasbook@ - I54% - WinSCP [ Frarfwww/himi/463/46-012 php - @ aw-va'I?W'WIH‘SEP
k2php =] EDc @gesE xet-Oe-8(@ E] @D e @ dE| xrr-Oe-&|@
session_start(); k’PhP k?php

25 'session start(); | session_start();

<html> $id = filter_input(INPUT_POST, "id"); 1// 4T AT A X IIEHT 3 (45 2>

<bodys | s e s s s e s s s R . <html>

<form action="46-811.php" method="POST"> $_SESSION['id'] = $id; | // 2—FIDEE v = VIZEF <body>

2 —FID:<input name="id" type="text"><br> 2> EEND I —FID:<2php echo htmlspecialchars(@$_SESSION['id'], ENT_COMPAT, "UTF-8"); 2»<BR>

. html

<input type="submit” value="H% 4 >"5 :bozy: </:ud)1(>

</form> <?php echo htmlspecialchars($id, ENT_COMPAT, </henl>

</body> T A, OFAVETT <BR>

</html>

<a href="46-812.php">E N EH</a>
</body>

</html>
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'|Upgrade-Insecure-Requests: 1

GET http://example.jp/463/46-010.php HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/
20100101 Firefox/64.0

Accept: text/html,appl html |, applicatic l;q=0.9,*/*;q=0.8
Accept-Language: ja,en-Us;q=0.7,en;q=0.3

Accept-Enceding: gzip, deflate

Referer: http://example.jp/46/

DNT: 1

Connection: keep-alive

Host: example.jp

Set-Cool

Vary: Accept-Encoding
X-UA-Compatible: IE=edge

HTTP/1.1 200 OK
Server: nginx/1.10.3
Date: Mon, 24 Dec 2018 02:11:21 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 243
Connection: keep-alive
X-Powered-By: PHP/5.3.3
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

|Pragma

46-011.php" method="POST"> <input type="hidden" nam
esclobtoo0iopoc™ /o
3 —HID:<input name="id" typs

"text"><br>

<input type="submit" value="041>">
</formz
</body>

HPSESSID" value= :

|[EmE]Sm= [R7s-t [ 7900 [ 4]

@ @ ¥ oqnzao @ THRAR-H

d |USTRMER | AY¥E [URL AT —HAI—F | RF—FRI—FHA | SOYRUYTEAL | LAY ART + HAX | BT | /—b |59 |@
.

17 18/12/24 2:14:35 POST http://example.jp/463/46-011.php 200 OK 27 ms 112 bytes o Medium
18 18/12/242:15:22 GET http://example.jp/463/46-012.php 200 OK 31 ms 62 bytes Fu Medium -
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POST http://example.jp/463/46-011.php HTTP/1.1

20100101 Firefox/64.0
Accept: text/html I

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/

HTTP/1.1 200 OK
Server: nginx/1.10.3
Date: Mon, 24 Dec 2018 02:14:35 GMT

Accept-Language: ja,en-US;q=0.7,en;q=0.3
Accept-Encoding: gzip, deflate

Referer: http://example.jp/463/46-010.php

|| content-Type: application/x-www-form-urlencoded
Content-Length: 46

DNT: 1
e (Connection: keep-alive _ _
| Cookie: PHPSESSID— escl7lso! “@%“E@E@

u?gr'—ade—l nszcme—Req uests: 1
Host: example.jp

P D=escl

rlrap6d3sdd 1

1;q=0.9,%/*;0=0.8 | |Content-Type: text/htm|; charset=UTF-8
Content-Length: 112

Connection: keep-alive

X-Powered-By: PHP/5.3.3

||Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must

Pragma: no-cache
Vary: Accept-Enceding
%-UA-Compatible: [E=edge

<html>

<body=

yamada® An O A TT <BR>
<a href="46-012.php" @ A< /a>
</body>

</html|=>

jaﬁg]@,&ﬂpya—qL;mww}-i-}

@ @ T2y @ TOAR—

[ [uozzba | #uw [URL

AT—#A3—F | A7 —FZ2—FHH | SO FRUyTeTa |

LA AT A S | BETFS—b | 4=+ | 55

200 OK
200 | OK

243 bytes o Medium Form, Hidden, ...

M Medium
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1JYIT X trap.example.com/45/45-901html = L RXARUR ] CSRFD E(iframekfiR)

[I5594—>H—/%: YUIXF 463/46-012php — LRARUR 1 £y avIDOEFEIL(ERR)

“ EBty3Y - 20181223-235505 - OWASP ZAP 2.7.0 - m} x
JFEAIL E\E TR AU~ Ll YL A5 AT
EEE—r plioEmEpDg 220 c0o0 00 ey s<ProxEmE o6
@U1h] 4 [# oty 25—t [ uozRS = LATRSR
LS Foaurea- |y B0 Forurea- g =0
GET http://example.jp/463/46-012.php HTTP/1.1 HTTP/1.1 200 OK
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:64.0) Geckof Server: nginx/1.10.3
20100101 Firefox/64.0 Date: Mon, 24 Dec 2018 02:15:22 GMT
Accept: text/html,application/xhtml+xml,application/xml|;q=0.9,*/*:q=0.8 | |Content-Type: text/html; charset=UTF-8
Accept-Language: ja,en-US;q=0.7,en:q=0.3 Connection: keep-alive
Accept-Encoding: gzip, deflate X-Powered-By: PHP/5.3.3
Referer: http:/fexample.jp/463/46-011.php Expires: Thu, 19 Nov 1981 08:52:00 GMT
DNT: 1 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Connection: keep-alive Pragma: no-cache
4t CoOKi@:-PHRSESSID =e561; X-UA-Compatible: IE=edge
Upgrade-d Requests: i
Host: example.jp <html=
<body>
IREGI—FIDryamada<BR>
| </body>
</html>
JEEE G % [RFsS—~ I O FINTub [ 4
@ @ T 2umaz & THAR—b
Id | USTZ B ‘ Ayw R ‘ URL |X?—'913—F ‘R‘T’—@XJ—FEEBE ‘ SOVR RS THA A | L AR AT oA X ‘?i?ﬂ?ﬁ— b ‘ Pl ‘ a4 ‘é
15 18/12/24 2:11:200 GET hitp: .]p/463/46-010.php 200 OK 27 ms 243 bytes o Medium Form, Hidden, ...
[Z 18/12/24 2:14:35 POST  http://example.jp/463/46-011.php 27 ms 112 bytes o Medium
v
ho @0 #o o o
[F59+]
<« ¢ o @ examplejp/463/45-010.php
R e e I
o442
&~ ¢ o @ examplejp/463/46-011.php
yamadac& A, O RIITY
[EPNEE:S
<« c @ examplejp/463/45-012.php

REO1—ID:yamada
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[CTRLI+TSHIFTI+T1] — TRRL—2 ) — Tcookie lMiblhttp://examplejpA ) D 1 RIRL T, YvFx—%HIB3 5
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4.6 Ty a2 EROME

. 46-001:Referer* 507w = 3 ~IDIEHR
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& A /htmi]. php - wasbook@example.jp - TF15 - WinSCP [ fvarferww/htmi/- 1.php - ample,jp - L7745 - WinSCP [ rvarr az2.php - @ lejp - TF15 - WinSCP
El Bl e 8 x=ri-Ue-8 @ = Bl e R E F-le- & |@ E] [N ] ResE xzr-De-& @
k2php k2php
paesaion start(); wSesalan sLact O & Li
$name = @_SESSION[ “name”]; $name = $_SESSION['name’] = filter_input(INPUT_POST, ‘name’); SSTON[ name 1
$mail = @%_SESSION['mail’]; $mail = $_SESSION[ ‘mail’] = filter_input(INPUT_POST, ‘mail’); $mail = $ SESSION[ *mail'];
> ESS
<head><title>EAEF D A</ ritler</head> <head><title>(E A EFOEF </ titles</head> <head><title>BEMNEF D ES</titler</head>
<body> <body> <body>

xform action="46-621.php" method="POST">
value="<2php

<form action="46-022.php"

& :<input name="name"

method="POST" >
L& <?php echo htmlspecialchars($name, ENT_COMPAT,

EFL & Lic<brs

UTE-8°): >
UTE-87); #»<or> FE:<?php echo htmlspecialchars($name, ENT_COMPAT,

UTF-8'); ?><br>

echo htmlspecialchars($name, ENT_COMPAT, "UTF-8'); 25"><br> (i ; ; WTF-8'); @
, ) . . # —/bi<php echo htmlspecialchars($nail, ENT_COMPAT, 'UTF-8'); P><br> #—JL:<2php echo htmlspecialchars($mail, ENT COMPAT, ‘UTF-8'); 2><brs
A —JL:<input name="mail” value="<?php . " : = -
«input type="submit" value="EF"><br> </body>
echo htmlspecialchars($mail, ENT_COMPAT, "UTF-8'); 25"><br>
<a href="46-820.php">E 3 </a> </html>

S

<input type="submit" value="

«/form>
% /farm> <§budy>
<fbody> </html>

</html>
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TrAIL &mE B RUs— LA-—b Y-l AXS1> AT

([BgE—F FhEEEEE 2268 00o oM &

«hProxE=m
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[[@54r]+]

[,}awa;«;—h[% ua:zﬂ+}

= LARZA

@LEE

EEr e |

GET http://example.jp/463/46-020.php HTTP/1.1

User-Agent: Mozilla/s.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/
20100101 Firefox/64.0

Accept: text/html hitml+xm|,applicatic 1;q=0.9,%/*,q=0.8
Accept-Language: ja,en-US;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://example.jp/46/

DNT: 1

Connection: keep-alive

_|Upgrade-Insecure-Requests: 1

Host: example.jp

HTTP/1.1 200 OK

\Vary: Accept-Encoding
X-UA-Compatible: IE=edge

Server: nginx/1.10.3
Date: Mon, 24 Dec 2018 04:04:02 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 317
Connection: keep-alive
X-Powered-By: PHP/5.3.3
Expires: Thu, 19 Nov 1981 08:52:00 GMT
‘Cache-Control: no-store, ne-cache, must-revalidate, post-check=0, pre-check=0

<head: <title= B AIFRO AT < /title> < /head>

= -
1
: "k2ci8gdjicl2ifhzjpm4eshik3” /> 1
|| o2 <input name="name" valu 1
1| A—1L:<input narme="mail" val :
Il <input type="submit" valu 1
</body>
</html= E
jgﬁgw\&i[ﬂms—h[l;?ﬁww [+]
@ @ T oazas § THAR—b
M |USTAFER | XV |URL AF—$AI—F | A7 —FA—FFA | SDYERUYTEA L | LA RRT 90X | REF S | S |55 [
N
40 18/12/244:04:56 POST  hitp://example.jp/463/46-021.php 200 OK 26 ms 245 bytes F Medium Form
41 18/12/244:05:45 POST  http:/fexample.jp/463/46-022.php 200 OK 22 ms 146 bytes s Medium
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Q

TrAil BE Fx Auz— LAi—bk Y—IL AXSA2 AT
[EEE-F FlEEEE®H J0E 000 ODE Ay 2k roERE o6

79337 - 20181223-235505 - OWASP ZAP 2.7.0 _ o x

jewr“-] [%}Mwﬁz&—h[wuyﬂh = LAMRSR
(O e i F2nbea— v 50 [Fzanbea— v B0
POST http://example.jp/463/46-021.php HTTP/1.1 HTTP/1.1 200 OK
User-Agent: Mozilla/s.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/ Server: nginx/1.10.3
20100101 Firefox/64.0 Date: Mon, 24 Dec 2018 04:04:57 GMT
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8 Centent-Type: text/html; charset=UTF-8
Accept-Language: ja,en-US;g=0.7,en;q=0.3 Content-Length: 245
Accept-Encoding: gzip, deflate Connection: keep-alive
Referer: http:/fexample.jp/463/46-020.php X-Powered-By: PHP/S.3.3
Content-Type: application/x-www-form-urlencoded Expires: Thu, 18 Nov 1981 08:52:00 GMT
Content-Length: 85 ‘Cache-Control: no-store, ne-cache, must-revalidate, post-check=0, pre-check=0
DNT: 1 |Pragma: no-cache
C_»orﬂectb_n:_keep_—alive Vary: Accept-Enceding
! Cookie ] X-UA-Compatible: [E=edge
Upgrade-Insecure-Requests: 1
Host: example.jp <head> <title> @A IGROER < /title> </head>

i -

I PHPSESSID—k2ciBgdicl2ifh2ipmac8hlK38name=%E9%B8%BA%EGICIABE, | || < form action—"46-022.php’ mathod="POST'> |
I mail=suzuki%40example.jp I|)| A <br> 1
b e e sk @eample <
o <input type="submit"' value="S&"> <br> 1
: «ca href="46-020.php’ > BB </a> :
i I

jgm]qa}ﬂﬁf—hL]?wiw [-H

@ & ¥ zuaAz @ TOAR—

‘ 0 |USTARE® | AUy K [URL AT—HZI-F | A7 -FRI-F8A | SIVRRUvTHAL | LARSART A H0X | BbT7S5—h | /—h |5 =

38 18/12/24 4:04:01 GET http://example.jp/463/46-020.php 200 OK 36 ms 317 bytes o Medium Form, Hidden, ...

40 18/12/24 4:04:56  POST 200 OK m Medium Form
41 18/12/24 4:05: POST  http://example.jp/463/46-022.php o Medium v

TS—F R0 @1 23 mo REOZF+> W0 B0 Do @0 #o 0 &o

26 ms 245 by
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40 18/12/24 4 200 OK

http://example.jp/463/46-021.php

26 ms 245 bytes

[T554]
<« [ @ example.jp/463/46-020 php

[ —

A=)l Jamgmanseyl |
i

<« c @ @ examplejp/463/45-021.php
EEsAR

A—JL:suzuki@example.jp

=R

E3

& ¢ o @ examplejp/463/46-022.php
BRLELE

Jae= =7 N

A —)L:suzuki@example.jp

W EFbyyaY - 20181223-235505 - OWASP ZAP 2.7.0 — [n] }%
I71L &\E T RUS— LR—b Yl ASS1 LT
EEEF pllEEEH-S 206 000 o002 48V <P PoXERE o6
@ o] + [;}94-}'01@*?‘]’% ULIA = LARZ
0LEE FraLbEa— 3] B0 Fzaurea- g @O
POST http:/fexample.jp/463/46-022.php HTTP/1.1 HTTP/1.1 200 OK K
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Geckof Server: nginx/1.10.3
20100101 Firefox/64.0 Date: Mon, 24 Dec 2018 04:05:46 GMT
Accept: text/html html I, applicatic 1,0=0.9,%/*,q=0.8 Content-Type: text/html; charset=UTF-8
Accept-Language: ja,en-Us;q=0.7,en;q=0.3 Content-Length: 146
Accept-Enceding: gzip, deflate Connection: keep-alive
Referer: http://example.jp/463/46-021.php X-Powered-By: PHP/5.3.3
Content-Type: application/x-www-form-urlencoded Expires: Thu, 19 Nov 1981 08:52:00 GMT
Content-Length: 0 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
DNT: 1 Pragma: no-cache
Connection: keep-alive ary: Accept-Encoding
Cookie: PHPSESSID=k2cisgd]icizifh2jpm4eshiks X-UA-Compatible: IE=edge
Upgrade-Insecure-Requests: 1
Hast: example.jp <head><title=EAEEROTEF < /title> </head>
<body>
ERUELz<brs
F&:Rabr>
A—ilisuzuki@example.jp<br>
</body>
</html=> F
v
jgﬁﬂfwﬁi[ﬁ?ﬁ—h [ | 7O |
@ @ ¥ zanzAD @ THOAR-b
d | USTZHER |)¢‘)W|" |URL ‘X?—@RZI—F |R?—'91:I—Fﬁ.ﬁﬁ ‘ SUY Ry TEA L ‘ LAY ZRT A HAX |+iﬂ:!7§—?* ‘ = |'9§ |E_§
38 18/12/24 4:04:01  GET http://example.jp/463/46-020.php 200 OK 36 ms 317 bytes o Medium Form, Hidden, ...




Y a sy —nElkE — 46-020:045 1 VRTINS avIDOEE b ()
[T5794]

[CTRLI+TSHIFTI+T1] — TRRL—2 ) — Tcookie | iblhttp://examplejpA ) D 1 RIRL T, VvFX—%HIB3 5

- 4.6 By YAV EROTE b +

<~ ¢ @
4.6 tyia ERONME

(© examplejp/46/

1. 46-001:Refereri* 507w = 3 VIDRR

2. 46-010: v = 3 VIDOEIEIL(TEER)

3. Eve32OvE Ol - 46-010: v 23 VIDOEFEH(IEE)

4. 46-012: 7w 2 3 VIDOEFEL(IERDOEA#H L)

5. 46-020: 074 VAIOT v =3 VIDOBEFEL(EER)

6 @
7

8

9

Ly E v OB - 46-020:041 LEIOT v 3 VIDOEF{L((KE)
. 46-020: 091 LEIDT v 25 VIDDEEL(EROEME L. BT SO THERT S &SN 0PTLY)
. 46-010a: ¥v &3 VIDOBEELIFEAR(FER)
L EvEan Oyl - 46-010a:7 Y £ 3 S IDOEFA R (KEE)
10. 46-015: 7w 5 VIDDEFE(L b~ 2 (C & 2 HHRR
11. Ty 3>Ov+—Elk
12, Y F—DFR

phpinfo(Refererh' 50t v = 5 VIDIEHR)
phpinfo({7v =3 > IDOEF1L)

-

http://192.168.56.101/46/

c @ @ view-source:http://192.168.56.101/46/ oW m o B2
<html>
<head><titled.6 123 2 EIROE L itle></head
<{body>
4.8 17w 3 EIBOTE
<ol>

<lir<a href="/462/46-001.phn">46-001:Referermo @ » 2 3  IDRE </ i>
<lir<a href="/463/46-010.php">46-010: v 2 3 VIDOBEEILESRR)<ax</1i>
<lir<a href="javascript:document .cookie=4auot :PHPSESSID=ABC; path=/;expires=Fri, 31-Dec-199
9 23:59:59 GMTéauot ;s >Ewia Py F—DEBR/a — <a href="/463/46-010. che?PHPSESSID=ABC">46-010: 12 » 2 3 / IDOBEE(L(BEE) < /a></ 1 i >
<li><a href="/463/46-012.pho?PHPSESSID=0BC">46-012: 2 » I 3 L/ [DOEFE LUBROE S L <2</ 1>
<li><a_href="/4563/45-020,php">46 -020: O 27 A /Al UD‘E"//E/D ‘ml(ft’“‘ﬁidax/lo _________________
I ><a-hreff-1avascr\pt locument - cook | e=Hauot s B0 Spat ;QXDI TestFri, B1-Uec- 189
Lg 33:80:09 QIZaeto oty 2 i ji@ﬂi/ﬂ —’_?’.J}Ef - (468/46-090 pho?PHESESS ID=ARCT 2 46 J000: LITf LRGN 2 8. @E“ﬂ?ﬁjgﬂxﬂo
<1i><a href="7453/46-020. phpsPHPSECSID=AEC 46-020: 11 5 VBIGAZ » o 5 VDB EURREH L L. Bl 0 ClEsss & t’\fJ‘ VST iy
<li><a href="/463/46-010a.php™>46-010a: 12 »+ 2 3 [0 EE L ERAR (EFEFI /> 1>
<li><a href=" Javascrlpt:document .cookie=tquot ;PHPSESSID=ABC; path=/;expires=Fri, 31-Dec-199
9 23:59:59 CMTiquot:: " "> v i a7 v F—0HER/a> — <a href="/463/46-010a. php?PHPSESSID=ABC">46-010a: £ » 3 = 2 IDOEE! I 5RhR (BEE) </ax</1 i>
<li><a href="/463/46-015.php">46-015: 12+ 2 3 VIDDEE(L b — 27 v (2 L SRR/ </ 1>
<lir<a href="javascript :document . cockie=dauot ; PHPSESSID=ABC; path=/; expires=Fri, 31-Dec-1999 23:53:53 GMTaquots; ' w3 w7 v F—OHER /a1 i
<lir<a href="iavascript :document . cockie™> 27w F —OFRa</ 1 i>
<ol
<a href="/462/pheinfo.che >ehpirfolRefererm o @iz » 2 5 L/ IDRHE I a><br>

h=AlCED <a href="/463/pheinfo.che >ehpirfo(t2 v 2 3 VIDOEFEIR)</ax<br>
<a href="/">H—LICEZ</a>
<body>
</html>
& O AVARZS- TV DF- () ZPNIFF- @ /Or-TyA AR XEU-  F awb0-7 8 AT T PIEEY
8 Cookie T+ @ = &
8 tyvasak-y PHPSESSID examplejp / P18 17:44:32 .. escl7lsobt9060k... false
=
8 192zl AR EE
& Indexea 08 "PHPSESSID-examplejp-/" E&IE
S oomRh-T “example jp" B NTOTA 7 LERIFR:
IATREIRR
FATO L3 Cookie FAE:
[—/X: 463/46-020.php ] [—/X: 463/46-021.php ] [¥—/X: 463/46-022.php ]
(7 fvar Fhtmlf463/4 .php - amplejp - T744 - WinSCP [ fvarfy /html/453/46-021.php - wash; ample.jp - T745 - WinSCP [ Fearr himl 022 php - wasb plejp - I715 - WinSCP
] @|9C @& E| xFF-0e-8|Q B @9c @éidE|xrr-0e-8|0Q El @ 9CB&EEE x2F-Ue-8 @
k2php k2php k2php
psession start(); wSesalon.stact T session start(lis
$name = @%_! SESSION[ name"]; $name = $7SESSION[ name'] = filter_input(INPUT_POST, ‘name’); $name = $_SESSION['name'];
$mail = @ SESSTON[ ‘mail’]; $mail = $_SESSION[‘'mail'] = filter_input{INPUT_POST, ‘mail’); $mail = $_SESSION['mail'];
2> > 73
<head><title>(EAIEHD A</ titler</head> <head><title>ENEROET </titler</head> <head><title>BEANEH D EF</titler</head>
<body> <body> <body>
kform action="46-0621.php” method-"POST > “form action="46-022.php" method="POST"> s % L focbrs
£ es - " ey = . i UTF-8"):
& <input name. name” wvalue="<?php ) ) e . :<?php echo htmlspecialchars($name, ENT_COMPAT, ‘UTF-8'); 2><br> £ :<php echo htmlspecialchars(§name, ENT_COMPAT, “UTF-8'); 2><br>
acho htnlspecialchars(snane, ENT_CONPAT, “UTF-87); 2>7><br> #—/bietphp echo htmlspecialchars(Smail, ENT_COMPAT, 'UTF-87); Px<br> % —Li<php echo htmlspecialchars($mail, ENT COMPAT, ‘UTF-8'); ?»><br>
A —Jli¢input name="mail" value="<?php - - - -
<input type="submit" value="Z#F"><br> </body>
echo htmlspecialchars($mail, ENT_COMPAT, "UTF-8'); ?>"><br»
. . o razT a href="46-820.php"sE 3 </a> </html>
«input type="submit" value="FEzL">
< /Form>
</form>
</body>
</bady> </html>
</html>
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D7 EmE TR RUS— LAR-—b Y-l AYS1 AT

-

fy¥3VID: PHPSESSID=ABC [ZEE{L !

Accept-Language: ja,en-US;q=0.7,en;g=0.3
Accept-Encoding: gzip, deflate

Referer: http://example.jp/46/

DNT: 1

Connection: keep-alive
Upgrade-Insecure-Requests: 1

/|Host: example.jp

EEEer ploEwEs 020 oo [00—ee— — BE 96
jﬂﬂﬂ’l\I-i-] [,}awaz&—b[%uauﬂ-ﬂ = LAMRR
@ JEd3 [;77,%517 B B0 / FIALbEa— ¢ @O
M=Ercns At GET http: 1/463/46-020,php; ID=ABCHTTP/1.1 HTTP/1.1 200 OK L:\
[EEEIFFAN User-Agent: Mozilla/s.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Server: nginx/1.10.3
. @Yk Accapt: text/html,appl himl+xml applicatic 1:q=0.9,/%;0=0.8 Date: Mon, 24 Dec 2018 13:02:25 GMT

Content-Type: text/html; charset=UTF-8

Content-Length: 294

Connection: keep-alive

X-Powered-By: PHP/5.3.3

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Pragma: no-cache
Vary: Accept-Enceding
X-UA-Compatible: [E=edge

<head: <title> @ AGERD AT </title> < /head>

<body>

< form action="46-021.php’ Mmethod="POS 1" <INpUt type=hidden” name=
"PHPSESSID" valu
& <input name=
A—Jli<input nam
<input type="submit" valu

</html>

jaﬁthxﬁi[ﬁws—r[.;muw“-}

@ @ ¥ oaneAs @ THAR—

d |USTRRER | XY | URL AF—5AI—F | AF—5A0—FH# | SOXERUvT S AL | LIRS X | REPS— 1 | J—F |54 =
4

10 18/12/24 22:04:21 POST http://example.jp/463/46-021.php 200 OK 25ms 314 bytes [ Medium Form, Hidden
11 18/12/24 22:05:09 POST http://example.jp/463/46-022.php 200 OK 22 ms 149 bytes o Medium v

To—F WO R1 B2 o
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[T ¥—H—/X: YUTRL 463/46-021.php = LRKRUR 1 AT AUHIDEYaVIDOEELER)

O EFtyay - 20181224-105112 - OWASP ZAP 2.7.0 — O X
Ir(L BE BE MUS— LAk Yol AXST AT
[B=—r b CEEbE o6 000 SO0 &) ><P rOXERE 06 \
jetwr]-i-} [#awax@—ﬂa UGIZI\T-‘-] = LARR

0550 omre g 50 =T

S¥FEAD POST http://example.jp/463/46-021.php HTTP/1.1 HTTP/1.1 200 OK L;
EEEITFRN User-Agent: Mezilla/5.0 (Windows NT 10.0; WinG4; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Server: nginx/1.10.3
- @BAL Accept: text/htm,application/xhtml+xmi,application/xml;q=0.9, */*;q=0.8 Date: Mon, 24 Dec 2018 13:04:21 GMT
Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
A Ag:eEt-_ErEod;mE o7ip, deﬂ_ats R _ Content-Length: 314
1/ fexampl 1 Connection: keep-alive

X-Powered-By: PHP/5.3.3

‘Content-Length: 65 Expires: Thu, 19 Nov 1981 08:52:00 GMT

DNT: 1 Cache-Contrel: ne-store, no-cache, must-revalidate, post-check=0, pre-check=0
| Connection: keep-alive | Pragma: no-cache

Upgrade-Insecure-Requests; 1 Vary: Accept-Encoding

Host: example.jp X-UA-Compatible: IE=edge

PHPSESSID - ABCEname—%ES%AB B AES %A% BB Emal —takahashi%40example <hend> <title> BABHEORRR< /title> < /head>
e e o e sbodys
Ji<form action="46-022.php" method="POST"><input type="hidden" name= |

F'PHPSESSID” value="ABC" /> 1
lli}i.“.a‘ﬁ< br= :
—l:takahashi@example.jp<br> H
j<input type="submit" value"E5%"> <br> 1
J<a href="46-020.php PHPSESSID=ABC - ED </a> 1
1

jam[%m[wrs—ﬂlj ForTu bk | 4
@ & ¥ oslaAs @ THOAR-~

| d | ULTAEE | B S ‘ URL AF—5ZI—F | AF—#ZA3-FHH | SO hUyT S | LAY ZAT 1 B X ‘ BEFS— b | =R | Bz @

http://example.jp/463/46-020.php?PHPSESS. .. 200 OK 29 ms 294 bytes F Medium Form, Hidden

200 OK s ® Medium Form, Hidden

11 18/12/24 22:05:09 POST http://example.jp/463/46-022.php 200 OK 22 ms 149 bytes F Medium v
[ 75—t mo m1 2 mo BEODA++ @0 $0 20 @0 %o S0 #o

25 ms
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D EStyyaY - 20181224-105112 - OWASP ZAP 27.0 - o X
TPl BE B MUS— LR—k Y-l ADST> LT
== PpLeEEE® 2B 000 00BE eV s«PhroxERE o6&
jov«rr“-] [yafr-wxfs—%]'%uanr = LARR
e [Foantea- o) EE FoAuhEa- v B0
M=Ebes ;Xt POST http://example.jp/463/46-022.php HTTP/1.1 HTTP/1.1 200 OK
EEEIvFERb User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Server: nginx/1.10.3
- @HI Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8 Date: Mon, 24 Dec 2018 13:05:09 GMT
Accept-Language: ja,en-Us;gq=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Enceding: gzip, deflate Content-Length: 149
Referar: http://example.jp/463/46-021.php Connection: keep-alive
Content-Type: application/x-www-form-urlencoded X-Powered-By: PHP/5.3.3
Content-Length: 13 Expires: Thu, 19 Nov 1981 08:52:00 GMT
DNT: 1 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
| Connection: keep-alive |Pragma: no-cache
Upgrade-Insecure-Requests: 1 Vary: Accept-Encoding
Host: example.jp X-UA-Compatible: IE=edge
f====—=— gy
L PHPSESSID=ABC | <head> < title=EABROSE /title> </head> |
< body> 1
ERLFELTbr 1
&S 1
#—Litakahashi@example jp<br> :
</body> 1
ml= 1
j"ﬁﬁz]@\ﬁ:]rh?f—h] | PO RS [-H
=) E
@ @ ¥ zqupAz @ THAR-H
i |USTARER | AYyE [URL AT—HAI-F | AF—FRI—FRA | STVERUVTPAL | LAMSART A 1R | BHT7S—1 | /—h | 99 &)
7 18/12/24 22:02:25 GET http: /fexample.jp/463/46-020.php?PHPSESS. .. 200 OK 29 ms 294 bytes 7 Medium Form, Hidden []
10 18/12/24 22:04:21 POST http://example.jp/463/46-021.php 200 OK 25 ms 314 bytes o Medium Form, Hidden
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<« c fr @ examplejp ¢ o ehttp; 463/46-020.php?PHPSESSID=ABC
EefmE <head><t it X BAIERD AT it lex</head
sz | i
L -fakahashio camgle i form action="46-021.php" method="POST">¢inpul type="hidden” name="PHPSES3ID" value="JEC” />
T E%% <input name="nane” value=""><br>
A—=)b: <input name= mail” val "<br>
<input type="submit” value="f >
</form»
</body>
</html>
&« C o (@ example,jp/ (® view-source:http:/fexample.jp/463/46-021.php
=t <head><t it | BATEROIER/ it le></head>
A —)L:takahashi@example.jp “body> - . . . - - . o P
Er <form action="46-022.phe" method="POST><input type="hidden” name="PHPEESSID” value="4BC" />
= B EiEbr
=== =)L ttakahashiBexanple. ipdbry
<input type="submit” value="E§E ><br>
<a href="46-020. php?PHPSESSID=ABC "y B & </a>
</form>
</body>
</html>
<« C o @ example,jp/ php cC o @ view-source:http://example jp/463/46-022.php
BRLELL <head><t it le>BAROEF T it e head
Ee B (bf)dy>
£ = Z3FLE LIz
A —JL:takahashi@example.jp Foi: Sibrs
A — L takahashilexane e, jp<br>
</body>

<html>



46-020:0 7 1 VIO v aVIDOEEILAEFRDEHAHL . TS5V FTHERBTHEAHYPLTLY)

[I579]
« Cc o @ examplejp/46/

4.6 Ty 3 EBOME

1. 46-001:Refereri* 507w = 3 VIDRR
2. 46-010: v = 3 VIDOEIEIL(TEER)
3. Eve32OvE Ol - 46-010: v 23 VIDOEFEH(IEE)
4. 46-012: 7w 2 3 VIDOEFEL(IERDOEA#H L)

5. 46-020: 074 VAIOT v =3 VIDOBEFEL(EER)
6

7

8

9

Ly E v OB - 46-020:041 LEIOT v 3 VIDOEF{L((KE)
. 46-020: 074 VEIDOT v =3 VIDDEEL(EROEHH L. BII SO THRT S EFNDRTL) ’
. 46-010a: ¥v &3 VIDOBEELIFEAR(FER)
L EvEan Oyl - 46-010a:7 Y £ 3 S IDOEFA R (KEE)
10. 46-015: 7w 5 VIDDEFE(L b~ 2 (C & 2 HHRR
11. Ty 3>Ov+—Elk
12, Y F—DFR

phpinfo(Refererh' 50t v = 5 VIDIEHR)
phpinfo(f?w =3 > IDOEEL)

hitp://192.168.56.101/46/ x e - (m]
¢ o (@ view-sourcehttp://192.168.56.101/46/ - W% m o B
<htm|>
<head><titlerd.b v 3 /EBOTRE/ it le></head>
<body>
4.6 v i3 VERONME
<ol>

<lix<a href="/462/46-001.phe">46-001:Refererhn S 2 3 L DRSS/ 1i>

<lix<a href="/463/46-010.php">46-010: 1 v 2 3 V IDDEFEL(EFFRI <2</ 1i>

<li><a href=" Javascrlpt document cook i e=fquat ; PHPSESSID=ABC; path /sexpires=Fri, 31-Dec-199

9 23:59:59 GMT&C{UO{,, >twiy gy F—DHR<a> — <a href="/463/46-010. phe?PHPSESSID=ABC"> 46 -010: 12 » & 3 L/ IDDEIFEI L (EE )< /av</ | i

<lix<a href="/463/46-012.che?PHPSESSID=ABC">46-012: € » 2 3 L IDOEIEIR (BB EHE L 1</ ax </ i>

<lix<a href="/463/46-020.che ">46-020: O - VAIOE » 2 3 I DOEFEILESRTRI</ax</ | i>

<li><a href="javascri locument . cook i e=tauot s PHPSESS1D=ABC; Da‘(h:/ expires=Fri, 31-Dec-199

9 23:59:59 GMIM! PRbEg=ol--e Yy R W iuld A BN Ty A LI DDELELR (BB e/ i
<li><a href D 200, e T o B 7o T PR B T ot B L d /5
<li><a href 63/46-010a. phe >46-010a: B2 3 2 D@.Iﬂtﬁﬁﬁﬁ(ﬂi*¥)</a><ﬂ i

<li><a href="javascript:document . cookie=fauct ;PHPSESSID=ABC;path=/;expires=Fri, 31-Dec-198

9 23:59:59 GMTéauot:; " "D w3 & v F—MHR/a> — <a href="/463/46-010a. php?PHPSESSID=ABC™>46-010a: 12 & < 3 L IDDETE LI 5Ehs (BEE) a1 i
<li><a href="/463/46-015.phe >46-015:12 » 3 3 VIDDEFEL F — & (2 L D HdERhRG/a></ | i>

<li><a hretf vascript ddocument . cookie=fauct ;PHPSESSID=ABC; path=/;expires=Fri, 31-Dec-1999 23:59:58 (MTlauotss’ 2w 3 22w F—OHER/a> </ 1i>
<li><a hret="javascript :document . cookie > 7w F —DFTa></ | i>

<fol>

h—hlcRED <a href="/462/phoinfo.che >eheinfo(Referertn &Mtz v o 3 /IDE®)</a><br>
<a href="/463/phpinfo.phe >pheinfo (12 » 2 3 W IDOEEIE)</a><br>
<a href="/"h—LIZEZ/a>
</body>
</html>
[H—/X: 463/46-020.php ] [H—/X: 463/46-021.php ] [4—s%: 463/46-022.php ]
(2" fvar/www/htmi a3/ php - wasbook @example.jp - TF1% - WinscP [ fvar/www/html/463/46-021.php - ample,p - T745 - WinSC? [ varfwnn/htmi/483/46-022.phip - @ lejp - T315 - WinsCP
El @9 e a xFr-ie-8 e = @|9¢ @efE w-Ff-Oe-3 @ El @A9cesE xsr-Ue-8 @
k2php k2php k2php
psession stert(); 5 session startli L . gone
$name = @_SESSION[ “name”]; $name = $_SESSION[ ‘name’] = filter_input(INPUT_POST, ‘name'}; SSION[ name'];
$mail - @_SESSION[ ‘mail']; $mail = $_SESSION[‘mail’] = filter_input(INPUT_POST, ‘mail’}; $mail = $_SESSION[ ‘mail’];
2> ¥ B
<head><title>EAEF D A</ ritler</head> <head><title>(E A EFOEF </ titles</head> <head><title>BEMNEF D ES</titler</head>
<body> <body> <body>

xform action="46-621.php" method="POST">
24 <input name="name" value="<2php

echo htmlspecialchars($name, ENT_COMPAT, ‘UTF-8°); ?>"s<br>
A —JL:<input name="mail" value="<2php

echo htmlspecialchars($mail, ENT_COMPAT, ‘UTF-8'); ?>"><br>

S <a href="46-820.php">E 3 </a>

<input type="submit" value="

«/form>
% /farm> <§budy>
<fbody> </html>

</html>

<form action="46-022.php" method="POST">
. :<?php echo htmlspecialchars($name, ENT_COMPAT, ‘UTF-8°); ?><br>

% —JLi<2php echo htmlspecialchars($mail,

«<input type="submit” value="EfE"><br>

EFELE LTzcbry
FE:<?php echo htmlspecialchars(§name, ENT_COMPAT, "UTF-8'); ?><br>
A —JL:<2php echo htmlspecialchars($mail, ENT_COMPAT, ‘UTF-8°); 2?><br>

</body>
</html>

ENT_COMPAT, 'UTF-8'); ?><br>




[I598—>Y—/\: YUTR 463/46-020.php — LRRVR ] AT AVHID £y aVDOEFELIREROEHHL, TSV P TERRBTHESMHYPTLY)

O EFtyay - 20181224-105112 - OWASP ZAP 2.7.0 — O X
Ir(L BE FE MUS— Lai-b Yol AXST AT
[B=r b CEEbe o6 000 SO0 &) ~<h lOXERE 06 \
jetwh]-i-} [yawa;«s—ﬂa UQIZFT-‘-] = LARR
05550 mre g 50 Fate-y 50

M=Ebrarly GET http://example.jp/463/46-020.php?PHPSESSID=ABC HTTP/1.1 HTTP/1.1 200 OK
EBEINFFAL User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Server: nginx/1.10.3
- @Yk Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 Date: Mon, 24 Dec 2018 13:24:27 GMT
Accept-Language: ja,en-Us;gq=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate Content-Length: 320
Referer: http://example.jp/46/ Connection: keep-alive
DNT: 1 X-Powered-By: PHP/5.3.3
‘Connection: keep-alive Expires: Thu, 19 Nov 1981 08:52:00 GMT
Upgrade-Insecure-Requests: 1 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
| Host: example.jp Pragma: no-cache

Vary: Accept-Encoding
X-UA-Compatible: IE=edge

<head> <title> B ABEDO AT </title> < /head>
<body>

I/ <Form acfion="38-021.php” method—"POST "> <input type="hidden” name= |

I"PHPSESSID" value="ABC" /> 1

Vg, <input name="name" valu 5> <br> 1

:folj:«nput name="mail" vall takahashi@example.jp"><br> 1

j| <input type="submit" value="8E"> :

L F]

[EmE]asm (RS- [LForTer [+
@ @ V¥ 2lzA7 & TORR-—H

d |USTAREE [ AYyEURL BEFS—h | J=b |55 B
s Medium Form, Hidden |3

18/12/24 22:20:55 POST  http://example.jp/463/46-021.php 314 bytes
17 18/12/24 22:33:59 POST http://example.jp/463/46-022.php 200 OK 26 ms 149 bytes F Medium v

[ 75—t mo R1 2 mo BEODA++ @0 §0 20 @0 %o S0 #o

Form, Hidden




[I50¥—>H—/: YUTRL 463/46-021.php — LRRVR 1 B (VRO avIDOEEEREROEAHHL, BTV Y THERBTHEHHYPTLY
W EBbyyaY - 20181224-105112 - OWASP ZAP 2.7.0 - a x
J7L WE TR MUS— Lifi—b Y-l AZSA> ALT

== PlSEEgg (B 00 00 4@y s« o ERE o6

Jeﬂ‘n{-i.} [yawax@—r{:.w;nﬂq.} = LARSA

eLua0 [Fzarrea— 5] @O F7aLrea— 5 B0

v T oarFEAN

POST http://example.jp/463/46-021.php HTTP/1.1 HTTP/1.1 200 OK [;
EmEasTFAr User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Server: nginx/1.10.3
r @Yk Accept: icati ml,applicati :0=0.9,%/*:q=0.8 Date: Mon, 24 Dec 2018 13:29:55 GMT
Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate Content-Length: 314
Referer: http://example.jp/463/46-020.php?PHPSESSID=ABC ‘Connection: keep-alive
Content-Type: application/x-www-form-urlencoded X-Powered-By: PHP/5.3.3
Content-Length: 65 Expires: Thu, 19 Nev 1981 08:52:00 GMT
DNT: 1 ‘Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
| connection: keep-alive |Pragma: no-cache
Upgrade-Insecure-Requests: 1 Vary: Accept-Encoding
Host: example.jp X-UA-Compatible: [E=edge

:PHPSESSI BCaname="%E s8B&mail ple.jp <head><title> BN EROES < /title> </head>

"46-022.php” method="POST" > <INpUL type="hidden’ name= |
"PHPSESSID" value="ABC" / - :
EZ:StEcbr= 1
t—jL:takahashi@example.jp<br> 1
<input type="submit" value="&%"> <br> 1
1
1
-

<a href="46-020.php?PHPSESSID=ABC' > E3</a>

</html= F
v

jsﬁﬁﬁgwﬂpwa—ﬂg 7’:rl~7wr=1-i-]

@ & ¥ 7rurAz @ THAR—R

‘ Id |USTANER | AYYE [URL ART—HRAI-F | RF-FAI—FiH | STURrUvTML | LARSARTA YR | RHFS—1 | /= |92

13 18/12/24 . GET 'example.jp/463/46-020.php?PHPSESS... 200 OK 22ms 320 bytes  Medium Form, Hidden
16 129 POST  hit amp 021.php. 200 OK 314 by s Medium Form, Hidden
17 18/12/24 22:33:59 POST  http://example.jp/463/46-022.php 200 OK 26 ms 149 bytes # Medium
| 75—t mo w1 w2 mo PEDAF+2 @0 G0 D0 @0 o S0 Ro

e )

v




[T598—>H—/%: YUIRL 463/46-022php — LRKRVR 1 AT AVHIOEYLavIDOEELARBDEAHL, BTV Y THETHESHMYPTLY)
W SE\Evv3y - 20181224-105112 - OWASP ZAP 27.0 _ [u] x

JrAil B R Auz— Lfi—-bk Y=L AXSA AT

EF puEEeEds 068 0o 00D de@y <P Po¥ERE oG |
|[@v1r]+] [ o192+ [ uszab] + | = LR

@EOE  (Fzaatea- i 20 Goanrea—fy 20

v FavTEAr POST http://example.jp/463/46-022.php HTTP/1.1 HTTP/1.1 200 OK I_A\
[EEEALTHEAL User-Agent: Mozilla/s.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Server: nginx/1.10.3
» @YUk Accept: html+xm| 1;q=0.9,%/*;q=0.8 Date: Mon, 24 Dec 2018 13:33:58 GMT
Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate Content-Length: 149
Referer: http://example.jp/463/46-021.php Connection: keep-alive
Content-Type: application/x-www-form-urlencoded X-Powered-By: PHP/5.3.3
Content-Length: 13 |Expires: Thu, 19 Nov 1981 08:52:00 GMT
DNT: 1 ‘Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Connection: keep-alive Pragma: ne-cache
Upgrade-Insecure-Requests: 1 Vary: Accept-Enceding
Host: example.jp X-UA-Compatible: [E=edge
| <head: <title- BABHOBHE < /ile> </head> )
: <body> :
ERUEUE<br- 1
|| B2 B <br= 1
1| »t—)L:takahashi@example.jp<br> :
|
i P B
j%ﬁEI‘K&%TFFf*T‘L] FUhij-i-]
@@ ¥ zsrrpdAz @ THRM-
Id | USTRAMEE | AYyE|[URL AT—HZI-K | RF-$AI-F8A | SOYRhUYTHAL | LARSRTA YR | BTPS—b | /b |27 5]
13 18/12/24 22: GET http://example.jp/463/46-020.php?PHPSESS. 200 OK 22 ms 320 bytes o Medium Form, Hidden .
16 18/12/24 2. 200 OK 23ms 314 bytes [ Medium Form, Hidden

mo M1 2 RO HEDAF+ 2 D0 @0 o 0 Ho
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b @EAEROAD x  +

<

examplajp,

it

= #E I play work wordpress G Google % Ty

EEEE
A—JL:[takahashi@example jp

fh RSB EE HPHPSESSID=ABC%FERT %
ELVS3RR—I1) T, ChromehMdWeb TS5 X

x  +
NTVEL example.jp/463/46-021.php

#E #E IT play work wordpress G Google
REEE
A—)L:takahashi@example.jp
?ﬁ
E&

O x  +
C Q¢ example,jp/463

BE #E I play work wordpress G Google
FgLFELEL
R =i

A —JL:takahashi@example.jp

0 EAREOASD X [ view-sourceexamplejp/4e3/as X 4+

a:example.jp/4

BE #E s play work wordpress G Google & 7y7Y-7¥F-Uv [ Goo
<Eesd><tille>iEI/\‘F§§E®)\7j</t\UE></hEad>
<hody>
<form act ion="46-021.php" net hgd="POST"><input type="hidden” nane="PHPSESEID" value="ABC" />
== n ane” value="E1R »<bry

takahash i @exanple. jp"><br>
>

c @ view-source:http://example,jp/463/46-021.php
<head><t it |e>{BASBIROIEEEC it le>/head>
<body>

<form action="16-022.php" method="POST"><input type="hidden” name="PHPSESSID” value="ABC" />
FEEtEbe
A=)l takahashiBexanple. jp<br>

<input tvpe:"submit” value="Bf

<a href="46-020. ph?PHPSESSID=AB

</form>

</body>

</html>

EAEEDEE B8l hitp://example.jp/463/46-022.php X
(ST (@) view-sourceshttp://example jp/463/46-022 php

<head><title{BAIBHRN B/t ler</head>
<body>

ZRLELIG

& EiEbr

A—Jl:takahashi@examele. ip<br>

<body>

</html>
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[I579]
« Cc o @ examplejp/46/

4.6 Ty 3 EBOME

. 46-001:Referer 5017w 2 3 VIDIRR

. 46-010: v 2 3 VIDOEFL(IEER)

L EvEau vl - 46-010: v S 3 VIDOEFLIRE)
. 46-012: 7w 2 3 VIDDEEL(IERDOEA#H L)

 PvE 3w @l - 46-020:00 1 IO T Y S 3 Y IDOEEL(HE)

. 46-020: 091 LEIDT v 25 VIDDEEL(ERDEME L. BT SO THERT S &SN 0PTLY)

. 46-010a: ¥v &3 VIDOBEELIFEAR(FER)

L EvEan Oyl - 46-010a:7Y £ 3V IDOEIF R (KEE)
10. 46-015: 7w 5 VIDDEFE(L b~ 2 (C & 2 HHRR
11. Ty 3>Ov+—Elk
12, Y F—DFR

1
2
3
4
5. 46-020: 074 VAIOT v =3 VIDOBEFEL(EER)
6
7
8
9

phpinfo(Refererh' 50t v = 5 VIDIEHR)
phpinfo(f?w =3 > IDOEEL)

hitp://192.168.56.101/46/ x e - (m]
¢ o (@ view-sourcehttp://192.168.56.101/46/ - W% m o B
<htm|>
<head><titlerd.b v 3 /EBOTRE/ it le></head>
<body>
4.6 v i3 VERONME
<ol>

<lix<a href="/462/46-001.phe">46-001:Refererhn S 2 3 L DRSS/ 1i>

<lix<a href="/463/46-010.php">46-010: 1 v 2 3 V IDDEFEL(EFFRI <2</ 1i>

<li><a href=" Javascrlpt document cook i e=fquat ; PHPSESSID=ABC; path /sexpires=Fri, 31-Dec-199

9 23:59:59 GMTécuots; " "2 v ¥ 3 7 » F—DHlkR/a> — <a href="/463/48-010. php?PHPSESSID=ABC > 46-010: 17 2 5 IDDEE(L(HEE) /a></ 1 i>

<lix<a href="/463/46-012.che?PHPSESSID=ABC">46-012: € » 2 3 L IDOEIEIR (BB EHE L 1</ ax </ i>

<lix<a href="/463/46-020.che ">46-020: O - VAIOE » 2 3 I DOEFEILESRTRI</ax</ | i>

<lix<a hrefi"iavascr\ sdocument . cook fe=faunt s PHPSESSID=ABC; path=/; expires=Fri, 31-Dec-199

9 23:59:50 GNThauots; D EEw a5 /#*CDF]UE?U” — <a href="/463/46-020. che?PHPSESSID=ABC">46-020: O 27 VBIDT w2 3 L/ [DOEEIL (BE)/ax</ | i>
<lir<a href=, o 4 n 4ﬁ;ﬂm'ﬂ A By 2 A IDCEEEUIEROESE L. RI7 S0 TRET S &5 uUwT0dax</1i>
<li><a href =[7463/46- U1Ua pho >46-0] Oa 1= 2 3 U IDOEF AR IR A</ 1 i

<li><a href="javascript:document .cookie=tauot : PAPSESSID=ABC: path=/sexpires=Fri, 31-Dec-198

9 23:59:59 GMTécuot;; ™’ "")‘E wi g F v F—Offda> = <a href="/463/46-010a.php?PHPSESS[D=ABC "> 46-010a: 12 » 2/ 3 IDDEITE L ERhE (B ) </ar /i
<li><a href="/463/46-015.phe >46-015:12 » 3 3 VIDDEFEL F — & (2 L D HdERhRG/a></ | i>

<li><a hretf vascript ddocument . cookie=fauct ;PHPSESSID=ABC; path=/;expires=Fri, 31-Dec-1999 23:59:58 (MTlauotss’ 2w 3 22w F—OHER/a> </ 1i>
<li><a hret="javascript :document . cookie > 7w F —DFTa></ | i>

<fol>

m=hiEES <a href="/462/phoinfo.che >eheinfo(Referertn &Mtz v o 3 /IDE®)</a><br>
<a href="/463/phpinfo.phe >pheinfo (12 » 2 3 W IDOEEIE)</a><br>
<a href="/"h—LIZEZ/a>
</body>
</html>
[H—/\: 463/46-010aphp ] [H—/\: 463/46—011aphp ] [5—/\: 463/46-012.php ]
[ Avarfwww/html /463 .php - wasbook@examplejp - I75 [ Avarfwww/html/463/46-0112.php - wasb [ ear/orww/himl463/46-012.php - wasbook@examplejp - T7% - WinSCP
E] @ 2 i & 72 8| E] @92 e E r-e-8 @ ] @2 8 i E | r-le- 8@
k2php kzpnp k2php
session_start(); _session_start(); , session_start();
2> $id = filter_input(INPUT_POST, "id*); | // &F 07 4 »IIRINT 2 (A#H) 2>
<htpd> ... - " S . <html>
<body> _se_ss_m_n _r'e_ge_ne_ra_te_ 1_d(_tr'ue); /] Ewi s YIDDEE <body>
kform action="46-81la.php” method="POST"> $_SESSION['id'] = $id; |// Z—TIDEE v = ¥ICFEE BEOI—FID:<?php echo htmlspecialchars(@%_SESSION['id'], ENT_COMPAT, 'UTF-8'); ?»<BR>
2 —FID:<input name="id" type="text"><br> 2 </body>
<body> </html>

kinput type="submit" value="H% 4 ">
</form>
</body>
</html>

<?php echo htmlspecialchars($id, ENT_COMPAT, 'UTF-8'); »&A. OF 1 »EIITT<BR>
<a href="46-812.php">ELAEH</a>
</body>



[T ¥—H—/: YUTRAL 463/46-010aphp = LRKRUR 1wy avIDOEEEREROEER)

W E\B4yU3Y - 20181224-105112 - OWASP ZAP 2.7.0 _ o

TrAIL wE TR RUS— LA—b Y=l A251> ~NLT

[BgE—F PphoEeE® OB 000 002 a4y <k PeXakE o6

jewﬂ-i-] [a}awazty—h[auauﬂq-} = LA R

%{?7»»%1—‘- = =) @ 20

Set-Cookie: PHPSESSID=pbrmnttukaz230antqap7tamtl; path=/
Vary: Accept-Encoding
X-UA-Compatible: IE=edge

<html>

<body=

<form action="46-011a.php" method="POST"><input type="hidden" name=
"PHPSESSID" value="p6rmnttuk372393ntq4p7tamtl” />

2—tfID:<input name="id" type="text"><br>

<input type="submit’ value="04- ">

THarFERL GET http://example.jp/463/46-010a.php HTTR/1.1 HTTP/1.1 200 OK R
[EBEEarFEAb User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Server: nginx/1.10.3
B Ead Accept: text/html html | applicatic 1;9=0.8,%/*;q=0.8 Date: Mon, 24 Dec 2018 13:58:10 GMT
Accept-Language: ja,en-US;g=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Enceding: gzip, deflate Content-Length: 244
Referer: http://example.jp/46/ Connection: keep-alive
DNT: 1 X-Powered-By: PHP/5.3.3
Connection: keep-alive Expires: Thu, 19 Nov 1981 08:52:00 GMT
Upgrade-Insecure-Requests: 1 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
'|Host: example.jp Pragma: no-cache

<« /forms=
</body=
</html>
v
jaﬁﬂfﬂ\&%[ﬁl?a—h[,;r@ww H-}
@ @ 7 ZaneAn @ THAR—R~
0 |USTRREE | XUwE |URL AF—5AI—F | AF—223—FR# | SOVERUv TS AL | LARY IR A A | REPS— 1 |/~ |59 &
i
22 18/12/24 23:04:39 POST  http://example.jp/463/46-011a.php 200 OK 27 ms 94 bytes fu Medium SetCookie
23 18/12/24 23:06:01 GET http:/fexample.jp/463/46-012.php 200 OK 27 ms 59 bytes Fu Medium v

TSk RO R1 B3 MO REHR++> G0 §o 2o Qo Ho o Ho




[T5¥—H—/: YUTRAL 463/46-011aphp = LRKRVR ]ty avIDOEEER EROEER)

23 18/12/24 23:06:01 GET http://example.jp/463/46-012.php

200 OK

50 bytes o Medium
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<li><a href="/463/46-000.php ">46-020: 0 -7 LAIODT » & 3 VIDDEELIEER a1 i>

<lix<a href="javascript:document . cook ie=dauot ;PHPSESSID=ABC; path=/;exp ires=Fri, 31-Dec-188
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<html> o v S . <html>
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Vary: Accept-Encoding
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Host: example.jp Vary: Accept-Enceding

X-UA-Compatible: [E=edge
Veboays™ " mm e
: DAVIDBOWIEZE A, O LEHIITT <BR> 1
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o
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// /devfurandoml= & 2 SELIEEEME HEEL R eF

ffunction getToken() {
I 7/ fdevjurandomt 524,54 FE&AH

b

J/ T ETTRIERN

i $s = file_pet_contents(’/dev/urandom’, false, NULL, @, 24);
return base6d_encode($s); // basefdT 23— FLTIRT

// 1—7IDD
$token = $_COOKIE[ 'token'];

die("EELTF—");

2>
<body> I

ICEIAL £ L7z </body>

session_start();

$token = getToken(); lf/ F—7 > oEm

/!

R

b—7> L cookiel 2y ins

setcookie('token', $token, 8, '/'); 1 // F—% ¥cookie
$_SESSION["token'] = $token;
2>

<body>

ti<a href="46-016.php">next</a>

</body>
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PHP Version 5.3.3 m@

System Linux wasbook 4.9.0-4-686 #1 SMP Debian 4.9.65-3+deboul (2017-12-23)
686

Build Date Apr 20 2018 14:15:04

Configure *.Jconfigure’ '—disable-all' "--disable-cli’ "-—enable-cgi’ "--enable-session’ '—

‘Command enable-libxml" '--enable-dom' " ble-mbstring’ " ble-json’ " ble-pdo’
*__with-mysql=/usr/local/mysql-5.0.15" "--with-pdo-mysql=/usr/local /mysql-
5.0.15" "--with-libxml-dir=/usr/local/libxml2.7.8" "--with-config-file-path=/etc
/php/5.3/cgi’ —-with-mysql-sock=/var/run/mysqld/mysqld.sock’ ‘—with-
openssl=/usr' "--enable-filter’

Server AP CGI/FastCGl

Virtual Directory |disabled

Support

Configuration [etc/php/5.3/cgi

File (php.ini)

Path

Loaded fetc/php/5.3/cgi/php.ini

Configuration

File

Scan this dir for |(none)

additional .

files

Additional .ini (none)
files parsed

PHP APT 20090626

PHP Extension 20090626

Zend Extension |220090626

Zend Extension |API220090626,NTS

Build

PHP Extension | API20090626,NTS
Build

Debug Build no

Thread Safety disabled

Zend Memory  |enabled




mManayer
Zend Multibyte | disabled

Support

IPV6 Support enabled

Registered PHP | https, ftps, php, file, glob, data, http, fip

Streams

Registered tep, udp, unix, udg, ss|, ssiv3, ssiv2, tls

Stream Socket

Transports

Registered string.rot13, string.toupper, string.tolower, string.strip_tags, convert.,
Stream Filters consumed, dechunk

This program makes use of the Zend Scripting Language Engine: Fma By
Zend Engine v2.3.0, Copyright (€) 1998-2010 Zend Technclogies d
PHP Credits
Configuration
cgi-fcgi
Directive Local Value Master Value
cgi.check_shebang_line 1 1
cgi.discard_path 0 0
cgi.fix_pathinfo 1 1
cgi.force_redirect 1 1
cgi.nph 0 0
cgi.redirect_status_env no value no value
cgi.rfc2616_headers 0 0
fastcgi.logging 1 1
Core
PHP Version 5.3.3
Directive Local Value Master Value
allow_call_time_pass_reference |Off off
allow_url_fopen on on
allow_url_include On on
always_populate_raw_post_data |Off off
arg_separatorinput & &
arg_separator.output & &
asp_tags off off
auto_append_file no value no value
auto_globals_jit on on
auto_prepend_file no value no value
browscap no value no value
default_charset no value no value
default_mimetype text/htm text/html
define_syslog_variables Off off
disable_classes no value no value
disable_functions no value no value
display_errors on on
display_startup_errors off off
doc_root o value no value
docref_ext 1o value no value
docref_root 1o value no value




enable_dl ot ot
error_append_string no value no value
error_log no value no value
error_prepend_string no value no value
error_reporting 22527 22527
exit_on_timeout off off
expose_php on on

extension_dir

Jusr/local /lib/php /extensions
/no-debug-non-zts-20090626

Jfust/local/lib/php/extensions
/no-debug-non-zts-20090626

file_uploads on on
highlight.bg
highlight.comment
highlight.default #0000BB #0000BB
highlight.html #000000 #000000
highlight.keyword #007700 #007700
highlight.string #DD0000 #DD0000
html_errors Off off
ignore_repeated_errors Off oOff
ignore_repeated_source Off off
ignore_user_abort Off off
implicit_flush Off Off
include_path
log_errors on on
log_errors_max_len 1024 1024
magic_quotes_gpc off off
magic_quotes_runtime Off off
magic_quotes_sybase off off
add_x_header on on
orce_extra_parameters no value no value
mail.log no value no value
max_execution_time 30 30
max_file_uploads 20 20
max_input_nesting_level 64 64
max_input_time 60 60
memory_limit 128M 128M
‘open_basedir no value no value
output_buffering 4096 4096
output_handler no value no value
post_max_size 8M 8M
precision 14 14
realpath_cache_size 16K 16K
realpath_cache_ttl 120 120
register_argc_argv off Off
register_globals off Off
register_long_arrays off
report_memleaks on on
report_zend_debug on on
request_order GP GP
safe_mode off off
safe_mode_exec_dir ne value no value
safe_mode_gid Off oOff
safe_mode_include_dir ne value no value
sendmail_from no value no value

sendmail_path

Jusr/sbin/sendmail -t -i

Just/sbin/sendmail -t -i

serialize_precision 100 100
short_open_tag Off off
SMTP localhost localhost
smtp_port 25 25
sql.safe_mode Off oOff
track_errors Off oOff




unserialize_callback_func o value no value
upload_max_filesize M M
upload_tmp_t no value no value
user_dir no value no value
user_ini.cache_ttl 300 300
user_ini.filename _user.ini _user.ini
variables_order GPCS GPCS
xmirpc_error_number 0 0
xmirpc_errors Off off
y2k_compliance on on
zend.enable_gc on on
date
date/time support enabled
“Olson” Timezone Database Version 2010.9
Timezone Database internal
Default timezone Asia/Tokyo
DDirective Local Value Master Value
date.default_latitude 31.7667 31.7667
date.default_longitude 35.2333 35.2333
date.sunrise_zenith 90.583333 90.583333
date.sunset_zenith 90.583333 90.583333
date.timezone Asia/Tokyo Asia/Tokyo
dom
DOM/XML enabled
DOM/XML API Version 20031129
libxml Version 2.7.8
HTML Support enabled
XPath Support enabled
XPointer Support enabled
Schema Support enabled
RelaxNG Support enabled
ereg
Regex Library \ Bundled library enabled
filter
‘ Input Validation and Filtering |enablsd
‘Revisinn |$Rev|5\cm: 298196 $
Directive Local value Master Value
filter.default unsafe_raw unsafe_raw
filter.default_flags no value no value
json
‘json support ‘ enabled
‘json version ‘ 1.2.1

[ S, |




npxmi

libXML support active
libXML Compiled Version 2.7.8
libXML Loaded Version 20708
libXML streams enabled
mbstring
Multibyte Support enabled
Multibyte string engine libmbfl
HTTP input encoding translation disabled

mbstring extension makes use of "streamable kanji code filter and converter”, which is
distributed under the GNU Lesser General Public License version 2.1.

Multibyte (japanese) regex suppart enabled
Multibyte regex (oniguruma) backtrack check on
Multibyte regex (oniguruma) version 4.7.1
Directive Local Value Master Value
mbstring.detect_order no value o value
mbstring.encoding_translation off Off
mbstring.func_overload ) 0
mbstring. http_input pass pass
mbstring.http_output pass pass
mbstring. http_output_conv_mimetypes | *(text/|application A(text/|application
fxhtmi¥+xmi) JxhtmiE+xml)
mbstring.internal_encoding UTF-8 UTF-8
mbstring.language Japanese Japanese
mbstring.strict_detection Off Off
mbstring.substitute_character no value no value
mysql
MySQL Support enabled
Active Persistent Links 0
Active Links 0
Client API version 5.0.15
MYSQL_MODULE_TYPE external

MYSQL_SOCKET

varfrun/mysgld/mysqld.sock

MYSQL_INCLUDE

I/usr/local/mysgl-5.0.15include/mysg

MYSQL_LIBS -/usr/local/mysql-5.0.15/lib/mysql -Imysglclient
Directive Local Value Master Value
mysgl.allow_local_infile  |On on
mysgl.allow_persistent on on
mysql.connect_timeout |60 80
mysql.default_host no value no value
mysql.default_password | no value no value
mysql.default_port no value no value

mysql.default_socket

fvarfrun/mysgld/mysgld.sock fvarfrun/mysgld/mysqld.sock

mysql.default_user no value no value
mysql.max_links Unlimited Unlimited
mysql.max_persistent Unlimited Unlimited
mysql.trace_mode off off

openssl




OpenSSL support enabled

‘OpenssL Library Version OpensSSL 1.0.1t 3 May 2016
‘OpensSSL Header Version OpensSSL 1.0.1t 3 May 2016
pcre
‘ PCRE (Perl Compatible Regular Expressions) Support |enabled ‘
‘ PCRE Library Version |E.(IZ 2010-03-19 ‘
pere.backtrack_limit 100000 100000
‘ pere.recursion_limi ‘ 100000 ‘ 100000 ‘
PDO
PDO drivers mysql
pdo_mysql

Client API version 5.0.15

l

Reflection

i

Version $Revision: 300393 §

session

Session Support enabled
Registered save handlers files user
Registered serializer handlers php php_binary
== =TT ==
session.auto_start Off off
session.bug_compat_42 Off Off
session.bug_compat_warn Off Off

180 180

nocache

session.cookie_domain no value no value
session.cookie_httponly off off
session.cookie_lifetime V] 0
session.cookie_path / /
session.cookie_secure off Off
session.entropy_file no value no value
session.entropy_length o 0
session.gc_divisor 1000 1000
session.gc_maxlifetime 1440 1440
session.gc_probability 1 1
session.hash_bits_per_character 5 5
session.hash_function o 0
session.name PHPSESSID PHPSESSID
session.referer_check o value e value
session.save_handler files files
session.save_path var/lib/phy ions Jvarflib




session.serialize_handler php php
session.use_cookies off on
session.use_only_cookies off on
session.use_trans_sid 1 0
SPL

SPL enabled
support
Interfaces | Countable, QuterTterator, Rec kabl ; SplObserver, SpiSubject

Classes  |Appenditerator, ArrayIterator, ArrayObject, BadFunctionCallExceptian,
BadMethedCallException, Cachinglterator, Directorylterator, DomainException,
Emptylterator, FilesystemIterator, FilterTterator, Globlterator, Infinitelterator,
InvalidArgumentException, Iteratorlterator, LengthException, Limitlterator,

Logi ator, OutOfBoL ion,
QutOfRanc 1, Over on, Parentlterator, RangeException,
Recurst ylterator, RecursiveCachi RecursiveDit ylterator,

Rect

RecursiveFilterIterator, Recursivelteratorlterator, RecursiveRegexIterator,

tor, Runti SplDoublyLinkedList,

SplFileInfo, SpiFileObject, SpiFixedArray, SpiHeap, SpiMinHeap, SpiMaxHeap,
SplObjectStorage, SplPriorityQueue, SplQueue, SplStack, SplTempFileObject,

Under ption, Unexpectedval
standard
‘ Dynamic Library Support ‘enab\ed ‘
‘ Path to sendmail ‘,‘usr/shm/sendmail e ‘
Directive Local Value

assert.active 1 1
assert.bail o 0
assert.callback no value no value
assert.quiet_eval 0 0
assert.warning 1 1
auto_detect_| ] 0
default_socket. 60 60
safe_mode_allowed_env_vars |PHP_ PHP_
safe_mode_protected_env_vars|LD_LIBRARY_PATH LD_LIBRARY_PATH |
| url_rewriter.tags ‘ a=href,area=href frame=src,input=src,form=Ffakeentry |a=href,area=href frame=src,input=src,form=fakeentry |
‘ user_agent ‘ no value no value

Additional Modules

Module Name Q
Environment
Variable Value
‘GATEWAY_INTERFACE CGI/1.1
HTTP_DNT 1
REMOTE_ADDR 127.0.0.1
QUERY_STRING no value

HTTP_USER_AGENT

Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0)
Gecko/20100101 Firefox/64.0

DOCUMENT_ROOT

fvarfwww/html

REMOTE_PORT

46796

HTTP_UPGRADE_INSECURE_REQUESTS |1

HTTP_ACCEPT

text/html,application/xhtml+xml,application
fxml;q=0.9,%/*;q=0.8

SERVER_SIGNATURE

<address>Apache/2.4.25 (Debian) Server at

example.jp Port 88</address>




CONTEXT_DOCUMENT_ROOT

fusr/lib/cgi-bin/

SCRIPT_FILENAME

fvar/www/html/462/phpinfo.php

HTTP_HOST

example.jp

HTTP_X_REMOTE_ADDR

192.168.56.1

REDIRECT_HANDLER

application/x-httpd-php-5.3.3

HTTP_X_FORWARDED_FOR

192.168.56.1

REQUEST_URL

/462 phpinfo.php

SERVER_SOFTWARE

Apache/2.4.25 (Dabian)

HTTP_CONNECTION close

REQUEST_SCHEME http

PATH {usrflocal fsbin: fusr/local/bin: usr/sbin: /usr/bin:
/sbin:/bin

REDIRECT URL /462/phpinfo.php

HTTP_ACCEPT_LANGUAGE ja.en-US;q=0.7,en;g=0.3

HTTP_REFERER http://example.jp/46/

SERVER_PROTOCOL HTTP/1.0

HTTP_ACCEPT_ENCODING gzip, deflate

REDIRECT_STATUS 200

HTTP_X_REAL_IP 192.168.56.1

REQUEST_METHOD GET

SERVER_ADDR 127.0.0.1

SERVER_ADMIN

webmaster@Ilocalhost

CONTEXT_PREFIX fegi-bin/

PWD {usrflib/cgi-bin
SERVER_PORT 88
SCRIPT_NAME /462/phpinfo.php

SERVER_NAME

example jp

‘ORIG_SCRIPT_FILENAME

Just/lib/egi-bin/php-5.3.3

ORIG_PATH_INFO

/462/phpinfo.php.

‘ORIG_PATH_TRANSLATED

Jvar/www/html/462/phpinfo.php

ORIG_SCRIPT_NAME

fegi-bin/php-5.3.3

PHP Variables

Variable Value
_SERVER["GATEWAY_INTERFACE"] CGI/1.1
_SERVER["HTTP_DNT"] 1
_SERVER["REMOTE_ADDR"] 127.0.0.1
_SERVER["QUERY_STRING"] no value

_SERVER["HTTP_USER_AGENT"]

Mogzilla/5.0 (Windows NT 10.0; Win64;
X64; rvi64.0) Gecko/20100101

Firefox/64.0
_SERVER["DOCUMENT_ROOT"] fvar/www/html
_SERVER["REMOTE_PORT"] 46796

_SERVER["HTTP_UPGRADE_INSECURE_REQUESTS"]

1

_SERVER["HTTP_ACCEPT"]

text/html,application
Jxhtml+xml,application/xml;g=0.9,*/*;
q=0.8

_SERVER["SERVER_SIGNATURE"]

<address>Apache/2.4.25 (Debian)
Server at example.jp Port 88</address>

_SERVER["CONTEXT_DOCUMENT_ROOT"]

Jusrflib/cgi-bin/

_SERVER["SCRIPT_FILENAME"]

varfwww/html/462/phpinfo.php

_SERVER["HTTP_HOST"]

example.jp

_SERVER["HTTP_X_REMOTE_ADDR"]

192.168.56.1

_SERVER["REDIRECT_HANDLER"]

application/x-httpd-php-5.3.3

_SERVER["HTTP_X_FORWARDED_FOR"]

192.168.56.1

_SERVER["REQUEST_URI"]

/462/phpinfo.php

_SERVER["SERVER_SOFTWARE"]

Apache/2.4.25 (Debian)

_SERVER["HTTP_CONNECTION"]

close

_SERVER["REQUEST_SCHEME"]

http




_SERVER["PATH"]

Jusr/local/sbi sr/local/bin: /usr/sbin:
Jusr/bin:/sbin:/bin

_SERVER["REDIRECT_URL"]

462/phpinfo.php

_SERVER["HTTP_ACCEPT_LANGUAGE"]

ja,en-US;q=0.7 en;

_SERVER["HTTP_REFERER"]

http://example ip/46/

_SERVER["SERVER_PROTOCOL"] HTTP/1.0
_SERVER["HTTP_ACCEPT_ENCODING"] qzip, deflate
_SERVER["REDIRECT_STATUS"] 200
_SERVER["HTTP_X_REAL_IP"] 192.168.56.1
_SERVER["REQUEST_METHOD"] GET
_SERVER["SERVER_ADDR"] 127.0.0.1

_SERVER["SERVER_ADMIN"]

webmaster@localhost

_SERVER["CONTEXT_PREFIX"] fegi-bin/
_SERVER["PWD"] Jusr/lib/cgi-bin
_SERVER["SERVER_PORT"] 88
_SERVER["SCRIPT_NAME"] /462/phpinfo.php
_SERVER["SERVER_NAME"] example jp

_SERVER["ORIG_SCRIPT_FILENAME"]

Jusr/lib/cgi-bin/php-5.3.3

_SERVER["ORIG_PATH_INFO"]

/462/phpinfo.php

_SERVER["ORIG_PATH_TRANSLATED"]

varfwww/html /462/phpinfo.php

_SERVER["ORIG_SCRIPT_NAME"]

/Jegi-bin/php-5.3.3

_SERVER["PHP_SELF"]

/462/phpinfo.php

_SERVER["REQUEST_TIME"]

1545701030

PHP License

This program is free software; you can redistribute it and/or modify it under the terms of the PHP
License as published by the PHP Group and included in the distribution in the file: LICENSE

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without

even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

If you did not receive a copy of the PHP license, or have any questions about PHP licensing, please

contact license@php.net.




