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<script>
window.addEventListener("message”, receiveMessage, false);

function receiveMessage(event) {
var dl = document.getElementById("d1l");

dl.innerHTML = "A v & —EFITEY Z L7 " + event.data;
—VEZITIRYELE", "=);

event.source.postMessage(” * w12

}

<f/script>

<div id="d1"»</div>
</body>

<iframe src="http://api.example.net/4h/4h-0811.html" width=358 height=1080></iframe><br:>

c @ (@ view-sourcehttpy//example jp/4h/4h-010.html
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<body>

7L —Lbr

<scriptr

window. addEvertlistener(“messaze”, receiveMessaze, false);

function receiveMessage(event) {
var dl = document. getElementBy 1d("d1™);
dlLinnerHTML = A o= BFFERWE LIz 7 + event.data;
event . source.postMessaze (" A w T —UEFIFERVE LIZT, )
1
</script>
<iframe src="http://api.exanple.net/4h/4h-011.htnl” width=350 height=100></if rame><br>
{div id="d1 > divy
</body>
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<script
window.addEventListener( message”, receiveMessage, false);

function receiveMessage(event) {
var d2 = document.getElementById("d2");

d2.innerHTML = "3f "

+ event.data;

window.parent.postMessage("secret data”, "*");
</script>
<div id="d2"»></div>
</body>
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Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate Content-Length: 449
Referer: http://example.jp/4h/ Connection: keep-alive
DNT: 1 Last-Modified: Mon, 14 May 2018 13:08:18 GMT
Connection: keep-alive ETag: "1cl-56c2a2de82b75-gzip”
Upgrade-Insecure-Requests: 1 Accept-Ranges: bytes
Host: example.jp Vary: Accept-Encoding

H-UA-Compatible: IE=edge

< body=>

#AIL—Lasbr=

<« script=

window.addEventListener("message", receiveMessage, false);

function receiveMessage(event) {
var d1 = document.getElementById("d1");
dLinnerHTML = "Aw F—FZ(FE0E LR " + event.data;
event.source.postMessage(" A w E—TEBITEIOELE", ™)
1
< /script=
<iframe src="http://api.example.net/4h/4h-011.htm|" width=350
height=100> = /iframe= <br>
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v ﬁ JZTEAL GET http://api.example.net/4h/4h-011.htm| HTTP/1.1 HTTR/1.1 200 OK L;
(O BEEITHA] User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Server: nginx/1.10.3
e Accept: text/html, application/xhtml+xml,application/xml;q=0.9,*/*;0=0.8 Date: Tue, 08 Jan 2019 13:40:59 GMT

Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate Content-Length: 307
Referer: http://example.jp/4h/4h-010.htm| Connection: keep-alive
DNT: 1 Last-Modified: Mon, 14 May 2018 13:08:18 GMT
Connection: keep-alive ETag: "133-56c2a2deB69f6-gzip"
Upgrade-Insecure-Requests: 1 Accept-Ranges: bytes
Host: api.example.net WVary: Accept-Encoding

X-UA-Compatible: IE=edge
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< script>

window.addEventListener("message", receiveMessage, false);

function receiveMessage(event) {
var d2 = document.getElementBylId("d2");
d2.innerHTML = "S{E8E52: " + event.data;
H

window.parent.postMessage("secret data”, "*");

< /script=
<div id="d2"> < /div>
< /body>
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1. 4h-010 :postMessagedil <ol> v "
) ] <li><a href=_4h tl 24h010 sposthessasedufil/ar</1i>

2. 4h-010 :postMessageIETS DB ’ <1i><a hrefhttp://t rap. examp|e. con/Ah/Ah-010.htnl B4h-010 :postMessase@BRBEIEDER/a></ | i>

3. 4h-010a:postMessageEA (HHAR) <li><a href="Ntipi//Lrap. examne|e. consdh 4n-010z. iitm ">4h-010a: postMessagetDZRA GHERAR) </ax</1i>
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BHIL—A <body>
7L —Llbr>
F Il —A <script>
TEMER: AvtT—ETImDELE window. addEventl istener (“messaze”, receiveMessaze, falsel;

function receivelMessaze(event) {
var dl = document . zetElementBy [d("d17);

AYE—DERIMOE UL secret data Al imnerHTiL = A o E— I ERIBUE Li: ” + event. datas
event. source. postMessaze (" w T —U EFIFERV FE L7, ),
1
<fscript>

<iframe src="http://api.example.net/4h/dh-011.html ™ width=350 height=100></if rame><br>
<div id="d1"></div>

</body>
[H—/\: 4h/4h-010.html ] [H—/: 4h/4h-011.html ]
EI’ Swarfwarw/html/4h/4h-010.html - wasbook@examplejp - I745 - WinSCP D‘ fvarfwww/ html/4h/4h-011html - wasbook@examplejp - I749 - WinsCP
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lbody> kbody>
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<script» <script»
window.addEventlListener("message"”, receiveMessage, false); window.addEventlListener( "message"”, receiveMessage, false);
function receiveMessage(event) { function receiveMessage(event) {

var dl = document.getElementById("d1"); var d2 = document.getElementById("d2");

dl.innerHTML = "X w2 —ZZ[JEIY £ L7z: " + event.data; d2.innerHTML = "=/EFEEE: " + event.data;

event.source.postMessage(" A v — L FTITEY E L7z, "="); ¥
¥
</script>

<iframe src="http://api.example.net/4h/4h-011.html" width=350@ height=18@></iframe><br>
<div id="d1"»</div>
</body>

window.parent.postMessage("secret data", "*");
<fscript>
<div id="d2"»></div>
</body>
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window.addEventListener("massage’, receiveMessage, false);

function receiveMessage(event) {
var d1 = document.getElementByld("d1");
dlinnerHTML = "Aw - FZTBMOELE: " + event.data;
event.source.postMessage X w T —SEZITMOELE", ™)
¥
= [script=
<iframe src="http://api.example.net/4h/4h-011.htm|" width=350 height=100=</iframe= < br=
=div id="d1">=/div>

< e </body=

M ﬁ JTEAR GET http://trap.example.com/4h/4h-010.htm| HTTP/1.1 HTTR/1.1 200 OK L‘\
g User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/ Server: nginx/1.10.3
I~ 20100101 Firefox/64.0 Date: Tue, 08 Jan 2019 14:06:56 GMT
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8 Content-Type: text/html; charset=UTF-8
Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Length: 449
Accept-Encoding: gzip, deflate Connection: keep-alive
Referer: http://example.jp/4h/ Last-Modified: Mon, 14 May 2018 13:08:18 GMT
DNT: 1 ETag: "1c1-56c2a2deB2b75-gzip"
Connection: keep-alive Accept-Ranges: bytes
Upgrade-Insecure-Requests: 1 Vary: Accept-Encoding
.|Host: trap.example.com | ¥-UA-Compatible: [E=edge
<body=
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< script=
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GET http://api.example.net/4h/4h-011.htm| HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:64.0) Gecko/
20100101 Firefox/64.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8
Accept-Language: ja,en-US;g=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://trap.example.com/4h/4h-010.html|

DNT: 1

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Host: api.example.net

@ GEE |Fzanbea—|g B0
v FarFEAL
[ BEIFFR

HTTP/1.1 200 OK

Server: nginx/1.10.3

Date: Tue, 08 Jan 2019 14:06:56 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 307

Connection: keep-alive

Last-Medified: Mon, 14 May 2018 13:08:18 GMT
ETag: "133-56c2a2de869f6-gzip”
Accept-Ranges: bytes

Vary: Accept-Encoding

¥-UA-Compatible: IE=edge

| <body>

FIL—La
< scripts
window.addEventListener("meassage", receiveMessage, false);

function receiveMessage(event) {
var d2 = document.getElementById("d2");
d2.innerHTML = "3{SEE:E: " + event.data;
¥

window.parent.postMessage("secret data”, "*");
</script>
<div id="d2">«</div=
< /body=
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* 4.17.3 postMessagelfUH LOFE <1i>4.17.3 postMessazelFUFH LOAE >
. <ol>
1. 4h-010 :postMessagedf{il w .
ot e - wi;ﬁ - <li><a href="4h-010.htnl >4h-010 :postbessazsdFlc/a></1i>
2. 4h-010 :postMessaqe RS EOEA <li><a href=/hidna fbran exanple. conddhiAb010 datul > 4h-010 :oostMessazeHRBBIEDEA >/ | i>
3. 4h-010a:postMessage®EA (IR <li><a hrefghttp://t rap exanp |e, com/dh/h-010a htm "> 4h-010a: postMessage>ERMA GHERAR) fa></1i>
4. 4h-910 : XV —TRETOERSE (WD) <li><a href= http://trap. examp le. com A/ dh- 910, fiml >4h-910 @ % w2 — R (EarRiesl (WE) /2> 1>
—— <lix< ="t tp: . ] 910, himl ">4h-910c: # & 12 — RIS TLOOIETR (& Car/iy
5. 4h-010c: v 7T— SELETEOREE (52 <};I>a href="http://trap. examp le. com/4h/dh-910c. him| ">4h-910c: A w T — R {EmOiESEhE () </ax</li
- trap.example.com/4h/4h-010a.html X trap.example.com/4h/4h-010ahtml| X [ EREETeR =T R AT AL E RN e
&« c @ trap.example.ccom/dh/4h-010ahtml W e=s ir m e =8 = ¢ (@ view-source:http://trap.example.com/4h/4h-010a.html
FHIL—I <body>
oL —4<br
FIL—I <script>
window. addEventl istener(“messaze”, receiveMessaze, false):
function receiveMessagzelevent) [
var dl = document . zetElementBy[d("d1™);
_ _ dl.irnerHTML = "H wE—UFFTERW E LI 7 + event.data;
& 0 1/aNg5- Tl DI} 29MIFE- € ITaIvR » B g x event . source.postMessaze("H v TV EFIFERWVE LTI, event.orizind;
W F #nEmvds [ #&m07
. - - e - . <'script>
‘poMWindow’ £ @ fpostMessage’ METICEBILI LA, HHE S hEEEEOER (*http://e le.jp’) 4h- - html - -
B LRIRE windon DERR (o1 iran.examle.com) BB LT e e e <iframe src="http://api.examole.net/dh/dh-011a.htnl” width=350 height=100></if rame><br>
> | <div id="d1"></div>
</body>
[H—/%: 4h/4h-010a.html ] [H—/%: 4h/4h-010a.html ]
[ /varfwww/html/4h/4h-010a.html - wasbook@example,jp - TF15 - WinSCP [ Avarfworw/html/4h/4h-011a.html - wasbook@examplejp - TF 445 - WinSCP
El @9 @esa xxf-Ua-& @ = @9C|@esnE =i-Oa-&|@
kbody> kbody>
F;7 L —Licbrs Fr7L—4
<script> <script>
window.addEventlListener("message”, receiveMessage, false); window.addEventlistener("message”, receiveMessage, false);
function receiveMessage(event) { function receiveMessage(event) {
var d1 = document.getElementById("d1"); var d2 = document.getElementById("d2")
dl.innerHTML = "A v &£ —FZITEY Z L7 " + event.data; d2.innerHTML = "S={EFEEE: " + event.data;
event.source.postMessage(" A v £ — L FFITE Y £ L7-", |event.origin); ) ‘
try
i;’scr‘ip‘b ) wi:dsw‘.:p.;r?nt.pustMessage("secr‘et data", "http://example.jp");
<iframe src="http://api.example.net/4h/4h-01la.html” width-350 height-100></iframe><br> caten e
L - alert(e);
<div id="d1"»</div>
</body> </script>»

<div id="d2"»</div>
</body>
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MEEEca GET http://trap.example.com/4h/4h-010a.html| HTTR/1.1 HTTP/1.1 200 OK L‘\
@) BEDTHER User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:64.0) Gecko/ Server: nginx/1.10.3
P 20100101 Firefox/64.0 Date: Tue, 08 Jan 2019 14:14:24 GMT
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8 Content-Type: text/html; charset=UTF-8
Accept-Language: ja,en-US;g=0.7,en;q=0.3 Content-Length: 459
Accept-Encoding: gzip, deflate Connection: keep-alive
Referer: http://example.jp/4h/ Last-Modified: Mon, 04 Jun 2018 03:31:24 GMT
DNT: 1 ETag: "1cb-56dc8916a72c7-gzip”
Connection: keep-alive Accept-Ranges: bytes
Upgrade-Insecure-Requests: 1 Vary: Accept-Encoding
Host: trap.example.com ¥-UA-Compatible: IE=edge
<body>
BT —Lazbr=
< scripts

window.addEventListener("meassage", receiveMessage, false);

function receiveMessage(event) {
var d1 = document.getElementById("d1");
dLinnerHTML = "AwF—IZFRITROELE: " + event.data;
event.source.postMessage(” = w T —ZEZ(TELID E LT, event.origin);
+
= /script=
<iframe src="http:

<div id="d1"=</div=
e T < /body> E

api.example.net/4h/4h-011a.html" width=350 height=100=</iframe= <br=
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@LEE (Fzaurea- 5] @0 FoaLbEa— v E0
MEEEa GET htkp:/fapi.example.net/4h/4h-011a.html| HTTR/1.1 HTTR/1.1 200 OK L‘\
EEEIYTHR

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:64.0) Gecko/20100101 Firefox/64.0
I~ Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8

Accept-Language: ja,en-US;q=0.7,en;q=0.3
Accept-Encoeding: gzip, deflate

Referer: http://trap.example.com/4h/4h-010a.htm
DNT: 1

Connection: keep-alive
Upgrade-Insecure-Requests: 1

Host: api.example.net

EAS Y|

Server: ngink/1.10.3

Date: Tue, 08 Jan 2019 14:14:24 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 354

Connection: keep-alive

Last-Modified: Mon, 14 May 2018 13:08:18 GMT
ETag: "162-56c2a2de77f95-gzip”
Accept-Ranges: bytes

Vary: Accept-Encoding

¥-UA-Compatible: IE=edge

|| < body=

FIl—L
< script=
window.addEventListener("message”, receiveMessage, false);

function receiveMessage(event) {

var d2 = document.getElementById("d2");

d2.innerHTML = "S{S8E32: " + event.data;
1
try {

window.parent.postMessage("secrat data”, "http://example.jp");
T catch (e) {

alert(e);
1
< /script=
<div id="d2"= < /div=

</body>
v
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2. 4h-010 :postMessageAEEEEDER
3. 4h-010a:postMessageEA (5
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<1i>4.17.3 postMessagelFUH Lo A® | >

<ol>

<li><a href="4h-010.html ">4h-010 :postMessaze A</ a></ | i>

<li><a hret="http://trap. exame le. com/4h/dh-010. html| ">4h-010 :postMessazeREEEITO IR /a></ | i

<li><a href ZMMMM{MWUW&DostMessage@%ﬂﬂ (SRR </abd/ s
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«~ = C @ @ view-source:http://trap.example.com/4h/4h-910.html

<{body onload="go()">
7L —Lbrr
<iframe id="if1" src="http://api.example.net /4h/4h-011a.html ™ width=350 height=100></if rame><br>
<script>
function go() {
var if1 = document . zetE lemert By Id(7i$17);
if1.contentWindow. posthessage("<img src=/ onerror=alert(’cracked™)>”, "*7);
1
<Iscript?
</body>
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B‘ Fearfwww/html/4h/4h-011a.html - wasbook@examplejp - I744 - WinsCP
BlEdmxXxaE9c BesEd xx-f-0e-8 @

|-(body>

FIL—L4

<script>»
window.addEventlistener("message"”, receiveMessage, false);

function receiveMessage(event) {
var d2 = document.getElementById("d2");

|-(b0dy onload="go()">
F}]I L — L<bhr>

<script>»
function go() {

<iframe id="ifl1" src="http://api.example.net/4h/4h-811la.html” width=350 height=16@@></iframe><br>

d2.innerHTML = "F{ETEE: " + event.data;
¥
B
| window.parent.postMessage("secret data”, "http://example.jp"); |

Yeatch (ey {77777

yor AL S document pet B et T o e o o o e e ey alert(e);
Af1,contentilindow, posthessage(Tcing srcz/ onerroralert(’cracked’)>T, "7);,
} </script>»
</script> <div id="d2"></div>
</body> </body>
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Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Length: 305
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<iframe id="if1" src="http://api.example.net/4h/4¢h-011a.htm|" width=350 height=100=</iframe><br=
= script=

function go() {
var ifl = decument.getElementById("if1");
ifl.contentwWindow.postMessage("<img src=/ onerror=alert('cracked')=", "*"};

¥
< /script=
= /body=
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@) BEITFR User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0 | |Server: nginx/1.10.3
I~ Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8 Date: Tue, 08 Jan 2019 14:21:04 GMT

Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate Content-Length: 354
Referer: http://trap.example.com/4h/4h-910.html| Connection: keep-alive
DNT: 1 Last-Modified: Mon, 14 May 2018 13:08:18 GMT
Connection: keep-alive ETag: "162-56c2a2de77f95-gzip”
Upgrade-Insecure-Requests: 1 Accept-Ranges: bytes
Host: api.example.net Vary: Accept-Encoding

¥-UA-Compatible: IE=edge

il 1| <body>
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< scripts

window.addEventListener("message”, receiveMessage, false);

function receiveMessage(event) {

var d2 = document.getElementById("d2");

d2.innerHTML = "S{SE5E: " + event.data;
¥
try {

window.parent.postMessage("secret data”, "http://example.jp");
F catch (e) 1

alert(e);
i
=/seript=
<div id="d2"= < /div=
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* 4.17.3 postMessagelfUH LOFE <1i>4.17.3 postMessazelFUFH LOAE >
<ol>
-010 : I
Losmelessedilecsaniier) <li><a href="4h-010.htnl >4h-010 :postbessazsdFlc/a></1i>
2. 4h-010 :postMessaqeDFEFITOEF <li><a href="http://t rap.exanple. con/4h/4h-010. htnl ">4h-010 :postMessasedBRBBIEDTER/a></ | i>
3. 4h-010a:postMessage®EA (IR <li><a href:"http://traD.examp|e.com/4h/4h-010a.htm|">4h-010a:DostMess?geﬁzﬁﬁfﬁ (HERAR) <fax</1i>
4. 4h-910 : Xy U —SEETORRD (KE) <lix<a href ="l tia: ditusapaeainid gus o' dbdinsd] Qehibin ke 4h-910 @ A » & — X ESTORIESE (BE) /10>
= . <lix< Fhttp: , . 910, >4h-910c: 2 v F— 2 R{ETTOiESERR (T </ i
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|IL—/ <{body onload="go()">
2L —4Ldbr>
FI—A <iframe id="if1" src="http://api.examele.net/4h/4h-011c.html™ width=350 height=100></if rame><br>
AU B {script>
function sof) {
var it1 = document . zetf lementBy1d(7if17);
it1.contentWindow. postMessage("<img src=/ ocnerror=zalert("cracked’)>”, "%7};
</script>
</body>
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kbody onload="go()"> kbody>
FE 7 L—L<br> FIL—L
<iframe id="1ifl" src="http://api.example.net/4h/4h-81lc.html"” width=35@ height=10@></iframe><br> <script>
<scripts window.addEventListener("message”, receiveMessage, false);
function go() {
var ifl = document.getElementById("ifl"); function receiveMessage(event) {
ifl.contentWindow.postMessage("<img src=/ onerror=alert('cracked’)>", "*"); var d2 = document.getElementById("d2");
1 if (event.origin !== "http://example.jp") {
</script> d2.textContent = " U L ER";
</body> return;
b
d2.innerHTML = "3 " + event.data;
¥
try {

window.parent.postMessage("secret data™, "http://example.jp");
} catch (e) {
alert(e);

</script»
<div id="d2"»></div>
</body>»
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Connection: keep-alive Accept-Ranges: bytes
||Upgrade-Insecure-Requests: 1 ||Vary: Accept-Encoding
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<body cnload="go(})">
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<iframe id="if1" src="http://api.example.nat/2h/4h-011c.html" width=350 height=100> </iframe=> <
br=

< script=

function go{) .
var ifl = document.getElementById("if1");
ifl.contentWindow.postMessage(" <img src=/ onerror=alart('cracked")=", "*"};

i
Ve T =/script=
-\ = </body> E
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User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:64.0) Gecko/20100101 Firefox/64.0
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Accept-Encoding: gzip, deflate

Referer: http://trap.example.com/4h/4h-910c.html
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Connection: keep-alive

Upgrade-Insecure-Requests: 1
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Server: nginx/1.10.3
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Content-Type: text/html; charset=UTF-8
Content-Length: 459
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<body=
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| <script=

window.addEventListener("massage’, receiveMessage, false);

function receiveMessage(event) {
var d2 = document.getElementByld("d2");
if (event.origin == "http://example.jp") {
d2.textContent = "> LS8R
return;
¥
d2.innerHTML = "${S88:E: " + event.data;
i
try {
window.parent.postMessage("“secret data”, "http://example.jp”);
t catch (e) {
alert(e);
i

=/script=
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</body> 3
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