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Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate Content-Length: 189
Referer: http://example.jp/4f/4f-010.html Connection: keep-alive
JDNT: 1 .| X-Powered-By: PHP/5.3.3
Connection: keep-alive Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cookie: PHPSESSID=879s20dnkuqc49quo1ssvioui2 || Cache-Control: no-store, no-cache, must-revalidate, post-check=0, |
Upgrade-Insecure-Requests: 1 lpre{heck=0 1
Host: example.jp :Pragma: no-cache _:

Set-Cookie: PHPSESSID=gvmroblglféocBqvgl2i0fttuZ; path=/
Vary: Accept-Encoding
H-UA-Compatible: IE=edge

<body=07-1 > LFEUz(yamada)<br=«<a href="4f-012.php">
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jaﬁﬁ]@g@%[ﬁya—h[ljyowwhm
@ @ | ailaAdz @ TR~

d |USTXRER | AV |URL AF—HFD... | AF—HRAI—F...| SOZFbUT .. | LARARF B [#ETS.. | /=N |92 |d
32 19/01/05 22:5... GET http://example.jp/4f/4f-010.html 200 OK 13 ms 137 bytes o Medium Li
35 19/01/05 22:5... GET http://example.jp/4f/4f-011.php?user=tanaka 200 OK 23 ms 189 bytes " Medium SetC...

36 19/01/05 22:5 http://example.jp/4f/4f-012.php 200 OK 26 ms 55 bytes Fu Medium

38 19/01/05 22:5... http://example.jp/4f/4f-012.php 55 bytes #u Medium
[ 75—t Mo m1 @3 Mo WEDA+eo 0 B0 D0 @0 80 0 #o
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EBEI>TFAN User-Agent: Mozilla/5.0 (Windows NT 10.0; Wine4; x64; rv:63.0) Gecko/20100101 Firefox/63.0 Server: nginx/1.10.3

» @ U Accept: text/html application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8 Date: Sat, 05 Jan 2019 13:57:40 GMT

Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8

||Accept-Enceding: gzip, deflate || Connection: keep-alive
Referer: http://example.jp/4f/4f-011.php?user=yamada ¥-Powered-By: PHP/5.3.3
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Connection: keep-alive I| Cache-Control: no-store, no-cache, must-revalidate, post-check=
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Upgrade-Insecure-Requests: 1 Pragma: no-cache

Host: example.jp H-UA-Compatible: IE=edge

<body=>1— yamadd TO4-f =TT </body>
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32 19/01/05 22:5... GET http://example.jp/4f/4f-010.html 200 OK 13 ms 137 bytes o Medium E
35 19/01/05 22:5... GET http://example.jp/4f/4f-011.php?user=tanaka 200 OK 23 ms 189 bytes fu Medium SetC...

36 19/01/05 22:5... GET http://example.jp/4f/4f-012.php 200 OK 26 ms 55 bytes Fu Medium
37 19/01/05 22 GET http://example.jp/4f/4f-011.php?user=yamada 200 OK 23 ms 189 bytes Fu Medium SetC...
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<headr<titlerd-15 HEEFYF v v 2 (LT 2RBE L itler<head
<bodv>
4-15 HEEREYF v 2 (CRAT D8
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<li>4.15.1 FREIAREOIREEIE 10>
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<li><a href="/441/C4f 001%name=taraka” target="_blark >Cde-001:3%iF - T 1 —FEFHFT(tanaka) /a></ i
<liz<a href="/411/C4f 001 7rame=vamada” tarset="_blark >C4e-001:380{F - T 1 — B EFnvanada)</a></ | i>
<fol»
<1i24.15.2 F v o a2 HDIERRRC >
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<lir<a href="http://t ran. examp | e. com/de/4e-900. pho "> 4e-900: THEER &7 » £ —ERE () </ar</|i>
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WETOY1 <a href="4f-011.php?user=taraka >EHPTO 2 A /< a<br>

<a href="4f-011.php?userzyamada > T O 27 1 </ a>

</body>
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AR (Frysanh) 4@ ‘, . . : . . ,‘

<body> O %7 L LE iz (tancka)<brr><a href="#H-012.php"> 74 ~—2F (F+ w2 a273L) </ax<bry<a href-"4f-012a.php> 74 <=2 (FrwrafHl) ar/body>
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1+ tanaka O R TT <body> L — tanaka TO 24 P TT </body>
< R ® ip/ ot
BhTOd4>
WHTOI1 >
< ¢ & (D examplejp/4f3/4f-011.php?user=yamada
O~ L/ FL= (yamada) example,jp/4f3/4f-011.phpfuser= Sl http://examplejp/4f3/af-011.php7e X + - m}
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<body>A 4 A v LE LT (vamada)<br><a href="4f-012.php"> =+ ~—3/ (Frwviratil) a><br<a href="4f-012a.phe> =1 ~—3 (Frwvi/2HU) ar</body>

example,jp/4f3/4f-012a.php _ example,jp/4f3/4f-012a.php http://example,p/4f3/4f-012a.php X

<« (& Q 6] example.jp/4t3; ¢ ‘@ ® view-source:http://example jp/4f3/4f-012a.php
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[Y—/\: 4F/4F010.html ] [Y—/X: 4f/4f011.php ]

[ varfwww/htmlf4i/4f-010.html - washook@example.jp - TF 44 - WinSCP [ Aearfwoww/htmlf4f/4f-011.php - wasbook@examplejp - T714 - WinSCP
E] @9 @asa xsrF-Os R @9 @mesa x=t-le-@|Q
|<body> kbody:-(?php
<a href="4f-811.php?user=tanaka">EHTO 7 1 > </a><br> $user = $_GET['user’]; I
. . . if ($user === ‘tanaka’ $user === ‘yamada') {
<a href="4f-811.php?user=yamada"> LB TO 7 4 > </a> session start();
</body> session_regenerate_id(true);

$_SESSION[ "user'] = $user;
echo "O% 4 L #EL7(" . htmlspecialchars($user) . ')<brs>";
echo "<a href="4f-812.php™> <41 ~— (Frwvi 2% L) </far<brs’;
echo '<a href="4f-012a.php"> <A ~— (Fvwi adml)) ¢/ar’;

1 else {
echo '2—HEIEBNET ",

3
25
</body>
[H—s3: 4f/4f012.php ] [Y—/8: 4f/4f012a.php ]
[ Avarpwww/html/4f/4f-012.php - wasbook@example,jp - T714F - WinSCP [ /varfwww/html/4f/4f-012a.php - wasbook@examplejp - IF4% - WinSCP
= @9 ¢ |8 eEa xFI-R- Lt ] @9 sesa xr-Oe
kbody><2php kbody><2php
session_start(); session_cache_limiter( public’);
if (empty($_SESSION['user'])) { session_cache expire(l); Expires: session.cache_expire
die("O% 4 Y LTWELA™); session_start(); Cache—Control:_pibli
) ’ if (empty($ SESSION['user'])) {
. . P F A .
echo "Z—% {$ SESSION['user']} THZ A »HTT"; die("A7A¥LTLELAY);
2»</body> ¥

echo "2 —3 {¢ SESSION['user']} TOF 4 »HTT";
?></body>
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I7A(L BE ®R RUS— LiAi—b Y- AZS1> ~LT
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e [ #rvo2m—r [ uozan]| 4 | = LARR

eLEl (Zzanbea-s @O sIxbbea— x| B0

v 5 3xTEAL GET http://example.p/4f3/4f-010.htm| HTTR/1.1 FTTR/1.1 200 OK K
EIEEITFAN User-Agent: Mozilla/5.0 (Windows NT 10.0; Wins4; x64; rv:63.0) Gecko/20100101 Firefox/63.0 Server: nginx/1.10.3
- @5 Accept: text/html,application/xhtml+xm|,application/xml;q=0.9,%/%;q=0.8 Date: Sat, 05 Jan 2019 14:35:40 GMT
Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate Content-Length: 137
|Referer: http://example.jp/4f/ |Cennection: keep-alive
DNT: 1 Last-Modified: Mon, 14 May 2018 13:08:18 GMT
Connection: keep-alive ETag: "89-56c2a2de8b816-gzip"
Upgrade-Insecure-Requests: 1 Vary: Accept-Enceding
Host: example.jp ¥-UA-Compatible: IE=edge

Accept-Ranges: bytes

<body=
<a href="4f-011.php?user=tanaka">@PTOH 1 »</a=><br>
<a href="4f-011.php?user=yamada"> WA TO - > </a>

</body=
ELS J» .

jaﬁgT@g&%Tﬂ?a—hL]?vﬂyhm

@ & ¥ oqaAz @ TR~

d | USIARER | AV
57 19/01/0 200 OK
58 19/01/05 23:3... http://example.jp/4f3/4f-011.php?user=tanaka 200 OK
59 19/01/05 23:3... GET http://example.jp/4f3/4f-012a.php 200 OK 55 bytes o Medium

60 19/01/05 23:3... GET http://example.jp/4f3/4f-011.php?user=yamada 200 OK 189 bytes 1 Medium SetC...

[ 75—+ mo mo po mo HEOAE+ w0 S0 Do @0 #o S0 ®
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Jril |/E TR RUZ— LA—b Y-l ASA2 AT

[E=E—F PUCEEESG 220 oo o002 &8 ¢

= b @ KERE

| [@84r]+] [¥ o14v5 25—+ [ uszab] + |

= LAAR

OELOS  [Fmrea-|y 5O (Fzartea-ff) B0
M ﬁ AZFFAN GET http://fexample.jp/4f3/4f-011.php?user=tanaka HTTF/1.1 HTTR/1.1 200 OK L‘\
B BEIZTFAD || saragent: Mozilla/s.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0 Server: nginx/1.10.3
» @ Uk Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8 Date: Sat, 05 Jan 2019 14:35:57 GMT
Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate Content-Length: 189
Referer: http://example.jp/4f3/4f-010.html Connection: keep-alive
DNT: 1 X-Powered-By: PHP/5.3.3
\|Connection: keep-alive .;I_Einris:_Tﬂ.l,_lg_Ngv_l‘Bil_OS:_sz_:Og GMT 2l
Upgrade-Insecure-Requests: 1 ! Cache-Control: no-store, no-cache, must-revalidate, post-check=0, 1
Host: example.jp |pre4:heck=0 :
Pragmeinocache . __._ ]
Set-Cookie: PHPSESSID=9d5aj7flgnrtnum7hokv3d4d43; path=/
Set-Cookie: PHPSESSID=7131u827cd39qc4t8m756gkgul; path=/
Vary: Accept-Encoding
X-UA-Compatible: IE=edge
= body>04 - 2 LE LIz (tanaka) < br=<a href="4f-012.php">
JA—= (Frwaizl) «/a=<br=<a href="4f-012a.php">
TAA—Z (FrwvZa&ki) </a=</body=
ELS v r{
_[EEET@\&%]PJIG—h [ 7oravr m
@ @ Vo Az § THRM-
d |USTRREE | AY.. |URL RF—HRI... |AF—HAI=—F..|SOZRMUwT .. | LARSARS B [ BE7S. | =k (49 |H
57 GET http://example.jp/4f3/4f-010.html 200 OK 3ms 137 bytes Fu Medium A
http://example.j 4f-011.php?user=tanaka 200 OK 189 bytes M Medium
59 GET http://example.jp/4f3/4f-012a.php 200 OK 23 ms 55 bytes Fu Medium
60 19/01/05 23:3... GET http://example.jp/4f3/4f-011.php?user=yamada 200 OK 31 ms 189 bytes Fu Medium SetC... |y
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B BEaTFAN User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:63.0) Gecko/20100101 Firefox/63.0 Server: nginx/1.10.3
- @ BT Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8 Date: Sat, 05 Jan 2019 14:36:05 GMT
Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Enceding: gzip, deflate Connection: keep-alive
Referer: http://example.jp/4f3/4f-011.php?user=tanaka ¥-Powered-By: PHP/5.3.3
DNT: 1 Expires: Sat, 05 Jan 2019 14:37:05 GMT
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Vary: Accept-Encoding
X-UA-Compatible: I[E=edge
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