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3.3 CORS (Cross-Origin Resource Sharing) <html>
<head><title»3.3 CORS {(Cross-Origin Resource Sharing) </title’</head>
1. 33:001 -5 Innu sz 42 <body> . ‘
2. 33-001a: = > F )L U7 T Z CORSHE) 3(.)3I>CURS {Cross-Origin Resource Sharing)
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phpinfo <fol>
—ACE <a href="phoinfo.php >pheinfol/a><br>
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khody> k?php /
<script> header( |Content-Type: application/json’);
var req = new XMLHttpRequest(); echo json_encode([ zipcode® => "10@-818@°, ‘address’ => "ERIAEE"]);
req.open("GET", "http://api.example.net/33/33-802.php");
req.onreadystatechange = function() { - _ . .
if (req.readyState == 4 & req.status == 208) { EEHES . EAEISONK TR API
alert(req.responseText);
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req.send(null);
<fscript>
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GET http://example.jp/33/33-001.html HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.8,*/*;q=0.8
Accept-Language: ja,en-US;q=0.7,en;q=0.3
Accept-Enceding: gzip, deflate
Referer: http://fexample.jp/33/
DNT: 1
Connection: keep-alive
Upgrade-Insecure-Requests: 1
Host: example.jp
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HTTP/1.1 200 OK

Server: nginx/1.10.3

Date: Sat, 15 Dec 2018 12:46:36 GMT
Content-Type: text/html; charset=UTF-§
Content-Length: 304

Connection: keep-alive

Last-Modified: Mon, 14 May 2018 13:08:18 GMT
ETag: "130-56c2a2decdedb-gzip”
Accept-Ranges: bytes

Vary: Accept-Enceding

X-UA-Compatible: IE=edge

<body=>
<script=>
var req = new XMLHttpRequest();
req.open('GET', "http://api.example.net/33/33-002.php");
req.onreadystatechange = function() {
if (req.readyState == 4 && reqg.status == 200) 1
alert(req.responseText);
¥
Y
req.send(null);
</script=>
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</body=
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HTTP/1.1 200 OK

GET http://api.example.net/33/33-002.php HTTR/1.1
Server: nginx/1.10.3

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:63.0) Gecke/20100101 Firefox/63.0
Accept: */* L
Accept-Language: ja,en-US;q=0.7,en;q=0.3
Accept-Encoding: gzip, deflate

Referer: http://example.jp/33/33-001.html
Origin: http://example.jp

TonT: T

Connection: keep-alive

Host: api.example.net
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Content-Type: applicatien/json
Content-Length: 71
Connection: keep-alive
H-UA-Compatible: IE=edge

{
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Date: Sak, 15 Dec 2018 12:46:36 GMT
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(D) view-source:http://example.jp/33/33-001.html

C ®

<body>
<script>
var req = new MM_HtteReauest (3;
req.open(GET", "htte://api.example.net/33/33-007. phe' J;
req. onreadvstatechanse = function() {
if (req.readvState == 4 B& req.status == 200) {
alert (rea. responzelext );

}

req. send(nul 13;
</script>
EELELL
</body>
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3.3 CORS (Cross-Origin Resource Sharing) <html>
<head><title>3.2 CORS (Cross-Origin Resource Sharing) </titler</head>
1.33-001 :2 > FRUDIR body> o ‘
2. 33-001a: = > F )L U7 T Z CORSHE) 3(.)3I>CURS {Cross-Origin Resource Sharing)
3.33-003 : FUISA FUOTAMEL <li><a href="33-001.htm| ">33-001 :2 2 FILIT) ST R b </ars 1>
4.33-003a: F VIS4 FUOTZ BN <lir<a href="33-001a.htm| ">33-001a: 2 o ZUL7a ) 7 T2+ (CORSHANE 1< ax</ 1 i»
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N - N o <li><a href="33-003a.htm| >33-0032: 72754 ) ZITAFH US>
8- 33005 :PUAL 25 (withCredentialskiL) <liv<a href="33-003b.htm| >33-008a: 71 754 R DT 2 b (5280 </a></1i>
7.33-005a: 7 U ANT Y (withCredentialsds D) <li><a href="32-005.htnl >33-005 : P 7 ERA 708 (withCredertials?alL) far</li>
8. 33-005b: FHT AN >4 (Access-Control-Allow-Credentialsds D) <lir<a href="33-005a.htm| ">33-005a: F 2202 % (withCredent ials$ W) </axd/li>
<lir<a href="33-005b.htm|">33-008b: 7 #7202 % (Aocess-Control-41 low-Credent ial=dh W) </ax</li>
phpinfo <ol»
—ACE <a href="phpirfo.phe >phpinfod/a><br>
MLlcRS <a href="">h— LICEA/a>
</bodw>
</html>
[+—/%: 33/33-001a.html ] [H¥—/%: 33/33-002a.html ]
[ svarfwww/html/33/33-0012html - wasbook@192.168.56.101 - T4 - WinSCP [ fvarfwww/html/33/33-002a.php - wasbook@192.168.56.101 - L7144 - \:'\'inSl’_P . PORFUS IS
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kbudy> k?php
<script> header(;Content-Type: application/json');
var reg = new XMLHttpReguest(); header(Access-Control-Allow-Origin: http://example.jp')
req.open('GET', "http://api.example.net/33/33-802a.php"); echo json_encode(['zipcode' -» '180-8108°, ‘address’ —> ‘EREiASE"]);

reg.onreadystatechange = function() {
if (reg.readyState == 4 &% req.status == 200) {
alert(req.responseText);

i;q.send(nullL
</script>
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GET http://example.jp/33/33-001a.html HTTR/1.1 HTTP/1.1 200 OK L;
EIBEIZTHFAN || ser-Agent: Mozilla/s.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0 | |Server: nginx/1.10.3
- @ HA Accapt: text/html,application/xhtm|+xm|,applicationfxml;q=0.8,%/*;q0=0.8 Date: Sat, 15 Dec 2018 13:09:21 GMT
Accept-Language: ja,en-US;g=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-§
Accept-Enceding: gzip, deflate Content-Length: 305
Referer: http://example.jp/33/ Connection: keep-alive
DNT: 1 Last-Modified: Mon, 14 May 2018 13:08:18 GMT
Connection: keep-alive ETag: "131-56c2a2decdedb-gzip”
Upgrade-Insecure-Requests: 1 Accept-Ranges: bytes
Host: example.jp Vary: Accept-Encoding
I X-UA-Compatible: IE=edge
<hbody=
<script>
var req = new XMLHEtpRequest();
reg.open('GET', "http://api.example.net/33/33-002a.php’);
req.onreadystatechange = function() {
if (req.readyState == 4 && req.status == 200) {
alert(req.responseText);
¥
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req.send(null);
< /script>
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- GET http://api.example.net/33/33-002a.php HTTP/1.1 HTTP/1.1 200 OK
E#EayTFAL User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:63.0) Gecko/20100101 Firefox/63.0 Server: nginx/1.10.3
- @Ak 1 Accept: ¥[¥ - Date: Sat, 15 Dec 2018 I_BQQ_ZI_GET
' |Accept-Language: ja,en-US;q=0.7,en;q=0.3 L ' Content-Type: application/json 1
Accept-Encoding: gzip, deflate Content-Length: 77~~~ 777
.| Referer; hitp://example.ip/33/33-001a.html e o ju Connection: keepaalive | 1S5 AV
1 Origin: http://example.jp i 1 Access-Control-Allow-Origin: http://example.jp bixﬂ'}/g.b 50
ST T T T T DU Compatible: 1E=2dgs B HLEFEA
|Connection: keep-alive _|
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« Cc @ ) example,jp/33/ C @ (D view-source:http://example.jp/33/ ot w m @ =R
3.3 CORS (Cross-Origin Resource Sharing) <html>
<head><title>3.2 CORS (Cross-Origin Resource Sharing) </titler</head>
1. 33001 :2 > A)IRUZTA “body> L ‘
2. 33-001a: 3> FILEU I T A HCORSHE) 3(.)3I>CURS (Cross-Origin Resource Sharing)
3.33:003 :TUISA PUITALRL <lix<a href="33-001.html ">33-001 2 W FILI D TR F</a></1 i
4.33-003a: FUISA FUST BN <li><a href="33-001a.htm| ">33-001a: 2 FIL72 ) 2 T b (CORSHARS ) </av</ 1 i>
5.33-003a: FU IS5+ FUST R (5560 <lir<a href="33-003.htm|"»33-003 : 7 754 b UZ TR RIS/ i>
~ - N - . N <lir<a href="33-003a. html ">33-003a: 7 754 F U 2T A RHLUCax/ i
6. 23005 FOLANT D [withredentialsiil,) <li<a href="58-003b.hin ">33-003a: 71) 754 U DT (R </a></1i>
7. 33-0050: P ITAND D (withCredentialsss D) <li><a href="33-005.hinl >33-005 : 72 E2NT S (nithCredentials?iL) <fax</li>
8. 33-005b: 7217 AH5 >4 (Access-Control-Allow-Credentialsén D) <li><a href="33-005a.htn|">33-000a: 7 7207 % (withCredentialsf b)) </ax</1i>
<lir<a href="33-005b.htm|">33-008b: 7 #7202 % (Aocess-Control-41 low-Credent ial=dh W) </ax</li>
phpinfo <ol
R ACED <a href="phoinfo.php >pheinfol/a><br>
biiS = <a hret="/">H—LIZES</a>
</bodw>
</html>
[H—/%: 33/33-003.html ] [4—/X: 33/33-004.php ]

Content-Type:
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[ fvar/www/html/33/33-003.html - washook@192.168.56.101 - TF 45 - WinSCP [ rvarswwnnshitml/33/33-004.php - wasbook@192.168.56.101 - TF 14 - WinSCP

<script> header(’Content-Type: application/json");
var req = new XMLHttpRequest(); header( Access-Control-Allow-Origin: http://example.jp');
req.open('POST", ‘http://api.example net/33/33-084.php"); echo json_encode(['zipcode' =»> '180-08188', 'address' => 'ERIEAEE']);
req. setRequestHeader(; content-type’, ‘application/json’); -
data = "{"zipcode” : "180-BIBE"T";

req.onreadystatechange = function() {
if (req.readyState == 4 8& req.status == 200) {
alert(req.responseText);

i

réq.send(data);
</script>
EELELT:
</body>
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GET http://example.jp/33/33-003.html HTTR/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8

Accept-Language: ja,en-US;q=0.7,en;q=0.2

Accept-Enceding: gzip, deflate

Referer: http://example.jp/33/

DNT: 1

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Host: example.jp

[ "data™= {'Zipcode ™ T00-0100"F; ~ ~

HTTP/1.1 200 OK

Server: nginx/1.10.3

Date: Sat, 15 Dec 2018 14:08:58 GMT
‘Content-Type: text/html; charset=UTF-8
Content-Length: 402

Connection: keep-alive

Last-Modified: Mon, 14 May 2018 13:08:18 GMT
ETag: "192-56c2a2ded0d7b-gzip”
Accept-Ranges: bytes

Vary: Accept-Encoding

X-UA-Compatible: IE=edge

<body>

<soript=
var req = new XMLHttpRequest();

|| reg.openlPOST, htp:/JopL. example net/33/33-004.php; _
-l

req.setRequestHeader('content-type’, ‘application/json’);

req.onreadystatechange = function() {
if (req.readyState == 4 && req.status == 200) {
alert{reg.responseText);
¥
i
req.send(data);
script>
EELELE
</body>
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Content-Type: application/json
Content-Length: 71
Coennection: keep-alive

Aoccept-Language: ja,en-US;q=0.7,en;q=0.3

Accept-Enceding: gzip, deflate

I Access-Control-Request-Methed: POST

Access-Control-Request-Headers: content-type
Origin: http://example.jp

[oNT: 1

| |Connection: keep-alive

o Host: api.example.net

X-UA-Compatible: IE=edge

r

1 :"100-0100",

(FEe—F pluoEEE: 20 oo 0DE £8Y =<k PoXEBRE ©G
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eLEd Foantea- v B0 Faantea—|o) {EE
— JOPTIONS http;//api,example.net/33/33-004.php HTTP/1.1 l; HTTP/1.1 200 OK
B BmEI>TFAN User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0 Server: nginx/1.10.3
- @Y Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8 Date: Sat, 15 Dec 2018 14:08:58 GMT

Access-Control-Allow-Origin: http://example.jp

"FUBT71¥udeac¥us0fd¥use27¥uscie¥u7s3a"}
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HARFY U BERETAVILELT:
RA—E£RTRYS—I2kY, YE—FY—RDHEAHRAFIEESNET
(ERFH: CORS T T54 hF R ILHABD CORS NyA — ‘Access-Control-Allow-Headers'|[Zk—%2 ‘content-type’ SR Y7ELY),

EREL ]

examplejp/33,

httpy//examplejp/33/33-003.html X

¢ o @ view-sourcethttp://examplejp/33/33-003.html
<body>
<script>
var req = new JM_HttpRequest ();

req. open (U POST”, “http:/lapi. examole.net /8335004 che’ 5
req. set RequestHeader ("content -twpe’, "applicat ion/j=on’);
data = " {"ZTeesde” I TTI00A100 7T
req.onreadystatechange = function() {
if (req.readyState == 4 88 req.status
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kbody} |<?php
<script> if ($_SERVER[ 'REQUEST_METHOD'] === "OPTIONS') {
var req = new XMLHttpRequest(); 1f($_SERVER[ "HTTP_ORIGIN'] ‘http://example.jp') {
req.open( "POST", “http://api.example.net/33/33-884a.php’); header (| Access-Control-Allow-Origin: http://example.jp’);
req. setRequestHeaderd( "content-type’, “application/json’); header (! Access-Control-Allow-Methods: POST, GET, OPTIONS');
data = "{"zipcode™ : "100-8188"}"; header(’ Access-Control-Allow-Headers: Content-Type');
req.onreadystatechange = function() { header(” Access-Control-Max-Age: 1728808°");
if (req.readyState == 4 8& req.status == 208) { header('Content-Length: @8');
alert(req.responseText); header('Content-Type: text/plain’);
} else {
+; header('HTTP/1.1 483 Access Forbidden');
req.send(data); header('Content-Type: text/plain’);
</script> echo "Z@UZIAMFRETEELA";
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</body> } else {
die( Invalid Request”);
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req.send(data);
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<body>
<script>
var rea = new ¥MLHtteReauest ();
req.open(’POST", "hitp://api.example.net33/33-004a. phe ' );
req. setRequestHeade U content -tvoe”, “application/izon™J;
data = "{"zipcode” : TTO0O-0T0071";
req.onreadvstatechange = function() {
if (req.readyState == 4 && req.status == 200) {
alert(rea. responzelext);

req.send(data);
</script>
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</body>
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<html>

<head><title»3.3 CORS {(Cross-Origin Resource Sharing) </title’</head>

“body>

3.8 CORS {(Cross-Orizin Resource Sharing)
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<lir<a href="33-008.htm| ">33-003 : FVJ 754 ST RIS 0

<li><a
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kbudy> k?php
<script> if ($_SERVER['REQUEST METHOD'] === "OPTIONS") {
var req = new XMLHttpRequest(); if ($_SERVER['HTTP_ORIGIN'] == "http://example.jp") {
req.open('POST', 'http://api.example.net/33/33-084b.php'); header(Access-Control-Allow-Origin: http://example.jp');
req.setReguestHeader( content-type', 'application/json’}); header(Access-Control-Allow-Methods: POST, GET, OPTIONS');
data = "{"zipcode" : "18@-0188"}"; header('Access-Control-Allow-Headers: Content-Type');
req.onreadystatechange = function() { header('Access-Control-Max-Age: 18');
if (reg.readyState == 4 && req.status == 280) { header("Content-Length: 8");
alert(reg.responseText); header("Content-Type: text/plain”); FYISARYHIT R
i } else { EOYTY
}; header("HTTP/1.1 483 Access Forbidden™);
req.send(data); header("Content-Type: text/plain");
<fscript> echo "ZMYZIRFEARETEEEA";
EELELE 1
</body> } elseif ($_SERVER['REQUEST_METHOD'] === "POST") {
header( Content-Type: application/json’);
header( Access-Control-Allow-Origin: http://example.jp’);
header( Access-Control-Max-Age: 10°);
echo json_encode(['zipcode' => "188-8188", ‘address’' => 'E==AEH']);
} else {
die('Invalid Request');
}
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Accept-Encoding: gzip, deflate Content-Length: 403
Referer: http://example.jp/33/ Connection: keep-alive
DNT: 1 Last-Modified: Mon, 14 May 2018 13:08:18 GMT
Connection: keep-alive ETag: "193-56c2a2decee3b-gzip”
Upgrade-Insecure-Requests: 1 Accept-Ranges: bytes
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<body=
<scripts
var reg = new XMLHEtpRequest();
req.open(POST, nttp://apl.example-net/33/33.00%b.ohp);_
req.setRequestHeader| Ltﬁt-_type';‘@p_hoa_tlﬂwi]_so_n‘)_; =
data = '{"zipcode” : "100-0100"}';
req.onreadystatechange = function() {
if (req.readyState == 4 && req.status == 200) {
alert(req.responseText);
b

req.send(data);
< /script=
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</body>
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kbody>
<script>
var req = new XMLHttpRequest();
req.open( GET", ‘http://api.example.net/33/33-006.php");
req.onreadystatechange = function() {
if (req.readyState == 4 8&& req.status == 200) {
var span = document.getElementById( " counter®);
span.textContent = req.responseText;
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req.send(null);
</script>
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<lir<a href="33-008b.html ">33-005h: 7 #1202 % (hocess-Cont rol -Al low-Credent ial=d W) </ar</lir

Lol>

<a href="phpinfo.php">phpinfod/a><br>
<a href="/">h— LIRS a>

</body>

<‘html>

[#—/%: 33/33-006.php ]

[ rvarfwwnw/hitml/33/33-006.php - wasbook@192.168:56.101 - TF44 - WinSCP
= @9 @&EE| xFr-Ue- 8 @

k2php
session_start();
header('Content-Type: application/json');
header (" Access-Control-Allow-Origin: http://example.jp’);
if (empty($_SESSION[ ‘counter’])) {
$_SESSION[ "counter'] = 1;
} else {
$_SESSION[ *counter® J++;
}

echo json_encode(array('count’ =»> $_SESSION['counter']));



[I59%—>H—/%: YT X+ 33/33-005.html — LRARUX ]

1d |uoTzrER | R

o e (U3 mo

WO S\tyoay - 20181216-075419 - OWASP ZAP 2.7.0 — O b
I7 AN &WE BR RUS— L—b Y-l A2TA> AT
(EEEr WUiOEE S IXE oo OB 4V =2« roKEahE o6
@ U1k ] 4 [ycwaxrp—hra UHIARN = LKA
@LEd [Fzanrea—f @O E=rr e |
M= jﬁ:gw_ GET http:/fexample.jp/33/33-005.htm| HTTR/1.1 HTTP/1.1 200 OK
eIy TFA User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:63.0) Gecko/20100101 Firefox/83.0 Server: nginx/1.10.3
» @ UMk Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8 Date: Sun, 16 Dec 2018 00:32:25 GMT
Accept-Language: ja,en-US;q=0.7,en;g=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encading: gzip, deflate Content-Length: 408
Referer: http://example.jp/33/ Connection: keep-alive
DNT: 1 Last-Medified: Mon, 14 May 2018 13:08:18 GMT
Connection: keep-alive ETag: "198-56c2a2decfddb-gzip”
Upgrade-Insecure-Requests: 1 Accept-Ranges: bytes
Host: example.jp Vary: Accept-Enceding
X-UA-Compatible: IE=edge
<body>
< script=
var req = new XMLHttpRequest();
reg.open('GET, 'http://api.example.net/33/33-006.php");
req.onreadystatechange = function() {
if (reg.readyState == 4 && req.status == 200) {
var span = document.getElementById('counter’);
span.textContent = req.responseText;
¥
i
req.send(null};
= /script=
U LA 4 — < span id="counter"></span=
=/body=
_[*EETQ&%TNJ—E—h EEEEER
1= E
@ @ 7 orsg7 @ TOAR—b
Ir* ZO—FHE SO ERUyTS1L | LA ZRT A HAZ ‘EH‘JT’E Ii§ | IR |/§5 |@
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[TS59HF—APIH—/8: JUIT X api.example.net/33/33-006.php — LARUX ]

O EHtyv3Y - 20181216-075419 - OWASP ZAP 27.0 — ] e
IrAIL EE TR RUs— LB—b Y- A5 LT
(mEE-F pioBEEHRE 20560 o0 O0BE 487 <Pk POXERE o6

| [@54r] +] [# 5195 25— [uszab] + | 1B

% l??ﬂ‘}l/f‘lflflv] D@ w DB
M=ty GET http://api.example.net/33/33-006.php HTTR/1.1 HTTP/1.1 200 OK
B EISTFAN User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0 Server: nginx/1.10.3
- @B Accept: */* Date: Sun, 16 Dec 2018 00:32:25 GMT
Aoccept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: application/json
Accept-Enceding: gzip, deflate Content-Length: 11
Referer: http://example.jp/33/33-005.html '_Connection: keep-alive
-Ongm: http://example.jp Set-Cockie: PHPSESSID=ufdhccbsSbstopnplugvbe7unl0; path=/
-DNT: 1 -Exp\resi Thu, 19 Nov 1981 08:52:00 GMT
Connection: keep-alive Cache-Control: no-store, no-cache, must-revalidate
:Host: api.example.net Pragma: ne-cache

Access-Control-Allow-Origin: http://example.jp
X-UA-Compatible: IE=edge

i i1}

Ja&ﬂ%aﬂpws—hy;mwwm
@ @ | Tousan ¢ TR

|Id | USTZ ~BRE ‘X‘)WF |URL |X‘.T’ S23—F |X‘.T’ =S ~ERE |5'j‘/F U w e L | LA ZIRT - B X ‘-fﬁﬂﬁ'?f |E§
b RO P1R3 RO FEOF+L 0 G0 D0 @0 o S0 o
(T3]
example.jp/33/33-005.html X http://example.jp/33/33-005.html X
« & Q @ examplejp/33/33-005 html ¢ Q @ view-source:http://examplejp/33/33-005.html
R LD S —{"count": 1} <body>

<script>
var req = new XMLHttpRequest ();
req.open(’GET”, “htte://api . examele.net /35/33-006 phe” );
req.onreadystatechanze = function() {
it (rea.readvState == 4 8% reo.status == 2000 {
var span = document . getElementBy[d(’ counter’);

span. textContent = req. responselext:

req.send(nul |);
<script>
LA V% —:<span id="counter™></span>
</body>




&« ¢ @ @ examplejp/33/

3.3 CORS (Cross-Origin Resource Sharing)

.33-001 : > FIBUSTZ

33-001a:>>FI)La AT Z H(CORSHIG)

33-003 : FUTSA FUHT A ML

.33-003a: FUISA FIOTZ B0

.33-003a: FUIS5A FUST R (FER)

. 33-005 : PO AHT>4 (withCredentialsi L)

. 33-005a: 7Ot ZAN9°4 (withCredentialsds 1)

. 33-005b: PO R D4 (Access-Control-Allow-Credentialsds D)

phpinfo
R=AhIES

EBIZH5—@EYvY

[TS59H—APIH—/{: UJI Xk apiexamplenet/33/33-006.php — LARVR ]

W S\:tyvay - 20181216-075418 - OWASP ZAP 2.7.0

IrAI EWE TR RUS— L=k Y- AXSA 2 LT

(Fr=r pUCEBIE o2E o000 ODBE &8V s«P b 00X ERm

e & ‘

[ o1vo 25—+ [ =2 uozRR | 4]

@ v 4

= LA

Accept-Language: ja,en-US;q=0.7,en;q=0.3
Accept-Encoding: gzip, deflate

Referer: http://example.jp/33/33-005.html
: Origin: http://example.jp
DNT: 1

Connection: keep-alive
: Host: api.example.net

P\

@LE3 [FFAnbea- =] EIE FraLbea- | B0

M= jﬁizzrl GET http://api.example.net/33/33-006.php HTTP/1.1 HTTP/1.1 200 OK l;
@ EEarTFAN User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64; rv:63.0) Gecko/20100101 Firefox/63.0 Server: nginx/1.10.3

» @ Y- Accept: */* Date: Sun, 16 Dec 2018 00:55:30 GMT

-Content-Type: application/json

n Content-Length: 11

Connection: keep-alive

Set-Cookie: PHPSESSID=blont370j4tg8f0bi3nbe11ms0; path=/
-B(p\res: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, na-cache, must-revalidate

Pragma: no-cache

i Access-Control-Allow-Origin: http://example.jp

api.example.|

FS—h W0 M9 B3 MO

cookie Ay hEN TLVELY | |}UA Compatible: (2=zdge
——
{"oount":1} [<
- > — y - - cookie AAEYRENTVEWND T, BV M7y TEhis
J,:,EET%&%“FF:’ FL,F'jhj’u# + o
@ @ V2 aAn @ TRk
1d | UASTR B ‘ Avw R | URL |R?—‘9RZI—

E |X?—§Z:I—F§EBE |5§)Fbuv7§—h‘; |lsz‘R‘/X:ﬁTr-{'ﬂ’l’X Hﬁﬂi?i—h |)—T~ |99

" Low SetCookie, JSON

BEDAE+D 0 G0 D0 @0 o 0 #®o

200 OK 13 ms

[F59]
&« ¢ o @ example,jp/33/33-005.html

U LA S —{"count": 1}
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33-005a:7 7R h7 >3 (withCredentials#h b))

[F59+]

< C @

@ examplejp/33/
3.3 CORS (Cross-Origin Resource Sharing)

1.33-001 :2 > FILBUSTZ -

2. 33-001a:= > FIJLi2 O T Z (CORSHIIG)
3.33-003 : U ISA RUOT AL
4.33-003a:FUITSA FUITZ B0
5.33-003a: US54 FUOTA - (5ERk)

6

7

8

. 33-005 : POV AND47 (withCredentialsiiL)
. 33-005a: 7Ot ZAN9°4 (withCredentialsds 1)

. 33-005b: PO R4 (Access-Control-Allow-Credentialsds D)

http://examplejp/33/ b+
c o () view-source:http://fexample,jp/33/
<html>
<head><titler3.3 CORS (Cross-Origin Resource Sharimg) </titler</head>
<body>
3.3 CORS (Cross-Origin Resource Sharing)
<ol>

<lir<a href="33-001.html ">33-001 :%/ 2 FILIZ Z T2 b</ar</ 1>

<li><a href="33-001a.htm| ">33-00Ta: & L LG & T2 - (CORSEAE )< /a</ 1 i>
li><a href="33-003.htn| >33-003 : F1) 75 S TA RELax/ 10>
<li><a href="33-003a.html >33-003a: ) 754 U ST AR H US>
<li><a href="33-003b.html ">33-003a: 7)) 254 b UL T2+ (G2RR) </a></1i>

<li><a href="33-005.html ">33-005 : 75271207 (withCredentials?al) </a></li>
23-005a.html ">33-005a: F 21202 2% (withCredent ialsd W) </a><d/|ix

<lix<a href=

phpinfo
R=AhIES

[+—/%: 33/33-005a.php ]

[ fvarfwww/html/33/33-005a.html - wasbook@192.168.56.101 - T74% - WinSCP
2 @D ¢|@esra x=r-Oa-&
kbody>
<script>
var req = new XMLHttpRequest();
req.open("GET', "http://api.example.net/33/33-806.php");
req.withCredentials = true;
req.onreadystatechange = function() {
if (reg.readyState == 4 &% req.status == 200) {
var span = document.getElementById('counter');
span.textContent = req.responseText;
¥
¥s
req.send(null);
</script>
HFE L A7 % —:<span id="counter"»</span>
</body>

<lir<a href="33-008b.html ">33-005h: 7 #1202 % (hocess-Cont rol -Al low-Credent ial=d W) </ar</lir

Lol>

<a href="phpinfo.php">phpinfod/a><br>
<a href="/">h— LIRS a>

</body>

<‘html>

[H—/%: 33/33-006.php ]

[ rearfwww/html/33/33-006.php - wasbook@192,168:56.101 - IF44 - WinSCP
= @9 @Esa xrrr-Oe- & ¢
k2php
session_start();
header(”Content-Type: application/json');
header(’Access-Control-Allow-Origin: http://example.jp');
if (empty($_SESSION['counter'])) {
$_SESSION['counter'] = 1;
} else {
$_SESSION['counter”]J++;
}

echo json_encode(array('count’ => % SESSION['counter']));



[I59%—>H—/%: YT X+ 33/33-005aphp — LRARUZR ]

W ST yY3Y - 20181216-075419 - OWASP ZAP 2.7.0
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GET http:/fexample.jp/33/33-005a.html HTTR/1.1

Accept-Language: ja,en-US;gq=0.7,en;q=0.3
Accept-Enceding: gzip, deflate

Referer: http://example.jp/33/

DNT: 1

‘Connection: keep-alive
Upgrade-Insecure-Requests: 1

Host: example.jp

EIMEIZTFAN | ger Agent: Mozilla/.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0
» @ Uk Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;g=0.8

HTTP/1.1 200 OK

Server: nginx/1.10.3

Date: Sun, 16 Dec 2018 01:08:09 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 438

Connection: keep-alive

Last-Modified: Mon, 14 May 2018 13:08:18 GMT
ETag: "1b6-56c2a2decfddb-gzip”
Accept-Ranges: bytes

Vary: Accept-Encoding

X-UA-Compatible: IE=edge

<body=>
<script>
var req = new XMLHttpRequest();
req.open('GET', 'http://api.example.net/33/33-006.php");
reg winCredentioe = rve; |
reg.onreadystatechange
if (req.readyState == 4 && req.status == 200) {
var span = document.getElementByld('counter’);
span.textContent = req.responseText;
¥

i

req.send(null);
< /script>
IR LD 24 — < span id="counter"= < /span=
«/body=

jEEET@\ﬁ%IPIPS—FIL]PCJFiwhm
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AT—HRI-F |RAT—HRI-FHA |STUPFRUvTHAL | LARSRRT S/ | @75 —1 | /=b |94
v

Qe

16 18/12/16 10 08 GET http://api.example.net/33/33-006.php

6ms 11 bytes SetCookie, JSON
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[TS59HF—APIH—/8: JUIT X api.example.net/33/33-006.php — LARUX ]

WO EFryyay - 20181216-075419 - OWASP ZAP 2.7.0 — [} ®
TrL RE BFE MUS— Lai— bk Yl AZSA LT

[BgE—r FlocEEESg 40 o 0D 48 >«P POoXERE o6
@ vk 4 [# o1vz 25—+ [suezan] + = LARR

@LEd (77antea—| @@ F7AubEa- |+ EO

v @ IZTERR GET http://api.example.net/33/33-006.php HTTR/1.1 HTTP/1.1 200 OK
@ EEarTFAN User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:63.0) Gecko/20100101 Firefox/63.0 Server: nginx/1.10.3
» @ Y- Accept: */* | |Date: Sun, 16 Dec 2018 01:08:09 GMT
Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: application/json
Accept-Encoding: gzip, deflate " Content-Tength: T1
| |Referer: http://example.jp/33/33-005a.html Connection: keep-alive
Origin: http://example.jp | Set-Cookie: PHPSESSID=n2qt7i608dt1focockOhgpgadl; path=/
IONT: T -B(p\re_f.: Thu, 19 Nov 1981 08:52:00 GMT
Connection: keep-alive Cache-Control: no-store, na-cache, must-revalidate
Host: api.example.net Pragma: no-cache
T Access-Control-Allow-Origin: http://example.jp
|| X-UA-Compatible: TE=adge
{ Ay
Jaﬁﬁ]t‘gm@mﬁa—h |EEZEED [T]
@ @ ¥ orsAo @ TOAR-—b

1d | W ~ER | AWwF | URL | AF—9A0—F |AT-FR0-FRHA | SOXFrIvTEA | LARZART (8L | BEFS-F | /-t |29 |@

FI—h RO 1 3 o HIEDAF+ D0 @0 #o L0 Ho
[9594]
examplep/33/33-005ahtml X httpi//examplejp/33/33-005ahtml X
<« c @ @ examplejp/33/23-005a.html G @ (D view-source:http://example,jp/33/33-005a.html
U LD —: <body>

<script>
var req = new ¥MLHtteReauest ();
req.open(’GET', "http://api . exanple. et /33/33-006.php" );
req.withCredentials = true;
req.onreadystatechange = function() |
it (rea.readvState == 4 43 rea.status == 2000 {
var span = document . getElementByIdl courter’);
span.textContent = rea. responselext;

req.zend(nul 1);
<Iscript>
IETHE LA™ 4 —:<span id="counter™></span>
</body>



33-005b: 72t RXH >3 (Access—Control-Allow-Credentials&Y)

[F59+]

< C @

@ examplejp/33/
3.3 CORS (Cross-Origin Resource Sharing)

1.33-001 :2 > FILBUSTZ -

2. 33-001a:= > FIJLi2 O T Z (CORSHIIG)
3.33-003 : U ISA RUOT AL
4.33-003a:FUITSA FUITZ B0
5.33-003a: US54 FUOTA - (5ERk)

6

7

8

. 33-005 : POV AND47 (withCredentialsiiL)
. 33-005a: 7Ot ZAN9°4 (withCredentialsds 1)
. 33-005b: PO A D4 (Access-Control-Allow-Credentialsds D)

33 CORS (Cross-Origin Resource httpy//examplejp/33/ . +
c o () view-source:http://fexample,jp/33/ s o
<html>
<head><titler3.3 CORS (Cross-Origin Resource Sharimg) </titler</head>
<body>
3.3 CORS (Cross-Origin Resource Sharing)
<ol>

<lir<a href="33-001.html ">33-001 :%/ 2 FILIZ Z T2 b</ar</ 1>

phpinfo
R=AhIES

[+—/%: 33/33-005b.php ]

[ Avarfwewwihtml/33/33-005b, htm - wasbook@192.166:56.101 - TF% - WinSCP

El @|DC|@&sEE| xrrr-Oe-8 )
kbudy>
<script>
var reqg = new XMLHttpRequest();

req.open('GET', "http://api.example.net/33/33-8@6b.php');
req.withCredentials = true;
req.onreadystatechange = function() {
if (reg.readyState == 4 && req.status == 200) {
var span = document.getElementById('counter’);
span.textContent = req.responseText;

i;q.send(null);
</script>
EEUE L A7 4 —:<span id="counter"s</span>
</body>

<liz<a href="33-00Ta.html ">33-0071a: 2 L LA & T3 - (CORSTEIE )< av</ iy

<liz<a href="23-003.html ">33-003 : FUZ50 b IT2 RTE LA/ i

<li><a href="33-003a.htm| ">33-003a: 7 734+ ) 2T H US>

<lix<a href="33-003b.htm| >33-003a: 754 F U 2T & (2R </ax</lix

<li><a href="33-005.html ">33-005 : 75271207 (withCredentials?al) </a></li>

<liz<a href="23-000a.html ">33-005a: F 7202 2% (withCredent ialsd W) </a><d/|ix

<lir<a href="33-008b.html ">33-005h: 7 #1202 % (hocess-Cont rol -Al low-Credent ial=d W) </ar</lir
Lol>

<a href="phpinfo.php">phpinfod/a><br>
<a href="/">h— LIRS a>

</body>

<‘html>

[#—/%: 33/33-006b.php ]

[ Avar/www/html/33/33-006b.php - wasbook@192.168.56.101 - 1% - WinSCP
2 EYe ReEEE xPr-Oe-8 €

k2php
session_start();
header('Content-Type: application/json');
header('Access-Control-Allow-Origin: http://example.jp');
header('Access-Control-Allow-Credentials: true');
if (empty($ SESSION['counter'])) {
$_SESSION['counter'] = 1;
} else {
$_SESSION['counter']++;

echo json_encode(array( count' => $ SESSION['counter®]));



[I59%—>H—/%: YT X+ 33/33-005b.php — LARUR ]

18 18/12/16 10:37:01 GET http://api.example.net/33/33-006b.php 200 OK

W EBtyyay - 20181216-075419 - OWASP ZAP 2.7.0 - O >
I7AIL BE FF MU~ Li—b Y-l AZST1Z LT
EBr=F ploSEei@ B o008 005 &8y 2« roXEnm:
@ trb | 4 [# o195 25—t [ uszan = LARA
0LEd (F7anrea—f] @0 FoAuEa— 7] ([0
M= :uj—q:xh_ GET http://example.jp/33/33-005b.html| HTTR/1.1 HTTP/1.1 200 OK
B REI-TFAN User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0 Server: nginx/1.10.3
@B Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 Date: Sun, 16 Dec 2018 01:37:01 GMT
Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate Content-Length: 439
Referer: http://example.jp/33/ Ceonnection: keep-alive
DNT: 1 Last-Modified: Mon, 14 May 2018 13:08:18 GMT
Connection: keep-alive ETag: "1b7-56c2a2decafba-gzip”
Upgrade-Insecure-Requests: 1 Accept-Ranges: bytes
Host: example.jp Vary: Accept-Encoding
¥-UA-Compatible: IE=edge
| | <body>
< scripts>
var req = new XMLHttpRequest();
req.open('GET’, 'http:/fapi.example.net/33/33-006b.php');
L J_regwthCredentinls Z fnve; _
req.onreadystatechange = function() {
if (req.readyState == 4 &% req.status == 200) {
var span = document.getElementByld( counter');
span.textContent = req.responseText;
H
i
reg.send(null);
< /script=
U LA D4 — < span id="counter"> < /span>
</body>
jaﬁgﬁﬂ‘&i]ﬂﬂwﬁ—h [L7ordvr
@ @ T 7i057A7 § THAR-
i |USTRREE | AYwE [URL AF—HAI—F |ATF-SRI-FHA | STVXFRUTEIL |LARCART AL | BEFS—b | J—b |95 (&
17 18/12/16 10 GET http. @mpl 5b.html 200 OK 4ms 439 ™ Medium Script )

5ms 11 bytes Fu Low JSON v
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[TS59HF—-APIH—/%: YU I X+ apiexamlple.net/33/33-006b.php — LARURX ]

W EStyy3y - 20181216-075419 - OWASP 7AP 2.7.0
7L BE FBF MU~ L=k Y-l A5 N

(E2x—Ff ploEmERs JAE 00 08 £&8 7V >«h b0 X@am

@1 4 [ o1vo 28—t [=uozar | 4 | = LARSR

eLEd (F7anrea—f @O F7Aubea— 7| DO

M @ AXFFRS GET http://api.example.net/33/33-006b.php HTTP/1.1 HTTR/1.1 200 OK
BEIXTFAL User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0 Server: nginx/1.10.3
» @B Accept: */* Date: Sun, 16 Dec 2018 01:37:01 GMT
Accept-Language: ja,en-US;q=0.7,en;q=0.3 Content-Type: application/json
| Accept-Encoding: gzip, deflate | Content-Length: 11

| Referer: http://example.jp/33/33-005b.html Connection: keep-alive
Origin: http://example.jp Expires: Thu, 12 Nov 1281 08:52:00 GMT

DNT: 1 Cache-Control: no-store, no-cache, must-revalidate

Connection: keep-alive Pragma: no-cache
Cookie: PHPSESSID=n2qt7i608dt1fooockohgpgadl Access-Control-Allow-Origin: http://example.jp
Host: api.example.net Access-Centrol-Allow-Credentials:, true

X-UA-Compatible: IE=edge

Access-Control-Allow-Credentials N4 % true 235 E

ja%&[%&%[ﬁya—h].;mwwm

@ @ | 7anaAT § THAT-

URL |A7—$RI-F |A7—5AI—F#E | 702 FbUvTEAL [LARCART 912 [REFo—b [J—+ |52

W [USTANER  [AuyE

http://exampl 200 OK 4ms 439 bytes o Medium Script
MEDAF+
(T3]
example.jp/33/33-005b.html X http://example jp/33/33-005b.html X
« ¢ Q @ example,jp/33/33-005b.html (& Q @ view-source:http://example.jp/33/33-005b.html
FUH LA —:{"count": 2} <body>

<script>
var req = new XMLHtteReauest (3;
req.openl 'GET", "http://api.example.net/33/33-006b.php’ ) ;
req.withCredent ials = true;

hoor7yTEntz req. onreadvstafechange = function() {

it (rea.readvState == 4 8% rea.status == 200) {
var span = document . zetE lemert By 1d( counter’ 1;
span.textContent = red. responseText:

req.send(rul 11;
</script>
T LA™ 4% —:<span id="counter™></span>
</body>




